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B Introduction
Computer forensics investigations often relies on mass evidence

B Research Question

* RQ1: How can Al-assisted triage support data minimization in

extraction from disks, mobile devices, logs, and cloud sources. .. L. :
computer forensic investigations by reducing unnecessary

Although this helps avoid missing key evidence, 1t exposes large exposure to non-case-related data?

amounts of private, non-case data to investigators [1]. To address . RQ2: Can such a framework preserve relevant evidence while

this challenge and facilitate data minimization during investigations, ensuring controlled, authorized access to sealed data?

we explore an ethics-by-design forensic triage approach using
Qwen2.5-7B-Instruct, which achieved 70% accuracy 1n our initial

experiments.
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> Here is the case narrative and the image file. Now, tell me which Multi-modal fusion Embedding
information/files are related to my case? Storage Decision Making
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"path": "/Users/jdoe/Documen ts/Q1 2023 forecas t.pdf",
"label™: "Related",

“"action": "Open",

"confidence": ©.96

>>Thanks for your query. Here is the
result. —

"path": "/Users/jdoe/Pictures/vacation.jpg"”,
"label™: "Unrelated",

"action™: “"Sealed",
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"path": "/Users/ Desktop/family resume.docx”,
" B ated",

Fig: Conceptual architecture of an Al-assisted

s oem celored forensic triage system that surfaces relevant
'/ Unrelated

evidence while sealing unrelated data.
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L Proposed Method/Workflow B Preliminary Results
[Case Narrative] 0.85 - ———
B FPrecision
Timeline * Entities ¢ Indicators 0.80 - - el
-0.68
l 075 _ 0.75 0.75 0.75 0.75
| Context-Aware LLM Agent] 070 - -0.66 ¢
L 0.67 o
Assesses artifact relevance S 7
0-65~ -0.641C
. @ . . 0.60 -
[ Artifact Classification] -0.62
0.55-
Relevant * Non-Relevant « Uncertain
0.50 - -0.60
‘ l ,‘ 500 1000 2000 4000
Token Size
Visible Sealed Human Review Fig: Performance across token size (Qwen2.5-7B-Instruct)
{
B Discussion: Potential Challenges File Path?: "acriptsn stuff/pasauords backup.tat,
. . . "Specialist™: "txt",
* Relevant or exculpatory evidence must not be incorrectly hidden; ‘LM generated Flag”: "Relevant”,
roun ra =1 - clevdan ’

"Reason": " " "json\n{\n \"relevant\": true,\n

low-confidence cases should require human review

e The framework must handle diverse forensic artifacts

Sample Output

"File Size": 417,
"Analysis Time": 80.1878,

—

B Conclusion .

We aim to move computer forensics from reactive mass review toward privacy-aware, context-guided investigation. By combining Al-based

triage with auditable access control, the approach seeks to reduce unnecessary exposure to private data while preserving evidentiary integrity.
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