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Abstract

Electrooculography (EOQG) signals are mapped to control inputs and transmitted to a robotic system,
introducing potential cybersecurity risks. AES-GCM authenticated encryption with timestamp-based
validation is implemented to prevent malicious attacks. Experimental results show that the secure pipeline
for transmitting biosignal commands effectively rejects malicious traffic while maintaining performance.
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Secure communication maintains
comparable throughput at moderate load
while filtering traffic under heavier flood

conditions. Secure channel reduces
accepted traffic by up 73% under attack
conditions.
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» Attacker at the network layer with access to the UDP communication channel
» Capable of injecting, replaying, or flooding control packets
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e Replay: Retransmission of previously valid
packets

Dataset & Evaluation Setup

e Flood: Sweeps 1-4: progressively increased flood load
e Injection Sweeps 5-7: progressively increased injected packet

volume

e Replay: retransmission of previously captured packets

e Sweep 5: wrong-key and tampered packet injection at
varying rates and counts

Evaluation Metrics

o Accepted packets (successful command
execution)

e Rejected Packets (auth, replay, stale)

o Latency (average and maximun, ms)
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e Secure command transmission prevents injection, replay, and flooding attacks

e Maintain real-time performance with little to no latency overhead (<lms)

e Extend to real world Unitree robotic platform
e Evaulate addition biosignal modalities
» Investigate adaptive network deployments
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