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Introduction Materials and methods
Hands-on learning is essential for preparing students for The CTF platform was built using CTFd, containerized with
real-world cybersecurity challenges. This project Docker, and orchestrated with Kubernetes via Rancher on
designed a custom Capture The Flag (CTF) environment an Ubuntu Server host. Secure access was provided
that allows students to practice technical skills in a through Tailscale to limit exposure to the public internet.
realistic and controlled setting. The goal was to create a Custom challenges were developed across multiple
secure, scalable, and reusable platform that instructors cybersecurity domains, including cryptography, networking,
could easily deploy for future training. OSINT, password cracking, and reverse engineering.
Conclusions

This project demonstrates that a secure and scalable CTF environment can be built using open-
source tools.

The hands-on challenges improved student engagement, technical skills, and problem-solving ability.

Future versions will expand reverse engineering instruction to better support advanced learners.
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