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Designed to identify a proper response
to an ongoing attack automatically.

d Automated agents increasingly

necessary to keep pace

o How can the system be protected?
o Can the attack be handled in such a way that the damage is minimized?

o How to constrain action? What are the Rules of Engagement?






Biden and Putin discuss rules of engagement
for cyber war, want critical services off-limit to
cyberattacks

Services like telecommunications, healthcare, food and energy should be off-limits for
any cyber attacks, the US President stated.

@ Listen to Story

In Short

* US President Joe Biden proposed to work on a "specific understand
US and Russia on cyberattacks.

* He stated that certain critical sectors should be off-limits for such attacks.

* Putin responded to the appeal in a separate press conference.
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security test, and gives the test
team authority to conduct
defined activities without the
need for additional
permissions.” - NIST
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Comments about specific definitions

document.
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e Automated, constrained response based on Rules of
Engagement (ROE)

O Inspiration from United States Department of Defense ROE
m Standing Rules of Engagement (SROE)

m Wartime Rules of Engagement (WROE)



Mississippi State, MS, USA
dp1657@msslate.edu

Sudip Mittal

Mississippi State University

Mississippi State, MS, USA
miltal@cse.msstate.edu



REGARD - AICA Framework

Managing System

Intrusion Response

System (IRS) e
P=C §

Domain Expert

Management Interface:
Manage Rules using an API
or a Web Interface

AICA-Monitor

Components Execute
@1 o
AICA- A
Sensors Actuators

Percepts Actions

¥ @ constrained rules of engagement and

returns an allowed action set.

Managed System(s)

AICA-Execute components executes
each actions on the managed
system(s).

Self-Adaptive Autonomous Computing System (SA-ACS)
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Figure B

Manage Rules using an API
or a Web Interface



- Implementation

Manage Rules using an API
or a Web Interface

REGARD IRS_res_input{

"action":"SYN",

Data Com'ponent - "target":"10.10.10.20",
Apache TinkerPop
"source":"1.2.3.4"}

-% IRS_res_output{

IRS AICA-
Plan
Component

"action":"Return CLOSED",}

{"actions":
["return CLOSED"],
IRS AICA- "input": "{
Execute |a. :
Component "IRS_s" :..1.2'3f4..’
"IRS_t" :"10.10.10.20"}}
rule NET_L3_DDOS: NET_L3_DDOS {
. meta:
Features: created="10/23/2022 09:00:00"
* Follows micro-service architecture author="ANL"
. constraint="deny"
& |ayered architecture patterns alt_action="return CLOSED*—————————___
* Provides flexibility to administer Stg's‘gz;ce_"*“
the software and rules data Sint_action="SYN"

Sscope="10.10.10.20"
condition:
Ssource and Sint_action and $scope}

* Uses YARA rules engine
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REGARD-GNN - AICA Framework

Managing System
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Knowledge Graph - Sample

Properties:

host = mywebser.com

port = 8080 Properties:

protocol = http ip=1.234
. page = home.html 0s = linux

Ab%/: Properties:
Sute dns_ip=5.6.7.8
protocol = 53

Properties:
ip=6.7.8.9

< sendTCPPacket
vl
WebServer . Router

dest_ip=3.4.5.6
Properties:
ip=3.4.5.6

0s = linux




Knowledge Graph - Comprehensive

Overview

Node labels

(*6T Mertio9) {AttsckSignaturs (4
Relationship types

(1149 1S.TYPE(t70) | MEMBER OF (4
(Bas ooness @] [1as PoRT (7))
|COMMUNICATES TO(784)  TRIGGERED_BY (39)

Displaying 677 nodes, 2,298 relationships.




Model Evaluation Results to
. be published very soon!
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REGARD: Rules of EngaGement for Automated cybeR Defense to
aid in Intrusion Response
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m  GNN-Based Intelligent Rule Application
e Future Work
o Explainability!

©  On system testing!
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