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Dr. Philip Huff

University of Arkansas at Little Rock




“Students can earn college credit while taking our course. The netwd
professionals will be of tremendous benefit as we navigate through the
evolution of cybersecurity academic and industry standards delivered to
our students.”

“This certificate program will allow me to offer concurrent credit to my
students and will help me better inform them of the world of
cybersecurity.”







Participating

Institutions




cryptography, software security,
network security, risk management,
legal and ethical foundations, privacy

3 hours

A
-
Teaching Cybersecurity

Curriculum guidelines/models,
pedagogical strategies, and utilization

Pedagogical transfer of cybersecurity
KSA to students with diverse
backgrounds

3 Hours

of instructional tools and technologies.

AN

6 hours

Database
Security

Digital Forensics

3 Hours

6 hours with minor differences in each institution

Curriculum

Cybersecurity
Data Analytics

3 Hours

Year 3

N 0

Advanced Digital Forensics
& Incident Response

3 Hours

=~

Cybersecurity
Law & Policy

6 hours of electives




1st Cohort A

Dr. Jun Dai
WPI




NCTA Impact: Teachers, Credits,

Number of|]Number of

Current |Graduates
Enrollees
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https://www.google.com/maps/d/u/0/viewer?mid=1Va9x0fa0jIFmcvBlHOFBWV7UiU8N0cg&ll=36.00892410070229%2C-97.09549695000001&z=4

NCTA Impact: Teachers, Credits,
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https://earth.google.com/web/@35.4438168,-97.09578002,323.21589948a,3646654.36169745d,35y,0h,0t,0r/data=MigKJgokCiAxVmE5eDBmYTBqSUZtY3ZCbEhPRkJXVjdVaVU4TjBjZyAC

Building NCTA

Dr. Jenny Daugherty

Dark Enterprises




cybersecurity to high school
teachers

* Provides 3 graduate credit
hours as bridge to the NCTA

* Provides professional
development to teachers

6 course developers and 1
instructional designer

7 modules created

Module 1: What is
Cybersecurity?

Module 2: Risk
and Adversity

System Security

Module 4:
Network Security




T /u- dations of Cybersecurity
S

* Developing plan to make modifications to course to
serve goal of providing PD to teachers



Early College Credit VS

Dr. Melissa Dark

Dark Enterprises
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respective members and 2) endorsed by a subset of Stat€

Objectives to recognize Cyber I include: _
° Establish a steering committee of CAE members, selected Sta . A & A VoS -

° Outreach to other state depts of education not on the steering committee, specifically
those in the NCAE Northeast Region, and

° Establish a dual/concurrent/placement credit clearinghouse where a) high schools
using the Cyber I course (based on the Cyber I standards) can submit their course for
review for dual/concurrent/placement credit, and b) participating CAE institutions can
review for approval/recommendations.



Early Cybersecurity College Credit
Workshop Held - Linthicum MD, 44
Attendees (mostly CAE schools)




National
Teaching Academy

they pull from several courses to make up the CAE Foundational KUS?
Therefore ECC for a Cyber 1 class that aligns to Foundational KUs is less
possible.

For schools that have a Cyber 1 course, there are variations in what is included
in it. This also makes scalable ECC credit challenging.
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BUS 220 /o ‘ nt gorotected against the criminal or unauthorized use of electronic data, and the measures taken to achieve this goal. This course
enables student a / pof the cybersecurity challenge from multiple perspectives.
( \ o n tro to Networks.
.yb ‘ Wa dents could get credit for.
Not currently available. ‘ Se S g
C programming for engineering. ‘ : u

L ]
ICS 169 - Introduction to Information Security - Freshman Provides the basic T8 l lfy aing for business continuity, and preparing for various security

INT-1010 - Intro to informa
| don't know. With the current cours®@

DCOM 101 Introduction to Data Security DCON

attacks. Focus will be given to threats to financial security such as attacks on ban and legal issues that covers hacking and other
cybersecurity technigues and tactics.

CSEC 1310 - Introduction to Cybersecurity Freshman This course introduces the cybersecurity di
cryptography basics, organizational risk management, and privacy concepts.

CSCl 102, freshmen, Computer Science Principles for Cybersecurity Students will learn the technical details necé
hardware and software, networking, memory, storage management and databases.

ITSY 1342 - Information Technology Security (approved dual credit) Instruction in security for network hardware, software, and%
and protection from viruses.

CSC 134 Freshman Intro to Cyber Operations This course will introduce students to cyber operations principles including, but not limited to,
user experience. Special attention will be paid to the legal authorities necessary when conducting a cyber operation from the military and govern
legal ramifications of cyber attacks.

NT-100 - Computer Architecture & Construction Basic introduction to the design and construction of a current model PC including operating systems and some diaf
test and troubleshoot PCs in the laboratory.

COS(C-310 System Programming
IT 263 Applied Networks and Security



Inhibitors

ORrMNMWEBUNIO~NLDWOD



Challenges )

Sandra Leiterman

University of Arkansas at Little Rock




@PPLICATION PROCESS)

Monkey for

-
' TEACHERS w/DIVERSE '
BACKGROUNDS
. Different fields of ||
teaching and
experience
- Pedagogy and

Teaching methods
- Work life balance

( SOCIAL/EMOTIONAL )
X
>

<
- Lack of personal

connection
- Technical Frustrations
- Lack of accountability
mpersonal learning

\

ADAPTATION

- Limited Resources for
remedial support

- Teachers classroom
needs are different

- Maintaining high

\CStErTcETs o

LEADERSHIP -
DEPARTlMENTAL

E

- Leadership applies to
implementation

- School of education
collaborating with CS
department

- Getting colleagues to

understand

Coy

Assessn
- Accommodatio
- Individual Learning

L




Next Steps

« 2" Cohort Scholarships — 121 in
progress, more than 20
completed




