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Abstract

As more and more information technology workloads move to the cloud, it is imperative that students 
entering the workforce have the skills needed to implement cyber security practices. The concepts of:

• Identity and Access Management
• Least privilege access
• Compliance enforcement
• Incident response 

are theoretical concepts that may take years to put into practice once students reach the workforce, but with 
Game based learning tools such as Amazon Web Service’s Cloud Quest students and cyber security 
professionals with legacy on-premise skills can start applying these concepts in a simulated and safe cloud 
environment.
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Facts and Figures – The Good

• We estimate the size of the global cybersecurity workforce at 4.7 million people (ISC2, 2022, p. 3)

• Worldwide gap of 3.4 million cybersecurity workers (ISC2, 2022, p. 3)
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Facts and Figures – The Bad and the Ugly

• The number of undergraduate students exclusively enrolled in distance education courses was 186 
percent higher in 2020 than in 2019 (7.0 million vs. 2.4 million) (National Center for Education Statistics, 
2022). 

• Estimates of dropout rates are 10% to 20% higher than their face-to-face counterparts (Christensen & 
Spackman, 2017).
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Game Based Learning

Is an approach to education that…

• Uses games to teach specific knowledge, skills, or concepts. 
• Creates immersive and engaging learning experiences.
• Minimizes reading and one-way communication.
• Uses an in-game point or reward system to tap a learners competitive spirit.
• May incorporate a social or group approach to learning to enhance the experience.
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“Learners consume 3 to 4 times more content when immersed in a 

game-based learning environment.”

Published by TSIA - https://www.tsia.com/resources/the-impact-of-the-metaverse-on-training



Simplified Game Based Learning Tools

• Tools
• Online Polls
• Structured Lab assignments
• Kahoot
• Quizlet
• Edpuzzle

• Benefits
• Anywhere anytime
• Analytics
• Reinforce Concepts

• Drawbacks
• Monotonous
• Limited new learning
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Gamed Based Learning - Azure

The nation's largest e-retailer, Best for You Organics, is under attack! 
Gather clues and evidence to investigate a ransomware attack. 
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It's all hands on deck at Best for You Organics, as it is under another 

cybersecurity attack and you are working through a high-priority 

cybersecurity alert. 



Gamed Based Learning - AWS
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Summary

• 3.4 million Cyber Security Professional vacancies.

• Legacy in-class methods for keeping students engaged do not apply to online modalities.

• Drop out rates for online only students is 20% higher.

• Game Based Learning modalities can triple content retention.

• Higher education leadership should encourage faculty to use game based e-pedagogy.

• Work with existing providers to enhance the learning experience now!
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Demonstration
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What questions can we answer???
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