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Overview
● The role of certifications in a profession
● Professional certifications in cybersecurity
● Professional certifications in academic programs 
● Why professional certifications in CAE Schools?
● Value of professional certifications for students and organizations
● Professional certifications costs, support, platforms 
● Conflicting information for hiring 
● Case 1: Nova Southeastern University 
● Case 2: Roosevelt University 
● SIG-CyCERTs initiative ideas? (Google Form? Signup sheet)
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Role of Certifications in a Profession

“While billions of dollars are 
being spent on new 
technologies to secure the U.S. 
Government in cyberspace, it is 
the people with the right 
knowledge, skills, and abilities
to implement those 
technologies who will 
determine success” 
(U.S. National Security Council, 2011)

3



Role of Certifications in a Profession (Cont.)
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Role of Certifications in a Profession (Cont.)
Up until early 1840s most doctors learned through apprenticeships, and many did not 
attend medical school. Anyone could work as a doctor, or perform surgeries. 
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Role of Certifications in a Profession (Cont.)
In May 1847 about 250 delegates from across the country gathered in Philadelphia, 
Pennsylvania, and created the American Medical Association (AMA) to create structure in 
the medical field and mitigate potential risks to public health.
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Role of Certifications in a Profession (Cont.)
AMA developed a solid set of processes to build and assess the knowledge, skills, and 
abilities (KSAs) of medical professionals, before they are licensed to practice medicine.
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Role of Certifications in a Profession (Cont.)
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?
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Professional Certifications in Cybersecurity
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Professional Certifications in Cybersecurity (Cont.)
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Professional Certifications in Cybersecurity (Cont.)
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Professional Certifications in Cybersecurity (Cont.)
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According to Business Wire

● Certified personnel get first in line in hiring processes, getting jobs 2.7x 
faster than those without certification

● Certified personnel have in average 10%+ better income.
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Professional Certifications in Cybersecurity (Cont.)
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Professional Certifications in Cybersecurity (Cont.)
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Professional Certifications in Academic Programs

● Curriculum - in what academic level?
○ 2YR
○ 4YR
○ Graduate

● Costs
● Time 
● Requirements 

○ Significant KSAs 
○ Years of work experience
○ Personal recommendations
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Professional Certifications in Academic Programs
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Are professional certifications

= or ≠

professional licenses

???



Professional Certifications in Academic Programs
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Professional Certifications in Academic Programs
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Professional Certifications Costs, Support, Platforms

● Costs of preparation/studying for certification
● Support for “messing up”, especially in the hands-on labs
● Platforms:

○ Vendor specific (CompTIA, (ISC)2, Microsoft, CISCO 
NetCad, etc.) 

○ TestOut LabSim
○ US ARMY SkillPort
○ CyBrary
○ Udemy, YouTube, etc.
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Conflicting Information for Hiring 

● Invited speakers give conflicting information from single 
perspective

● Hiring managers filter candidates based on “Alphabet of Certs”
● Team leaders look for hard skills and problem solving
● Business leaders look for blend of hard and soft skills
● Professors often stress foundation and theory not practice, 

skills and outcomes
● Students: Is the cybersecurity job shortage a HOAX? 
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Case 1: Nova Southeastern University 

● CAE since 2005 
● Two designated MS programs

○ MS in IA & Cybersecurity (Tech)
○ MS in Cybersecurity Management (Managerial) 

● ISEC615 - Fundamentals of Cybersecurity 
○ Virtual lab: LabSim - Security Pro
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Case 1: Nova Southeastern University (Cont.)
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Case 1: Nova Southeastern University (Cont.)
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Case 1: Nova Southeastern University (Cont.)
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Case 1: Nova Southeastern University (Cont.)
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Case 1: Nova Southeastern University (Cont.)
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Case 1: Nova Southeastern University (Cont.)
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Case 1: Nova Southeastern University (Cont.)
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Case 1: Nova Southeastern University (Cont.)
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Case 2: Roosevelt University 

● Program contains significant CS and other technical elements
● Many students minor (some dual major) in CS or Math
● Looking for a way to accentuate these achievements as 

credentials
● Certifications not the only way - other achievements fill a 

resume and trigger A.I. filters  
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Case 2: Roosevelt University (Cont.)

● Certifications :
○ Programming - Python

■ We offer a full programming sequence
○ Unix or Redhat

■ Linux based user and administration course 
○ Cyber Operations

■ Highly enrolled elective
○ Ethical Hacking

■ Part of the required curriculum
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Case 2: Roosevelt University (Cont.)

● Issues: 
● How much vender relationship is too much?
● Handling the cost.
● Perspective: are there alternatives? (portfolio projects)
● Perspective: do students seek too many?
● Academic culture and certification classes.  

○ Undergraduate?  Graduate? 
● Who should teach them?

○ Academic faculty? Certified Adjuncts? Either? Both?
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Case 2: Roosevelt University (Cont.)

● Students "vote with their feet"
○ Courses that lead to certifications are always fully 

enrolled
● Certifications can be "a spoon full of sugar"

○ The promise of a certification can encourage students 
in academically rigorous classes.

● Students want portfolios that include certs and significant 
experiences
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SIG-CyCERTs Initiative Ideas

● Dedicated web page for the SIG: http://caecommunity.org/SIG-
CyCERTs/ ?

● Sub-committee to solicit CAE Tech Talk and Forum 
presentation under the SIG 

● Track for SIG presentations during CAE Symposium 2020
● Research and publications opportunities related to CyCERTs? 
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SIG-CyCERTs Initiative Ideas (Cont.)

● Creating a SIG logo?
● Other ideas?

To take part of the SIG-CyCERTs, please register via:

https://forms.gle/CM9ztYp9TXpNariDA
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Thank you!
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