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W IMBC “State of the Artin Defense!

 Limitations:

+ Point based solutions
+ Difficulty detecting
* newly published attacks (zero-day)
+ complex attacks (ex: Advanced Persistent Threats)

» Watchstanding

+ SIEMs mostly dashboard information
* Forensics
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W UMBC Advanced Persistent Threats (APT)

— Long & Multi-step Process - Different
vulnerabilities exploited

— APT37 (REAPER)

- CVYE-20]8-4878 (Zaro-day vulrjerability)

* O CVE-2017-019
*
* | |
* cv \
| | * o
ERCCORRE
| R CV§2oe-an7
j e AL [T T Pl T 1]
Y Exploit * M:\: zzzzz 19 |
’ | ‘ | | [ | * O CcVE-2015
01



UMBC Adversary-TTPs and the Kill Chain

“Metasploit

“Search

Harvesting

*Blackhole
Exploit Kit

Weaponize

“Yahoo CVE-2010-08490

email s
"E-2010-1297

*Gmail "E-2010-1885

email -
-

"EE-2010-3450

"IE-2011-0609

E-2011-0611
° Spammed
through "E-2011-0627

botnet

"E-2011-2110
Link to Exe

Link to ZIP

Deliver

Adversary TTP

Implant 1
Implant 2

*Gsecdump

O PLT e
Implant PsExec

Implant 4

Control

ed for Public %L\ugvmu\wn Unlimited. 13-1511 .

Execute

© 2013 The MITRE Corporation. All rights
reserved.

*Custom
Implants
6-9

Jan 2010

Jan 2011

Jan 2012

Maintain




We are too inward looking

* Focused on our
internal systems

* Point Defense
solutions

* Assume Flaws are
fixable

 Unaware of
external
environment

* That’s not how a
good batsman plays



* A good player
sees the game
as it evolves —
not just their
own actions,
but also how
others are
moving




@ UMBC Al for. Cybersecurity: TL:DRVersion

* Most IDS systems are point-based &
driven by known signatures

e Our system maps multiple traditional
and novel sensors to a common

ontology

» Specifically, can extract
information from textual

sources
* Reasons over the resulting knowledge L i —

* Detecting possible intrusions missed by
standard systems
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S UMBC Unified Cybersecurity Ontology

Unified Cybersecurity Ontology (UCO)
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S UMBC

ADVERSARIES

STIX 2.0 Architecture
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W UMBC

Detecting Intrusions using Policies, Context, and
Reasoning

1. Detect potential new vulnerabilities from (Dark) Web descriptions,
blogs, tweets, and discussions, extract information and map to
CyberSecurity Knowledge Graph (CKG)ebiq.org/p/5401

2. Recognize context of system and potential attacks and intrusions in

data from low level intrusion detection systems and map to CKG
[ebig.org/p/63]

3. Integrate and reason over results of (1) and (2) to identify actual
attacks [several recent papers]



ebiq.org/p/540
http://ebiq.org/p/63

@UMBC What does that.mean.? Deductive.Reasoning

e Canyou represent “rules” in an Analyst’s brain, and reason over
them with facts ?

— Background knowledge/ Intelligence — New Vulnerabilities have been
discovered in a software, Household machines with DHCP addresses
are often compromised and used as Zombies, ...

— Observed State of the System — Software installed, processes running,
network traffic statistics and connections, ...

— Organizational Policies — People in Group X should generally have no
need to receive email’s from contract travel agency, ...

— IF an email from travel agency with attachment went to a person in
group X and a process is running with their PID where vulnerabilities
have been discovered and it makes connections to previously unvisited
hosts in the DHCP range of an ISP THEN an attack might be occurring



S UMBC "Abductive/Inductive Reasoning

Rule in KB

running(IE8, tl) A web site(x) A first visit(X, t) A
negative reputation(x) A connection_ to(y, t2) A zombie(y) A t2 > tl
= possible attack(t2)

Abduction:

Reason from missing antecedent to possible new vector

Maybe user is running Firefox 45.2.0 but all other conditions are met
Posit vulnerability in Firefox 45.x

Induction:

Gather data across enterprise

Measures of certainty (e.g., Firefox 45.x vulnerability is 84% certain)
Establish ranges of previously unknown zombines



Acquiring Knowledge
* A new ransomware “Wannacry” uses mal-
formed SMB to get access to a victim
Representing Experience (about
Ransomware)
* Download/Upload sw/keys from external
severs
* Ransomware modifies sensitive files
Ingesting Sensed data
* Malformed SMB network activity, Network
download activity, File modification.
Reasoning
* In light of what | read and what |

know, the sensed data could reflect
Wannacry activity
e Mitigate this by ....
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UMBC
Te
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UMBC CCS Dashboard

MAC_192.168.56.102:WannaCry

The SMBv1 server in Microsoft Windows Vista SP2; Windows Server 2008 SP2 and R2
SP1; Windows 7 SP1; Windows 8.1; Windows Server 2012 Gold and R2; Windows RT 8.1;
and Windows 10 Gold, 1511, and 1607; and Windows Server 2016 allows remote attackers
to execute arbitrary code via crafted packets, aka "Windows SMB Remote Code Execution
Vulnerability." This vulnerability is different from those described in CVE-2017-0143, CVE-
2017-0145, CVE-2017-0146, and CVE-2017-0148. More Details




We are developing systems that can extract
cybersecurity relevant information from text

*Find entities and their properties, relations & events

*Represent in a generic knowledge base with proven-ance and
probabilities

* Group entities & events referring to the same things

*Link these to external background knowledge bases (e.g., Wikipedia)
where possible

* Reason over results to improve and assess accuracy, coherence and
trustworthiness



$UMBGC +:Acquiring Knowledge

Structured & unstructured

"
The SMBv1 server in Microsoft Windows Vista SP2;

Windows Server 2008 SP2 and R2 SP1; Windows 7 SP1;
Windows 8.1; Windows Server 2012 Gold and R2; Windows
RT 8.1; and Windows 10 Gold, 1511, and 1607; and Windows
Server 2016 allows remote attackers to execute arbitrary

”
code via crafted packets

From a human security Analyst

— “Ransomwares try to encrypt
files”

— “They might download some
encryption software”

— “They might upload/download
keys”
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WUMBC “lHustration of a Cybersecurity KG
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S UUMB( After Action Report about Malware! | FPSuw

The [Lebotstony for Physicel Sciences

The|Naikon ostlyl spear-phished documents for the attacks, withICVE-2012-0158 ploits
that 's signature backdoor.

While many of these attacks Wwere successful, at least one of the targets didn't seem to like being
hit, and instead of opening the docthwuents, decided on a very different course of action.

The empire strikes back

Here's a question - what should you do when you\receiving a suspicious document from somebody you
don't know, or know very little? Choose one:
e Open the document
« Don't open the document
e Open the document on a Mac (everybody knows\\lz ] ] iry )
e Open the document in a virtual machine with Linux

even fewer would actually decide to test the attacker and verify its stor

But this is exactly what happened when one of the Naikon spear-phishing targets re

mlnstead of opening the document or choosing to open it on an exotic platform, they decided
R the story with the sender:

20



Cybersecurity
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CyberTwitter

Twitter API [User System Profile
(Rules)
Security Vulnerability Unified Cybersecurity
Concept Extractor Ontology Alert System
(SVCE - Tagger) (UCO)

Mittal, S., Das, P.K., Mulwad, V., Joshi, A. and Finin, T., 2016, August. Cybertwitter: Using twitter to generate alerts for cybersecurity threats and vulnerabilities. In Proceedings
of the 2016 IEEE/ACM International Conference on Advances in Social Networks Analysis and Mining (pp. 860-867). IEEE Press.



Why can’t we use an NLP toolkit out o

the box

Remote Login Service (RLS) 1.0.0 does not properly clear account information when switching users,
which might allow physically proximate users to obtain login credentials.

Remote Login Service (RLS) 1.0.0 does not properly clear account information when switching users,
which might allow physically proximate users to obtain login credentials.

ORGANIZATION




W UMBC Our NER

*  Remote Login Service (RLS) 1.0.0 does not properly clear account information when switching users, which

might allow physically proximate users to obtaiJEgin credentials.

*  Remote Login Service (RLS) 1.0.0 does not properly clear account information when switching - which

to obtain login credentials.

Product

Version

Exploit Target

Weakness




UMBC

Named Entities Named Entities

Exploit Target Attack Pattern
File Names Campaign
Version Course-of-Action
ClalilsEe; I Weakness Indicator
Software Intrusion-Set
Vulnerability Malware
IP Addresses Observed Data
SHA encryptions Tool




But this is exactly what happened when one of
the Naikon spearphishing

targets received a suspicious

email....

Hellsing Indicators of Compromise

MD5s:
015915BBFCDA1B2B884DB27262970A11
036E021E1B7F61CDDFD294F791DETEAZ2.. .

CRF Classifier
o /

Regular Expressions

But this is exactly what
happened when one of the
Naikon spearphishii

received a suspicious
email (Attack-Pattern)....
Hellsing

(Malware) Indicators of
Compromise

MD5s:....

015915BBFCDA1B2B884D..

036E021E1B7F61CDDFD..
(Hash)
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W UMBC NER Results

 We have annotated 54,240 words from CVE,
Microsoft Security Bulletin, Adobe Security
Bulletin, and blogs

* Training set - 48,959

* Testset-5281

* Average precision - 0.91

* Average recall - 0.92

* Average F-10.91



W UMBC

Relationship
Set

« CourseOfAction hasCost

StatementType

- Vulnerability hasMitigation

CourseOfAction

- Attacker hasRelatedIncident

Incident

- Attack isLaunchedBy Attacker

- System isUnderAttack Consequence
- Attack-pattern targets Vulnerability
- And soon ...



WUMBC “Relationshi
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SUMBC ~ Relationship Extractor

Chrome version 76.09
released with SSL 3.0
support. SSL 3.0
guarantees secure
encrypted data
communication over
the internet.

SSL 3.0 found
vulnerable to Man in
the Middle attack using
Spygen, claims
hackers.

Corpus

NER

Chrome version 76.09
SSL 3.0;

SSL 3.0 encrypted
communication
internet;

SSL 3.0 vulnerable
Man in the Middle
using Spygen claims
hackers;
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WUMBC "~ Relationship Extractor

targets

Spearphishing
targets

But this is what exactly happened when
one of the Naikon spearphishing targets
received a suspicious email

015915BB
FCDA1B...

Hellsing Indicators of Compromise
MD5s: 015915BBFCDA1B2B884DB87262970A11
036E021E1B7F61CDDFD294F791DE7EA2

Suspicious
email

Corpus Prediction 21



W UMBC Evaluations

NER is evaluated by averaging on annotated After
Action Reports of about 50 sentences per set, 10
times. RelExt is evaluated on CVE, After Action
Reports and Triples hosted on our stardog server

NER RELEXT
Average precision 0.76 0.89
Average recall 0.76 0.92
Average F-1 0.75 0.90

34



The Hellsing series chronicles the efforts of the mysterious and secret Hellsing Organization, as it
combats vampires, ghouls, and other supernatural foes; which makes it perhaps an appropriate name
for our group.

In addition to the Hellsing/msger malware, we've identified a second generation of Trojan samples which
appear to be called "xweber" by the attackers:

"Xweber" seems to be the more recent Trojan, taking into account compilation timestamps. All the
"msger”’ samples we have seen appear to have been compiled in 2012. The "Xweber" samples are from
2013 and from 2014, indicating that at some point during 2013 the "msger" malware project was
renamed and/or integrated into "Xweber".

During our investigation we've observed the Hellsing APT using both the "Xweber" and "msger”
backdoors in their attacks, as well as other tools named "xrat", "clare", "irene" and "xKat".

27
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Hellsing Indicators of Compromise Domain registrations:

MD5s: ¢ huntingtomingalls[.Jcom - ssdfsddfs@gsdfsg.com

e philippinenewss[.Jcom - sambieber1990@yahoo.com
©15915BBFCDA1B2B884DB87262970A11 e philstarnotice[.Jcom - sambieber1990@yahoo.com
©36EG21E1B7F61CDDFD294F791DE7EA2
©4090acad7f5360b846a55033544863 Filenames:

©55BC765A78DA9SCC759D1BA7AC7ACOS5E
©85FAAC21114C844529E11422EF684D1
©BA116AA1704A415812552A815FCD34B
©CBEFD8CD4B9A36C791D926F84F10B7B
©CC5918D426CD836C52207A8332296BC
©dfcbb858bd2d5fb1d33cd69dcd844ae
©F13DEAC7D2C1A971F98C9365B871DB9
OFFE80OAF4461C68D6571BEDESS527CF74
13EFEDFE6O8440EE60449E4300AES324
14309b52f5a3df8cbBeb5b6dae9cedda
17EFe940843761A917BA129280618C1D3
2682A1246199A18967C98CB321912306C
2CCE768DC3717E86C5D626ED7CE2E©GB7

%systemroot%\system32\irmon32.dll
%systemroot%\system32\FastUserSwitchingCompatibilityex.dll
%systemroot%\system32\inetinfo32.dll
%systemroot%\system32\drivers\drivers\diskfilter.sys
%systemroot%)\system32\ushcon.exe
%windir%\temp\xKat.exe
%systemroot%\system32\drivers\drivers\ushmgr.sys
%appdata%\Microsoft\MMC\mmc.exe
%systemroot%\system32\lasex.dll

%systemroot%\system32\Ipripex.dl|
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UMBC

Extracted KG2
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& UMBQC Fusing the Extracted Knowledge!

Extract

NER Relationships g RelExt

Run
Queries
9

Ingest Entity Relationship set




& UMBC Fused KG
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Vulnerabilities in DEV pipeline

Open Source Project from Issues Extraction Using Secruity Identified
Repository from Repository Vulneability | Vulnerability and
Concept Threat Issues
Extractor e
Open Source Intelligence
——— / \
: \ /Al Based Cyber- \
[ ~ Defense Systems H
: Knowledge '
[ _t Representation w
T » Engine
vector Embedding R Knowledge 3 SoC :\nalyst
— — Reasoning Engine
i) iehtFTP |
% N — — N
Arrow Relation | | Applications: Alert |
. ” ; .| Generation, Query
| Processing
eo-- | e Engine, etc.

Neil, L., Mittal, S. and Joshi, A., 2018. Mining Threat Intelligence about Open-Source Projects and Libraries from Code Repository Issues and Bug Reports. [EEE
Intelligence and Security Informatics (IEEE ISI) 2018.



Tracking vulnerability inheritance during development —

Software supply chain attacks!

Neil, L., Mittal, S. and Joshi, A., 2018. Mining Threat Intelligence about Open-Source Projects and Libraries from Code Repository Issues and Bug Reports. [EEE

Intelligence and Security Informatics (IEEE ISI) 2018.

Library
Dependencies

R > Installed >
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Graph

Security Issues

Alert System

Query System



& UMBC

Multi-lingual Threat Intelligence

Russian
| tT"‘Ifeat Translation English Embedding
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7 N
" \
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Threat i l l l i I
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/\. ! |
\\\ ///
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s . . . N,
Machine ) Russian Embedding /" English(W,,) English(W,) English(W,,,,) \
Al Cyber Defense - CyberTwitter { i
Systems “— | Readable [ ] ] I
Formats — i
l !
|
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Ranade, P., Mittal, S., Joshi, A. and Joshi, K., 2018. Using Deep Neural Networks to Translate Multi-lingual Threat Intelligence. IEEE Intelligence and Security
Informatics (IEEE ISI) 2018.



W UMBC
Multi-lingual Threat Intelligence

Original Russian Tweet Intelligence Translation System Google Translate

BpenoHocHble nporpammbl Malware installed on devices of Chinese | Malicious programs are installed
yCTaHOBMNEHbI HA YCTPONCTBaX manufacturers on devices of Chinese

KUTaNCKMUX NpoussoauTenemn manufacturers

Pa3paboTunku y6upatoT LWn1MoHckoe Developers clean spyware application The spylair was cleaned due to the
NpUNoXeHue n3-3a NpoTecToB because of player protests protests of the players

1rpokoBs

Positive Technologies: xakHyTb Positive Technologies: Intel processors Positive Technologies: Hacked
npoueccopbl Intel moxxHo 4yepe3 USB | can be hacked via a USB port and a Intel processors with USB port and
NopT 1 OTNaA0YHbIN UHTepdenc debug interface debugging interface

Mpw oTkpbITUK canTa MuHaHepro Council of Defense displays Red page, When the website of the Ministry of
BbICBEYMBAETCS TONbKO KpacHas which says that the site is encrypted Energy is opened, only the red
CTpaHuLa, Ha KOTOpPOW HanucaHo 4To page is displayed, on which it is
caunT 3awmndpoBaH written that the site is encrypted

Developing support for SOC integration.

Ranade, P., Mittal, S., Joshi, A. and Joshi, K., 2018. Using Deep Neural Networks to Translate Multi-lingual Threat Intelligence. IEEE Intelligence and Security
Informatics (IEEE ISI) 2018.



WUMBC DetectingInformation Poisoning

World Events:

Poisoning/
Mis-information
propogation

on Social Media

Cybersecurity Intelligence:

(Under Development)

Poisoning of Threat Intelligence
cultivated from OVERT
intelligence sources

Starting with Reddit

)
(¢}
o
Figure 1: Some of the fake pictures of Hurricane re li

World Wide Web (workshop), pp. 729-736. ACM, 2013.

Gupta, Aditi, Hemank Lamba, Ponnurangam Kumaraguru, and Anupam Joshi. "Faking sandy: characterizing and ‘
identifying fake images on twitter during hurricane sandy." In Proceedings of the 22nd International Conference on . ’




Prevent Poisoning Attacks on"Al

Intelligence
producers

Online Social

Two models employed to ‘poison’ the data:

Post fake information
MySQL has ‘Buffer Overflow’
vulnerability

............................................. POisonS by
........................................................................ > adding fake «f_

Checks Reputation score

Post contradictory information

information Malicious Actor

Khurana, N., Mittal, S. and Joshi, A., 2018. Preventing Poisoning Attacks on Al based Threat Intelligence Systems. arXiv preprint arXiv:1807.07418.



UMBC

Adversarial Examples

Robust Physical Perturbation Lab (Stationary) Test Field (Drive-By) Test
Sequence of physical road signs Physical road signs with adversarial Video sequences taken under
under different conditions perturbation under different conditions different driving speeds
—Eﬁ

RP,, Sample Per

Resizing Cropping, K Frames,

Resizing Cropping,

Resizing

Different types of physical

adversarial examples

Stop Sign — Speed Limit Sign Stop Sign — Speed Limit Sign

Evtimoyv, Ivan, Kevin Eykholt, Earlence Fernandes, Tadayoshi Kohno, Bo Li, Atul Prakash, Amir Rahmati, and Dawn Song. "Robust
physical-world attacks on machine learning models." arXiv preprint arXiv:1707.08945 (2017).



S UMBC Adversarial patches

ir 1.000

(e) Prediction: “car” (f) Prediction: “dining table”

Akshayvarun Subramanya, Koninika Patil, Hamed Pirsiavash, "Adversarial
patches for object detection", submitted to European Conference on
Computer Vision (ECCV) 2018.



W UMBC

Thank You

Questions: joshi@umbc.edu
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