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Introduction

• Cybersecurity has become the biggest fear for 
many company chiefs, eclipsing regulation and 
the economy (Cowley 2018)

• Estimated more than 1.5 million unfilled 
positions by 2020 for Cybersecurity in U.S. 
(Zadelhoff 2017)





Most Worrisome IT Issue





Issues and Initiatives
• Lack of skills and knowledge has been identified 
as the biggest barrier to successfully implement 
cyber defense.

• Substantial initiatives to increase Cybersecurity 
workforce in:
– Government 
– Academia
– Private Sector Academia Private 

Sector

Government



NICE Cybersecurity Workforce 
Framework
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CAE‐CD 2019 Knowledge Units
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CAE‐CDE Designation Requirements 



https://www.giac.org/certifications/niceframework#using



Some Issues

• Lack of transparency
– No common language
– Mismatch
– Redundancy
– Accountability

• No previous studies investigate these 
alignment/misalignment issues



Research Objective

• To investigate the alignment/misalignment 
issue within the cybersecurity ecosystem by
– creating a knowledge alignment mapping 
framework

– establishing inter‐relationships using KSAT as 
mapping elements

• To serve our nation’s cybersecurity workforce 
needs and to strengthen readiness



Alignment 
/Misalignment 
Cybersecurity 
Education

Organizational 
Factors

(e.g., reward systems, 
funding arrangements,  
teaching loads, etc.)

Knowledge Alignment Mapping 
Framework of Cybersecurity Education



Methodology
• Data Collection

– Secondary Data
• NICE Framework
• CAE‐CD KUs
• SANS GIAC

– Rationale
• Commonly established set of taxonomy
• Established guidelines from experts within their 
respective domains

• Eliminates subjective interpretation



Methodology (Cont.)

• Ontological Network Analysis 
– Integrate pre‐existing ontologies
– Populate with preexisting data from various sources

• Ontology ‐ modeling tool that organizes the 
concept at the level of knowledge and semantics, 
therefore domain ontology is often used to organize 
important entities, attributes, process and their 
relationship properly and effectively



Ontological Network Analysis



An Example of Analysis Results

Work Role
Knowledge 
(% out of 
599)

Skill (% out 
of 370)

Ability (% 
out of 175)

Task (% out 
of 1003)

Cross 
Comparison

Authorizing 
Official

6.5% 0.5% 6.3% 0.4% 92.8%

Security 
Control 
Assessor

8.7% 18.4% 27.4% 2.1% 27.5%



NICE vs. KU (KSAT)

AN CO IN OM OV PR SP Total

Advanced 
Network Tech & 

Protocol
5 7 6 39 17 15 22 58

Advanced 
Cryptography 2 3 2 27 3 6 9 33

Algorithms 0 1 2 14 0 2 6 16
Analog 

Telecommunicati
ons

3 4 1 26 9 10 13 36

Basic Data 
Analysis 1 3 4 28 2 1 4 32

Basic Scripting ‐
Intro Program 2 4 7 17 5 6 15 31

Cloud Computing 6 5 3 45 24 18 31 74

Cyber Defense 10 13 40 52 43 68 58 158

KU Total 24 28 62 146 105 95 154 361

NICE Total 397 473 153 338 465 205 507 1990

Alignment 6% 6% 41% 43% 23% 46% 30% 18%



Expected Contributions

• Colleges and training vendors can create 
programs aligned to jobs.

• Students will graduate with knowledge and 
skills that employers need.

• It will be used as baseline sets for additional 
mapping studies for cybersecurity workforce 
and certifications

• It will be an important tool in building and 
maintaining an properly skilled workforce


