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= 1. Background

= 2. Techniques to detect stepping-stone
= 3. Upstream Detection

= 4. Our contribution
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= Stepping-stone
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Stepping-stone intrusion
ﬂ detection techniques

= Content thumbprint

= Time-based thumbprint
= RTT based detection

= Length estimation
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Finding correlation between gaps of incoming
packet stream and outgoing packet stream.
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Attack1
Test 1
Test 2
Test 3
Test 4
Test 5
Test 6
Test7
Test 8
Test 9
Test 10

Average

CCT30

0 90.18
0 79.83
94 76.07
0.5 84.65
0 87.83
0 84.17
6.62 82.12
0 91.67
0 85.71
0 9286

1.65 85.51

0.82
20.17
14.53
14.85
12.17
15.83
11.26

8.33
14.29

7.14

12.84

AWS1

0 91.96

0 80.67
11.1 7521
0 86.14

0 85.22

0 84.17
7.95 80.13
0 93.52

0 88.39

0 93.75

8.04
19.3
13.7
13.9
14.8
15.8
11.9
6.48
11.6
6.25

1.91 85.92 12.18

2.19

AWS2
92.86
88.24
77.78
88.61
87.93
85.61
79.47
95.37
91.96
93.75

88.16

Contribution —Result 1

7.14
11.8
10.3
11.4
122
14.4
10.6
4.63
8.04
6.25

9.66
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AWS3

96.4 3.6

92.44
9145
94.06
95.65
93.53
90.07

96.3
93.75
97.32

94.10

7.56
8.55
5.94
4.35
6.47
9.93

3.7
6.25
2.68

5.9



Contribution — Result 2

Average 1.65 8551 12.84 1.91 85.92 12.18 2.19 88.16 9.66 0.00 9410 5.9
Attack 2 CCT30 AWS1 AWS2 AWS3

Test 1 0 89.83 10.17 0 90.76 9.24 0 90.76 9.24 0 9244 7.56
Test 2 12.3 86.89 0.82 12.2 86.99 0.81 0 95.12 4388 0.81 97.56 1.63
Test 3 0 9241 7.59 0 93.75 6.25 0 93.75 6.25 0 93.75 6.25
Test 4 0 89.61 10.39 0 89.74 103 0 89.74 103 0 91.03 8.97
Test 5 0 8442 15.58 0 859 141 0 87.18 128 0 9231 7.69
Test 6 0 86.84 13.16 0 9091 9.09 0 90.91 9.09 0 9342 6.58
Test 7 0 8462 15.38 0 87.34 127 0 87.34 127 0 9241 7.59
Test 8 0 80.26 19.74 0 85.71 143 0 8442 156 0 87.01 13
Test9 0 91.14 8.86 0 93.75 6.25 0 9241 7.59 0 96.25 3.75
Test 10 0 92.77] 7.23 0 9286 7.14 0 9286 7.14 0 9643 3.57

Average 1.23 87.88 10.89 1.22 89.77 9.01 0.00 90.45 9.55 0.08 93.26 6.66



Contribution — Result 3

Attack 3 CCT30 AWS1 AWS2 AWS3

Test 1 0.78/ 87.5 11.72 1.53| 87.02| 11.5 0.77| 86.15| 13.1 0 93.08 6.92
Test 2 0 88.79 11.21 0 88.79 11.2 0 89.72 103 0 9252 7.48
Test 3 0 87.59 1241 0 8759 124 0 86.13 13.9 0 91.24 876
Test 4 0 8882 11.18 0 8941 106 0 89.41 106 0 9294 7.06
Test 5 0 918 8.2 0 918 8.2 0 9262 7.38 0 9426 5.74
Test 6 0 9348 6.52 0 93.48 6.52 0 9348 6.52 0 95.65 4.35
Test 7 0 89.17 10.83 0 90.83 9.17 0 93.33 6.67 0 95 5
Test 8 0 9167 833 0 925 7.5 0 90.83 9.17 0 925 75
Test9 0 89.93 10.17 0 88.14 11.9 0 91.53 847 0 9407 593
Test 10 0 86.61 13.39 0 86.61 134 0 87.5 125 0 91.96 8.04

Average 0.08 89.54 1040 0.15 89.62 10.23 0.08 90.07 9.85 0.00 93.32 6.68
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