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ERAU’s Aviation Cyber CTF Facts

ERAU is the NSF SFS institution for
aviation and aerospace cyber security

Aviation Information Sharing and
Analysis Center (ISAC) sponsorship

B
The first-ever virtual aviation cyber S ————
competition! '
Offered at AIAA, DEF CON, WiCyS, and e
other venues in 2020-2022 bt T S el
& SR Y -
Offered for free globally! : . G
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ERAU’s Aviation Cyber CTF Objectives

« A competition that:

 Builds educational awareness about aviation cybersecurity
» Motivates talent in aviation cybersecurity
» Shows cybersecurity assisting in aviation security incident response

* Promotes the role of Aviation ISAC as an enabler in this subject area
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 Cyberattacks at a Tier-1 airport have caused business disruptions and a hijack!
« Can you be a cyber defender and restore normal operations at this airport?

Hackers have hijacked an You must navigate the Help regain control of the
aircraft and compromised hackers trail through the aircraft. Bring normalcy to
multiple systems at an airport. Help restore airport operations. Hurry!

airport! We need your help! compromised systems. You have 24 hours!
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CTF Competltlon Challenges
Check-In Stage 5: Report Suspects and Identify Airport
ISy Cefoon Aerospace Village Insider Threat

owing your investigation of the passengers (done in Stage 3), determine who is the

® Completion: 0%

=) Stage 2: Airline Network Traffic Analysis E Stage 6: Flight Information Display System Outage
00 The Eliaht Inforn C Systemn (FIDS - by the attackers

—_— = = cident Response has recovered the kiosk's network traffic log and a drone network
t';f"i 0g. Use 'I‘% network traffic to continue retracing the attacker's steps

e attackers took this system offline and regain control to get the flight..

I C

® Completion: 0%

Stage 3 Aviation OSINT Investigation S.tage 7: Regain Control of the Terminus Runway
= Light System!

44
The attackers used the compromised airport kiosk to check-in to their flight. Using the
DroVi S ce, Inve te all the passengers who checke

ded Homeland Security intelligence, investigate all the passengers who checked

® Completion: 0%

Stage 4: Regain Access to Airline Infrastructure ’
 oeees—————

Attackers gained access to an airline server using the stolen credentials from the | " ircraft before T
airport kiosk. You must gain root access to the airline server and determine what the... r i r t e into an avionics b

® Completion: 0%

 Participants are given authority for 24 hours and challenged to exercise their cybersecurity skills for:
investigating hacking incidents at airport kiosks, airline networks/server, and airport
database/displays; gather intelligence and identify attackers and insiders; regain control of a
compromised runway light system and avionics of the hijacked aircraft.

 Participants also given opportunity to learn about aviation!
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CYBER SKYLINE Competition Jobs Support A

Manage

AIAA Aviation Cybersecurity CTF

Aug 5,2021 8 am-3 pm PDT

Sponsored by Developed by

AVIATION ISAC

Cyber Skyline: Participant View

AVIATION ISAC

00 00 OO0 OO0 ® »

-a-E Terminus Airport Investigation

ent at ERAU Airlines, that a USB drive w c -1n
t ned the USB to ERAU Aurlines Information

has prompted the
arge of the situation.
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carried out
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Cyber Command
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World Stats

A-ISAC CTF Check-In

IsTalela!

ZUZU

Attempts PastDay ~

600

400

200

21:00

155

TEAMS

0.65

AAUC

51.92%

ACCURACY

o
Friday, Aug 7, 08:30
® Correct: 406
¢ Incorrect: 69
Skipped: 0
@
- .
7. Aug 03:00 06:00 09:00 12:00 13:00 18:00
q——— =.
7' f ‘ — — — — — —’_,.*
. o e - -
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Competition Day Stats
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From Concept to Offering: 2020 Timeline

. End of July — Early

January 2020 0 April - July 2020 August 2020
ERAU & A-ISAC partners to Decision to go fully virtual Practice runs with select
create the first-ever Aviation- 8 Stages developed by students students (non-dev.
themed CTF & CybatiWorks (IntelliGenesis) Members), A‘ISAC .
Original Plan: September Cyber Skyline to host CTF & repllgese.ntatives and industry
2020 @Montreal, fully in- build challenges on prolessionals
person

° °

—— Advertising Campaigns Virtual Competition Days
Pandemic hits: A lot of (University PR & A-ISAC @DC28 Aerospace Village &

uncertainties about everything,
everywhere

Talk of part in-person, remote,
“return to normal”, “full virtual”?

February — March
2020

emailer, DEF CON schedule,

Aerospace Village website & @A-ISAC Summit

social media, student word-of- 2-3 student monitors/4hr shift

mouth) ~200+ participants total

July 2020 0 Aug.7 - 82020 &
Sep. 23 2020
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Lessons Learned: Flexibility & Creativity

Stay Flexible & Be Creative
In-person competition - “remote” & in-person > “fully virtual”
«  Explored CTF hosting platforms that minimized overhead/workload

«  CTFd vs. Cyber Skyline
«  Allin-person challenges virtualized and/or made remotely accessible

Dashboard HMls .
Dashboard Logic
s | ooavottosere0 |
Runway Lighting System Status Control Flow 1 Phy : ack +||=
. OMmmy
Automatic Mod ® Participant Notes (READ FIRST) SVG Editing Server (Out of Scope)
Edge . i : :
g | . ——
Threshold ® complete = e
UT“ ) First Pass *
Approach @ R~ cwh
e = —_—r OPC Server (Modbus T
[ s [ Modbus Read il 4
Enable All () <]
fink in — Edge /SR FC6[2,3,27,21,13,25,5,6,16]
El
link out \ /\

FC6[11,87] Modbus Flex Write {}

Password comment 7T Appinach
Airplane Status Aircraft approaching - enabling runway lights ceeeeeeeieeees \. \/ / /<
e Threshold FC 6 [26] /

Cyber-Physical Flag -

function /-‘EnableAll — change: 2 rules | —— Ammsum
@ a

switch 7 ~
- # " =,
Automatic Mode  — Landing Simulator et delay 20s - change msg.payload
change / @ C @ / ) ~ 4)
e >“ Password Unlock  ~ // Maintenance Mode —_ Hide/Show ) \
o
template
e
delay 9

A-ISAC ==m=irs @
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Lessons Learned: CTF Challenges

e Test, test, test....

« Attention to detail was necessary
* Question wording, minor configuration change in docker threw some contestants off
« Unexpected issues came up (some due to contestants) even after multiple practice runs

» Improve flow of questions, stage locks, and scoring

Version 1.0 of the CTF had linear progression with stage locks (Stage 1 to Stage 2 to ...)

Some participants lost focus after getting stuck, never to continue onto further challenges
Navigating between stages not intuitive, missed questions due to new Ul & nested challenges
Stage 7 received very little attention due to its position despite its attractive challenges.
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Lessons Learned: Partnerships

Formed Strong Partnerships that helped us greatly & react quickly

1. Used a well-established CTF platform provider (Cyber Skyline)

We previously knew about the platform from NCL
« Added advantage of students already familiar w/ platform from NCL

No need to build, host and manage in-house large-scale CTF infrastructure
«  Received support on technical aspects & their experiences of hosting CTFs
« question format, wording, layout, environment, etc...
« alot of headaches avoided upfront based on their lessons learned

2. Advanced Level Qs by Industry Experts — Runway Lighting Challenges

« Simulated runway light challenges by IntelliGenesis (formerly CybatiWorks)
Challenge Part 1: Node-Red in docker hosted on Cyber Skyline
Challenge Part 2: Remotely access physical RPi controlling lights & bring the system back up
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Lessons Learned: Partnerships

3. Partnerships in Hosting & Promoting the CTF

« University & A-ISAC

» Departmental/college support
* Promotions on official social media & newsletters
« Aerospace Village
« Added the event on DEF CON schedule & CTF list
« Promoted registration links on their website, twitter & LinkedIn
« additional communication channel on Discord during competition day

e Students

« A large majority of challenges developed by students
«  Word of mouth, provided feedback and beta tested challenges
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Conclusions

The first ever aviation-themed virtual Capture-the-Flag (CTF) competition
» Created by ERAU w/ Aviation ISAC sponsorship

8 stages, 42 sections, 174 questions total
» A wide range of topics covered

 Digital Forensics, knowledge of aviation protocol (i.e. ARINC 429), password
cracking, Linux admin, OSINT, aviation trivia, etc.

« Hosted on a managed CTF platform (Cyber Skyline)
« 230 participants at DEF CON 28 Safe Mode
» 84 students, 28 teams at A-ISAC Collegiate CTF

Developed by a dozen undergraduate students + 2 faculty & Cybatiworks (IntelliGenesis)
Offered for free globally at multiple venues!
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Thank you!
Questions/Comments?



