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ERAU’s Aviation Cyber CTF Facts

• ERAU is the NSF SFS institution for 
aviation and aerospace cyber security

• Aviation Information Sharing and 
Analysis Center (ISAC) sponsorship

• The first-ever virtual aviation cyber 
competition!

• Offered at AIAA, DEF CON, WiCyS, and 
other venues in 2020-2022

• Offered for free globally!
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ERAU’s Aviation Cyber CTF Objectives

• A competition that: 

• Builds educational awareness about aviation cybersecurity

• Motivates talent in aviation cybersecurity

• Shows cybersecurity assisting in aviation security incident response

• Promotes the role of Aviation ISAC as an enabler in this subject area
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ERAU’s Aviation Cyber CTF Overview

• Cyberattacks at a Tier-1 airport have caused business disruptions and a hijack! 

• Can you be a cyber defender and restore normal operations at this airport?
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CTF Competition Challenges

• Participants are given authority for 24 hours and challenged to exercise their cybersecurity skills for: 
investigating hacking incidents at airport kiosks, airline networks/server, and airport 
database/displays; gather intelligence and identify attackers and insiders; regain control of a 
compromised runway light system and avionics of the hijacked aircraft. 

• Participants also given opportunity to learn about aviation! 5
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Cyber Skyline: Participant View



7
Competition Day Stats



From Concept to Offering: 2020 Timeline 

ERAU & A-ISAC partners to 
create the first-ever Aviation-
themed CTF

Original Plan: September 
2020 @Montreal, fully in-
person

January 2020

February – March 
2020

Decision to go fully virtual

8 Stages developed by students 
& CybatiWorks (IntelliGenesis)

Cyber Skyline to host CTF & 
build challenges on

April - July 2020

Advertising Campaigns 
(University PR & A-ISAC 
emailer, DEF CON schedule, 
Aerospace Village website & 
social media, student word-of-
mouth)

July 2020

Practice runs with select 
students (non-dev. 
Members), A-ISAC 
representatives and industry 
professionals

End of July – Early 
August 2020

Virtual Competition Days

@DC28 Aerospace Village &

@A-ISAC Summit

2-3 student monitors/4hr shift

~200+ participants total

Aug. 7 – 8 2020 & 
Sep. 23 2020

Pandemic hits: A lot of 
uncertainties about everything, 
everywhere
Talk of part in-person, remote, 
“return to normal”, “full virtual”?
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Lessons Learned: Flexibility & Creativity

Stay Flexible & Be Creative
In-person competition → “remote” & in-person → “fully virtual”

• Explored CTF hosting platforms that minimized overhead/workload
• CTFd vs. Cyber Skyline

• All in-person challenges virtualized and/or made remotely accessible
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Lessons Learned: CTF Challenges

• Test, test, test….
• Attention to detail was necessary

• Question wording, minor configuration change in docker threw some contestants off
• Unexpected issues came up (some due to contestants) even after multiple practice runs

• Improve flow of questions, stage locks, and scoring
• Version 1.0 of the CTF had linear progression with stage locks (Stage 1 to Stage 2 to …)
• Some participants lost focus after getting stuck, never to continue onto further challenges
• Navigating between stages not intuitive, missed questions due to new UI & nested challenges
• Stage 7 received very little attention due to its position despite its attractive challenges.
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Formed Strong Partnerships that helped us greatly & react quickly

1. Used a well-established CTF platform provider (Cyber Skyline)
We previously knew about the platform from NCL

• Added advantage of students already familiar w/ platform from NCL

No need to build, host and manage in-house large-scale CTF infrastructure
• Received support on technical aspects & their experiences of hosting CTFs
• question format, wording, layout, environment, etc…

• a lot of headaches avoided upfront based on their lessons learned

2.   Advanced Level Qs by Industry Experts – Runway Lighting Challenges
• Simulated runway light challenges by IntelliGenesis (formerly CybatiWorks)

• Challenge Part 1: Node-Red in docker hosted on Cyber Skyline
• Challenge Part 2: Remotely access physical RPi controlling lights & bring the system back up

Lessons Learned: Partnerships
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3. Partnerships in Hosting & Promoting the CTF
• University & A-ISAC

• Departmental/college support
• Promotions on official social media & newsletters

• Aerospace Village
• Added the event on DEF CON schedule & CTF list
• Promoted registration links on their website, twitter & LinkedIn 
• additional communication channel on Discord during competition day 

• Students
• A large majority of challenges developed by students
• Word of mouth, provided feedback and beta tested challenges

Lessons Learned: Partnerships
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Conclusions

• The first ever aviation-themed virtual Capture-the-Flag (CTF) competition

• Created by ERAU w/ Aviation ISAC sponsorship

• 8 stages, 42 sections, 174 questions total

• A wide range of topics covered

• Digital Forensics, knowledge of aviation protocol (i.e. ARINC 429), password 
cracking, Linux admin, OSINT, aviation trivia, etc.

• Hosted on a managed CTF platform (Cyber Skyline)

• 230 participants at DEF CON 28 Safe Mode

• 84 students, 28 teams at A-ISAC Collegiate CTF

• Developed by a dozen undergraduate students + 2 faculty & Cybatiworks (IntelliGenesis)

• Offered for free globally at multiple venues!
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Thank you!
Questions/Comments?
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