Influencing Underserved Communities

While Building Our Cybersecurity Workforce

Abstract

As cyber-attacks on individuals, companies, and countries increase, so does the need for cyber defenders. It 1s apparent that the safety and future of our country

will depend on our youth. This study analyzes the educational technology and cybersecurity resources available to middle and high school students in less popu-

lated areas compared to those 1n densely populated locations and a solution to that problem. Whether looking at cyber-based classes, competitions, training, or ca-
reer exploration, students in rural areas have fewer resources available to them. Due to this, they are less prepared and competitive for entry into the field. The

Cyber Community Club (Cx3) was designed to address the 1ssue of youth in underserved communities lacking cybersecurity and technology resources. Since the
program's launch in November 2021, Cx3 has affected over 600 individuals, 25+ communities, and 12+ schools.

Background

While the cybersecurity field consists of diverse backgrounds, there ex-
1sts great imbalance 1n access to cybersecurity resources across the coun-
try. This has been shown through multiple avenues including CyberPatri-
ot - the National Youth Cyber Education program. Recently, they had
over 32,000 middle and high school participants. It 1s notable that the
majority of teams compet- 92@ G ‘'
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ing within the competition ¢
come from states that are
more densely populated
and have increased re-
sources of cybersecurity
education and training.

Results and Discussion

Since the launch in November 2021, the Cyber Community Club has hosted
monthly, hands-on virtual activities for students, 6 school/event outreach ac-
tivities, provided mentoring, and more. In the few months, Cx3 affected over
600 students, 25+ communities, and 12+ schools. A majority of these stu-
dents reside in rural areas of the US including South Dakota, lowa, Minne-
sota, Oklahoma, and others. Although just beginning, Cx3 plans on continu-
ally growing month to month.
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Have kids Interested in Cyber?

Methodology

Our approach is to create a long-term solution that provides cyber security
and technology opportunities to youth. The Cyber Community Club (Cx3) is a
community of like-minded individuals striving to educate youth in middle and
high school in the STEM fields
of technology and cybersecurity.
It 1s a year-round, virtual com-
munity where students have can
obtain training, participate in ac-
tivities, grow their skills, find
camps, apply for scholarships,
obtain a mentor, and more.

Literature Review

Historically, less populated areas have been underrepresented in the fields of
technology and cybersecurity. A national survey conducted by the academic
initiative of the Cyber Innovation Center shows that both students and edu-
cators have limited knowledge of cybersecurity. These findings are support-
ed by the following reports.
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Conclusions

With technology increasing, the need for cybersecurity 1s rapidly rising. A
report'®! from (ISC)? indicates the shortage of cybersecurity professionals is
2.72 million. More than ever, it 1s important for youth to be able to learn
about cybersecurity and grow their skills. With Cx3 and other partners, the
gap between resources available to rural and populated students will close.
Cx3 continues to spread the word about the opportunity and host outreach

events that directly affect students. With everyone’s help, we can help en-
sure the safety of our country.
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outreach, and worked together to meet that need,
creating the Cyber Community Club (Cx3).
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