Developing and Hosting Your Own Cybersecurity Competition
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Resources Creating a Lab Environment

p Use virtualization for flexibility. Opftions include

Certifications

Build your vulnerable operating system—
preference on using Windows 10 or 11

e ComplTlA Security +
e ComplTlA PenTest +
e Certified Ethical Hacker (CEH)

» Check vulnerability databases for ideas:
hitps://nvd.nist.gov/

Use quality penetration testing tools such as Kali
Linux

-
Ensure the lab environment is isolated from other

Content Providers ~etworks

Make sure and test thoroughly! Students will be

e Cisco Networking Academy : '
frying many methods that could break things.

e CompllA Academy
Network Development Group (NDG)

* Many others! Consider developing your
own labs and content for students.

Penetration Testing Tools to Get Started
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Vulnerabilities 1

Vulnerability scanner
Free education version
for students

Nessus
A %

https://www.tenable.com/ten
able-for-education/nessus-
essentials
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:~$ sudo nmap -Pn 192.168.32.1-254

e N\ Starting Nmap 7.80 ( https://nmap.org ) at 2020-08-26 09:38 CDT
Used fOI’ ﬂeTWOI’k Nmap scan report for 192.168.32.10
PJ Cj- T |< Host 1s up (0.00047s latency).
mop ISCOVGW QASKS Not shown: 996 filtered ports
N PORT STATE SERVICE
\ J such as |OCOTIng 53/tcp open domain

ive clients and
open ports

https://nmap.org/

135/tcp open msrpc
139/tcp open netbios-ssn
'&hﬁftcp open microsoft-ds

MAC Address: 00:50:56:AF:29:D4 (VMware)

| msf5 exploit(
Used to exploit

system
vulnerabillities

Metasploif
e %

) > exploit

Started reverse TCP handler on 192.168.32.40:8080
Sending encoded stage (267 bytes) to 192.168.32.41

Command shell session 2 opened (192.168.32.40:8080 -

https://www.metasploit.com/
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