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Non-profit organizations provide a variety of services to the public. In doing so, these non-profit The goal of this project is to develop an IT Security Policy and Compliance plan for a non-profit. The scope of the policy will focus heavily on system and resource access following the Itis expected that the results of the recommended changes will provide a significant drop in high-risk activities,
while in-itself providing management with a lot of insight in regard to how the organizational resources are being

used. As a non-profit reliant on government funding and grants, this visibility should significantly reduce risks
while providing significant information and abilities to recover critical data in the event of catastrophic loss.

organizations often obtain and share sensitive and Personal Identifiable Information (PIl) (Bruce, 2020 principle of least privilege, implementation of controls related to passwords and network resource usage, and the centralization of important secrets/details within the organization. The
) ’

0. 4). Often operating with limited budgets and relying on grants and federal funding, these implementation of the compliance strategy for securing these assets will follow the NIST guidelines below:

ID.GV-1 ID.RA-3 |D.DV-4

organizations often encounter difficulty implementing adequate safeguards to prevent data breaches, N PR DS-1 PR.MA-2 Function Category Subcategory
and further lack the resources and knowledge to react appropriately in the event of such a PR.PT-3 DE.CM-1 DE.DP-1 ID.GV-1: Organizational cybersecurity policy is
breach(Founders Technology Group, LLC, 2020). The impact of such a breach, if identified, could have Governance 2SEI 6 Eme CoMmmUTEEEE
significant consequences of the organization’s ability to provide its services, by both hindering ©nce thelT Security and Compliance strategy LA COVETEnEs S 53 MEneEamem:
: : : : Has been implemented, the organization should processes address cybersecurity risks Internal/
operations, and having State law consequences which can force a shut-downs of operations due to the Graduate up the NIST tier to ‘Risk Informed” DRAS: Threate. both nternal and external |
. i i i i i ; : .RA-3: Threats, both internal and external, i i
size of monetary penalties (de Groot, 2021). As such, the goal of this project is to assess the business B SRS re identified and documented . . E)I(terna Action  Cost Per  Quantity/
processes and tools of a small South Florida non-profit organization, identify gaps and risks in how they Auxilio Auxilio 5. Drivi : Equipment/ IS Policy Item abor D Item/HR Hrs Total
. . . . . ) ) i ; Current State Target State Awareness & Training PR.AT-2: Privileged users understand their
work with client information, and to provide the non-profit with an Information Security and roles and responsibilities implementation of Password
compliance strategies. This information security policies will outline the steps needed to protect user Data Security PR.DS-1: Data-at-rest is protected Protection policy External ACT-1 $125 3 $375
data in storage and in transit, and the compliance strategy will outline ways in which the non-profit PR-MA‘Z;.Re”I‘Ote Ta_'”te”ancegfl 4 and Cyber Awareness Training on All
o L : organizational assets is approved, logged, and | |mplemented Policies and
organ!zatlon can maintain and test for adherence to state and federal regulations related to the | performed in a manner that prevents Compliance External ACT-1 $125 20 $2.500
handling of PII. Maintenance unauthorized access Implementation of Remote Access
- !DR.PT—3: The principle.: of _Ieast functionality is | |pgicy External ACT-2 $125 3 $375
Tier 2 Protective Technology mcor_zoratTd by corffllgurmgb.slys_tems to Implementation of AD groups
Risk Informed Rioyicelonyiessentidhcapabllive ensuring Policy of Least Privilege
Security Continuous Monitoring DE.CM-1: The network is monitored to detect | |(PoLP) External ACT-2 S175 15 S2,625
The problem which this project will focus on is privileged account compromise. Privilege account 2T S ETHEEUTIE] EHETS
) i . . Ete Ct DE.DP-1: Roles and responsibilities for
compromise occurs when one or more accounts holding elevated access to critical systems and data is ) @ detection are well defined to ensure
. . . N L — - - Implementation of Disaster Recovery
compromised (Gegick, Barnum, 2013). There are several ways the account can be compromised; it can Detection Processes accountabilit
P (Geg g " ) . y . P Y ! Policy and Incident Response Plan External ACT-3 $125 5 $625
occur through the unintended installation of malware, fraudulent emails, fraudulent login sites, key-
logging, phishing, and brute force (Linden, 2019). Once the user with elevated access has their account Implementation of Software
compromised, the account can be used to perform cyberattacks directly, or to create and elevate access Installation Policy External ACTES 5125 3 5375
. . Implementation of Internet Usage
to additional accounts and processes for even broader access to internal systems. Cyberattacks related policy External ACT-4 $125 3 $375
to privileged accounts and elevated access are quite common. In fact, it has been reported that nearly Impelmentation of Firewall device with i o o s st ton Bl I - T — e ternal ACTS $800 . $800
all damaging cyberattacks involved privileged account compromise ( Linden, 2019, p. 1). As reported at secure VPN technology to provide secure
the start of the COVID 19 pandemic, the number of severe ransomware attacks increased, with several |ACT-1 |connections for remote adminitrative users|nform and educate managerial and technical staff on the new requirement for remote connections Managerial MG-2
government and hospital entities falling victim to these attacks (Waldman, 2021). The key detail, S Ererar BroT An o ran et Implementation of Remote Access Policy for internal users and 3rd party vendors for system Updated WiFi solution Administration|  External ACT-5 $125 8 $1,000
I | ICI i g
: T : : S A maintenance. Managerial MG-3
hovyever, identified as th.e root cause fo.r most of these attack-s is that .a .h-lghly prlwleged individual had Sl freness s s acldiess ke il 37 Logbook for Server Room Access External ACT-6 $20 1 $20
their account compromised and provided the attackers with the initial point of entry. Once the party vendor access and employee remote [Training on Remote Access and Password Policies Managerial MG-4 Security Cameras External ACT-6 $100 4 $400
attackers gain access via the privileged account, they proceed to elevate access to additional users and access _ o _ , , _
5 ) i p 5 i ' yPp ) ) ACT-2 Implement AD Access groups with restrictions, ensuring Policy of Least Privelage (PoLP) Managerial MG-5
resources, resulting in what is described as an irreversible network takeover attack (Linden, 2019). In e Security Company (Annual cost) External ACT-6 $1,200 1 $1,200
fact, of the top 10 ransomware attacks of 2021, the 3™ largest attack was to CNA Financial, which is one e vl semlass i crene Hiet i o | IRTELTE Enel SRl 6if ISR HEEeyEn) [H R Managerial MG-6 siometric lock for server room (Nest
of the largest insurance carriers in the U.S. It cost the company two months of downtime and $40 rest is protected and can be restored in the el [Drevides [EnEEEmE of
million dollars to recover, as CNA paid the ransom requested as a last resort (Waldman, 2021). ACT -3 event of a cyber event Coordination of data categorization activities to identify critical data that needs to be restored Managerial MG-7 multiple users and logging online) Internal ACT-6 $279 1 $279
Implementation of policies to prevent
unauF’zhorized applicatFi)on installal?cions and Implementation and training on Software Installation Policy Managerial MG-8 Grand Total : $10,949
modifications, and security assessments of
ACT -4 all new software acquisitions Implementation and training on Internet Usage Policy Managerial MG-9
This project proposal will focus on a small non-profit organization named Auxilio. This organization . - . . . . In conclusion, this project proposal thorough identifies Auxilio’s immediate high priority risks related
: : : : : i : I EmEntEien amel iraimliE em Wit iess Cemmunestion Holis; YRR MG-10 to user access and data transmission. Through the action plan defined via thorough analysis using the
obtains federal funds and grants to provide services to migrant workers and their families. The services Setup of WiEi solution andlimplementation of network seementation to ensure data separation along (Lransmission. TATOUsh tr plan dett . 8 y &
include childcare, rent assistance, education and language services, immigration services, social work he followi k devi NIST framework and risk identification/mitigation strategies, it is possible to elevate the security
o o N and lansuag ’ 5 ’ 2 ’ Purchase and installation of updated WiFi [the Tollowing r]:etr\]lyor evice types: posture of Auxilio from Tier 1, which is Partial, to Tier 2, which is Risk informed. In doing so, the
food and clothing. The organization runs with limited internal resources; between three locations there solution - |nter|net of Things (loT) organization would be better equipped to respond to identify and respond to potential threats. Finally,
are a total of 15 employees providing services, with occasional assistance from student volunteers. 'Zmpfc’yees the final policy and compliance strategy will enable the organizations leaders to be more proactive in
. . - Guests . i . . . . . . .
Of the 15 employees, there are no dedicated Information Technology (IT) or Infosec resources. Instead, e Py S 6.1 identifying key risks and securing their data to the benefit of the community which they serve.
the organization relies on a single, private company with one IT resource. This technical resource Implementation of Physical Controls
ministers server maintenan rver r I ion an hardware an ftwar A i i ict di iti ili i _
ad | sters serve . alntena .Ce' server access, sto a.ge d OFat on and access, E? d. are and S(? t .a € |ACT-6 |(Cameras, logbook, doorlocks) Implementation of physical controls to restrict direct access to sensitive systems and facility. Managerial MG-11 Briice) A (2020}, Cybersecurity for ionprofits'a guide: NTEN: httpsy//wwinintenore p:
maintenance, security escalations requests. As there is very little IT knowledge within the organization, content/uploads/2020/02/Cybersecurity-for-Nonprofits_-February-2020.pdf
i i i ia] i ’ : : o p P . (2021, A 12). Wh k Florida's i ' ' 2014 (FIPA).
this external resource has been provided with the proverbial ‘keys to the kingdom’ and has JEETRN YN SN aY N S (1T Cyber Risk Statement Likelihood of  Impact to the Proposed Mitigation Plan de G';)i(;’;z:léuoar d'ian”gh‘ﬁ:)s_ /)/ digitgfgﬁ‘;‘; d’::‘;ii‘:ﬂ /'Z)‘l’c‘;‘;;'xﬁgiyg:’i‘;: énizg\r/)va:t?gulirﬁsifcjfsnl:gr?r]:at?on( /
adm!n/system level iaccess to all technology. resourFes in the organization. Support services a.re often Occurance Organization B T
provided remotely via remote desktop sessions, without the usage of a secure VPN connection. The Implement password policies regarding shared Founders Technology Group, LLC. (2020, October 1). Why do cybercriminals target nonprofits? Founders
liaison to this external resource is the executive assistant/program manager/business advisor. Along Ransomware, |Data and Financial Loss, organizational reputation oh oh accounts, password length, complexity, and password Technology Group, LLC. https://www.founderstech.com/2020/10/why-do-cybercriminals-target-nonprofits/
. . P d Attacks, |via ransomware and hacking due to account expiration to prevent unauthorized access. i : : : Vi ic]. ://us-
with the external IT resource, she also has access to most of the passwords (not all). Individual user 1 S . 2 all all > b o Gegick, M., & Barnum, 5. (2013). Least privilege [Knowledge Topic]. https://us
. . . . , ishing compromise of system admin/user Implementation of NIST Password Protection Policy and cert.cisa.gov/bsi/articles/knowledge/principles/least-privilege
security access IS managed ad-hoc, as the organization has no pO|ICIES or recommendations to annual Cyber Awareness training ACT-1 Harkins, M. W. (2016). Introduction. In Managing risk and information security (pp. 1-16). Apress.
employees related to passwords. There are no minimum passwords enforced, and no cycle in place Single point of failure due to external party https://doi.org/10.1007
. : e T ishi i ible for all ITS t with no k : : iate i i i . . i i ivi ise.
requiring routine updates to system passwords. System access is limited to the individual systems that ) Phishing, Insider respon5| e qr a“ upport with no known ngh ngh Immfedlate |mple_mentat|or1 of liability clause as well as Linden, | (20-19,January. 12). Nearly all damaglr\g cyber attacks involve p.r|V|Ieg_ed acco_ur]t compromise |
o . Threat insurance or liability contract can lead to data requirement for insurance in the event of a breach. CyberCrime Magazine. https://cybersecurityventures.com/reduce-risks-with-a-privileged-access-security-
the employees use and allocated network resources. Some employees (specifically accounting and loss/organizational reputation Implementation and Training on Remote Access Policy ACT-2 hygiene-check/
program manager) have remote access via Windows remote desktop (and RDT services for Windows e By, Lot of baduys ts doss o nemek Moving of all backs to a separate room/location to Miller, M. (2021, February 19). What is least privilege & why do you need it? BeyondTrust.
server). Types of sensitive information that employees work with on a daily basis include social security 3 Insider Threat, |equipment could lead to complete data/financial Medium High srstaree wrabilliny I i ewerit o @ disssiey) aaeplie e i eyl noin bbb Lea sl g .
i i i ) i hef dali loss in th ‘ | di insider th failure. Implementation of Disaster recovery policy and National Institute of Standards and Technology. (n.d.). Cybersecurity Framework - NIST Framework version 1.1
numbers, work permit numbers, names, addresses, and income information. It has been explained that Theft, Vandalism loss in the event of a natural disaster/insider threat action plan ACT-3 (2018). https://www.nist.gov/cyberframework
Social Security information is not retained electronically; the individual information is uploaded into a e W E e No security assessment prior to acquisition of IT Red Canary. (2021). 2021 Threat detection report (2021) [Report]. https://resource.redcanary.com/rs/003-YRU-
_ . . . . . . ST . " ’ ’  linfrastructure and/or web applications could lead . . 314/images/2021-Threat-Detection-
ebgmmesslle applicion Wh'ch fiei prowc.jes 2 Unigue (D) fer i |no!|V|duaIs, W'th, adc.zhtlonal 4 SRSTS.OT“V‘?W' to the use of software/hardware that is vulnerable | MI€ATUM all:y Report.pdf?mkt_tok=MDAZLVISVS0zMTQAAAGAC2PD MsVixko5spvCil4LkyRbCByODhI43nriuZowCI5EVIOER
documents stored on network drives and email. In regard to current strategies for managing risk and Njection, & 5 hacking/ransomware Implementation of Software Installation Policy ACT-4 Qe9PhHiPIhBk7IFrtUFigh70QiOCRpFeuafKHANNIUtHt6rCCrnlekA
compliance, the organization does have a disaster recovery plan, however this plan is limited to Current WiFi solution is open, allowing personal Implement Wireless Communication Standard policy Rosencrance, L. (n.d.). Principle of least privillege (POLP). TechTarget.
employee contact information and procedures in the event of an office closure. The initiation of the 5 Data Theft, Man-in-idevices which may be infected to join the network.| -y p o\ 40, 0 High with regards to adding personal devices to network, https://searchsecurity.techtarget.com/definition/principle-of-least-privilege-POLP | |
. . . . the-middle  |Additionally, malicious actors can join the network establish updated WiFi encryption (WPA-PSK or WPA-2) SANS Institute. (2014). Information security policy templates (SANS). https://www.sans.org/information-security-
emergency/incident response plan fall on the Director, as well as the business advisor/program manager el s bt the erEe e Tens SYs s biotocols andisesment nemworks ACT-5 policy/?page=7
and contacts throughout the satellite locations. In total, four individuals are authorized to initiate the Lack of physical security controls could lead to the Contract a security company to provide onsite security Waldman, A. (2021). 10 of the biggest ransomware attacks of 2021 -- so far. TechTarget.
S . L : : : : i i https://searchsecurity.techtarget.com/feature/The-biggest-ransomware-attacks-this-year
incident r n lan. Th ils within th i rr ver olan ar i r inel ver Theft, e . . services. Implement CCTV surveillance to deter threat
cident €5ponse pla e details t the disaste €cover plan are audited routine y every 6 Vandalism, theft Of sen5|t|Ye mf_orrnat_lon aer hardwar(? as§(?ts, ngh actors. Implement key card access control to secure Williams, B. L. (2016). Information security policy development for compliance (1st ed.). Taylor & Francis.
September. damaging confidentiality, integrity, and availability. locations where sensitive information is stored ACT-6
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