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Project Description

COVID-19 has caused a profound disruption to
the U.S. healthcare industry. It reveals the
challenges the sector is currently facing as well as
new hurdles to overcome. Many technologies
have been implemented to fight against COVID-
19.

One of these technologies is the Internet of
Healthcare Things (loHT), which has used latest
technologies in smart biosensors, wearable
devices, Internet of Things (loT), cloud
computing, machine learning (ML), and artificial
intelligence (Al) to revolutionize healthcare with
point-of-care (PoC) diagnostics and enabling the
next generation of patient-centric personalized
health care.

Objectives

1. Conduct a survey and review loHT architecture,
security, privacy, and applications during the COVID-
19 pandemic.

2. Simulate a secure IoHT framework and workflow
with smart biosensors, wearable devices,
disinfectant drones, medical/delivery drones,
proximity tracing, robots, using cloud computing,
machine learning, and artificial intelligence.

3. Collaborate with the Thompson Center and the
healthcare sectors to deliver workshops, seminars,
and panel discussions to further discuss and
evaluate privacy, security, opportunities, challenges
in the 1oHT, and propose some productive solutions
to overcome or confront the future healthcare
crisis.

4. Create training materials for Healthcare
Cybersecurity Workforce and initiate a
Cybersecurity Healthcare Certificate program by
creating “Wisconsin Digital Healthcare Pathway”
with UW System schools, Wisconsin Department of
Health Services, Wisconsin Partnership Program,
and IT & cybersecurity industry

Implementation

Dashboard Workflow

Input Results
and Receive

Receives Test Kit
Information

Patient Feels Sick
Goes to loSH
Website

Processes
Personal Results

Health Status Inferencing using ML

-

Raw Data

Evaluation

= /
-0 Pretrained Model
_—

HIPPA Compliance

s Patients have full control of all personal medical data B s cioue
HOSPITAL VPC

& Encrypted data at rest and in transit

“ VPN access and TLS encryption for web data transport p”E”F"E

Extensive logging through CloudTrail, CloudWatch, and Events

Continual auditing and safety checks

o

contents

k-

VPN UploadPortal

53 Endpoint

Talks to Chatbot
Syncs Oura Ring 4_ @

(Smart biosensor)

E <
53 Bucket

——

SageMaker

aaaaaa 1 Function ! !
—"

aaaaaaaaaa

Endpoint

Security Framework Design
Zero Trust model e Cloud Security @ Remote Access Security

contents

WEBAPP VPC

WebApp Oura Endpoint |

SNIVERSHIVORVISCONSIN UNIVERSITY OF WISCONSIN-STOUT -« WISCONSIN’'S POLYTECHNIC UNIVERSITY

S TO U T Inspiring Innovation. Learn more at www.uwstout.edu

WISCONSIN'S POLYTECHNIC UNIVERSITY




