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System Design Workflows

Summary

Client Enrollment

© Interrogation

o

Get device information and
set up client profile

We present ReLF, a remote live forensics system for Android smartphones and tablets.
ReLF enables forensic investigators to triage operating Android devices effectively and
acquire a wide range of forensic artifacts at scale. Compared to existing Android forensic
tools that are publicly available, ReLF provides a much more comprehensive set of
collectible artifacts and better OS compatibility.
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ReLF native service to extract
artifacts from device.

sends them to ReLF server via
secure channel.
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Project Description

(ReLF Component) (External Component)

Data/Query

To fill in the blank of effective tools for large-scale Android forensics and incident response,

we
O Design and develop ReLF, a scalable remote live forensics system for Android Results
smartphones and tablets;
O Conduct extensive experiments to evaluate ReLF; Category Artifact Category Artifact Category Artifact S Android Connectivity Multi-device Open Free to Artifact
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Thl. Artifact extraction capabilities of ReLF * Please refer to the full paper for artifact support details
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Fig. Energy consumption of ReLF client under different types of workload when device is
charging (left sub-figures) and on battery (right sub-figures)

Fig. Client completion progress and server utilization when interval is t1=600s (left sub-figures)
and t2<=10s (right sub-figures)




