01 Introduction

Continuous integration, development, and deployment
have given rise to an interesting habit in which many
organizations now stand up and tear down infrastructure at
an alarming rate. A system can erupt into existence and
then vanish just as quickly. Scanning of network
infrastructure is invaluable and the tool Shodan can
function as an excellent supporting technology.

02 The Problem

Computer systems across the internet are being deployed
without an acceptable end of life management scheme.
They are not receiving updates and they are not being
monitored by their owners. This has led to a host of
problems, including numerous systems being left exposed
to very dangerous exploits and not being updated as
necessary. The lack of attention to detail means we are
continuing to see issues related to Log4J, Outlook, and
other major exploits available over the internet even today.

03 Project Scope, Goals,
and Objectives

The goal of this project is to assist in the safety and
security of the United States by hunting for systems that
are currently functioning as a beacon online and that have
not received updates when they should have been.
Students will not be performing active scanning but will
instead use Shodan to gather their data and sift for
vulnerable systems. Any system that is made publicly
available by Shodan will be considered within the scope of
this project.

04 Solution and Action Plan

Students have deployed a Shodan student account to scan
systems on the internet and look for flaws. Many of our
students are using the Shodan command line interface to
search for systems that have not been updated or are
currently vulnerable to a plethora of systems. After
conducting their search, they provide that information to
their instructor, and then the instructor will triage the data
and make a decision on who to send the information to.

05 Risk Management Analysis

All data gathered by the students is open source and
publicly available. No connection to any system will be
made and no verification of the data will be made beyond
what is provided by Shodan. Students will not be
communicating with any parties involved and all data will be
managed through a strict chain of command. There is very
little risk to the educational institution or the students and
any data gathered can be provided as a link from the
Shodan web application.
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06 Anticipated Project Results

We anticipated that this project would spark interest in the
security of systems across the nation. Students were
expected to find vulnerable systems and report them so
that they could be pushed up the chain of command. This
project was expected to gain interest from numerous
sectors within the State of Arizona and it has done so.

07 Proposed Costs

Free. Shodan will graciously provide a student account to
any student with an EDU email. Students work on this
project during their production studio and no costs are
incurred by the organization or any benefactors of the
project.

08 Conclusion

Faculty have received phone calls from law enforcement
and cyber parties across the nation in reference to data
provided. Students have discovered open camera systems,
vulnerable critical infrastructure, and systems related to
the nuclear power industry. This information was properly
curated and pushed to the appropriate authorities. This
project has been on-going for more than a year and has
cost nothing. We have seen a tremendous interest in this
project from local authorities and have fielded phone calls
and online meetings with parties interested in our results.
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