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Motivation and Focus




Problem Definition




Problem Definition (Knowledge Units)

Course-to-Knowledge Units (KU) covered

Number of Knowledge Units
covered (defined by the CAE
Framework) by each course at
UNT.
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Only some courses are shown.

e.g. 4550 covers Cyber Defense,

Cyber Threats, Security Design,
and |5 other KUs




Number of Topics Per KU

Problem Definition Algorithms

Basic Data Analysis (2016)

Basic Networking / Concepts
Basic Scripting or Introductory Programming

Cyber Defense (2016)

. . Cyber Threats

(Knowledge Units to Topics) Doen e
Each Unit has a number of Topics § Patabaze Mansgement Systems
aSSOCiated With it. % Fundamental Security Design Principles
w IA Fundamentals (2016)

2 Intro to Cryptography

e.g. Network Defense has 4 S | Systems Tomponen®
ow Level Programming

topics: Network monitoring Network Defense
. Networking Technology and Protocols

tools, Network operations, etc Operating Systems Concepts

Policy, Legal, Ethics, and Compliance
Probability and Statistics (2016)
Programming (2016)

System Administration (2016)

10
# OF TOPICS




Problem Definition (Rigor Score)




Peer Review

Work flow of the
Rigor score being
peer-reviewed

Course Admin
(e.g. Teacher)

Admin creates course with assignments

ontract sends info to Course Admin, noti

Course Admin opens course for students 1o gurg

Contract stores course and

Contract stores rigor for

assignments and problems

o hat consensus on Rigor is done

Peer Re
contract
Peer Revi@w conlrach accepts

Pear SUDIMSSIONS on ASSI
Ahen PR Rigor for each assianvment
contract finished,
calculates and
retums score
consensus




Problem Definition (Rigor Score)




Problem Definition (Rigor Score)




Problem Definition (cont)

The rigor is the heart of the system that ensures the most
exact match between students and industry

VWithout an honest rigor, one is left = XTI ELCITEIaE

this just a complete waste?

with only grades to measure the
value of what is learned (current
system) e

\




Solution (1/3)

Applying micro-accreditation of topics and
students’ courses and associated tasks.

rigor scores to

This makes it easier for employers to explore students’

records, verifying their success in specific s

* Allowing employers to make better
* Reducing or eliminating the need of

<ills

niring decisions
3rd party HR staff

* Thus, reducing overhead and risk costs of new hires



Solution (2/3)

For students, this confers a solid way for students
to prove the quality of their skills and abilities

Credentials are store on a blockchain, so their
student records are assured, regardless of access
to the originating learning system / school

Makes transfer from one institution to another easier when
connecting what was learned to future class enrollment



Solution (3/3)



Conclusions

“If )’Ou're Onl)’ IOOking at ... the tOP Knowledgeable and Skilled Candidates for a Position

Top 10 Schools

ten universities in the U.S. then yes,

there are hardly any candidates.”

-Tod Beardsley
(Director of Research at Rapid7)

All Other Schools

This may prove useful in finding and filling
the many positions left unfilled due to a P
perceived skills-gap




Conclusions




Conclusions (Architecture)

Traditional web-based dApp architecture
with web3.js interface and HTML Ul
connected to Ethereum blockchain

HTML/JS web
interface

Different (but basic) interfaces for |

Professors, Students, and Employers for D"D"DD
testing purposes.
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Conclusions (Architecture)

HTML/JS web
interface
Web3JS API
Ethereum

LN

To measure success, simulated a
representative dataset from Amazon’s
LinkedIn hiring data
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Conclusions

Currently, rigor scores are simulated (1/2)

The I’igOI" score has been Amazon Hiring Practices Per Institution, Real vs. Simulated
manually figured for
matching students with

employers, simulated using

test data from Amazon’s I

LinkedIn hiring data for

three universities <Percontage of Amazon Hres ea)  « Prcenteg of Az Hres (smusiod
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Conclusions

Further investigation is needed (2/2)

Hirin g rates from UT Amazon Hiring Practices Per Institution, Real vs. Simulated
Austin and UC Berkeley,
was quite close together.

However, the algorithm

places a lot of weight on I

rigor, which will use our

new protocol. aPercantage o Amezon Heea raf)  @Parcantage of Amazon Hiea fimuted
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Conclusions / Future Work

Future work is to fully implement the micro-accreditation
system with peer-reviewed rigor to achieve the most
accurate testing and results.

Further investigation is needed to find the relationship
between the rigor of an institution and hiring rates. For
testing, future work includes testing with cleaner data sets
in order to fully replicate real-world hiring scenarios



Conclusions / Future Work

Finding the best way for a permissioned system so courses,
and student records are private with exceptions

Finding the best blockchain network that could handle the
load reasonably, both in cost and speed. Fine-tuning the
dApps’ algorithms to gain the best on Ethereum or other
network. New consensus model might be needed, instead of

Proof of Work.



Thank you



