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Leveraging the collaboration between HBCUs and
national research laboratories

e by “capitalizing on the synergies from current
HBCU collaborations”

e to investigate the use of Artificial Intelligence
(Al) to address cyber security challenges

® to increase research in Artificial Intelligence and
Cybersecurity with HBCU partners in
collaboration with national research laboratories
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The activities of this project will

A. 1ncrease institutional capacity at HBCUSs research in Al
and Cybersecurity and foster the collaboration among
HBCU-faculty as well as with national research
laboratory;

Al-CyS

Ap p roa Ch B. increase the number of students, especially

undergraduate students from under-represented groups in
conducting research; and

C. provide students with mentoring from their own HBCU,
partnered HBCUs, as well as mentors from the national
research laboratory.
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G Od ‘ 1: 1. Training from National Research
R esearc h Laboratories (NRL)

Ca Pa Clty 2. Technology/Knowledge Transfer from HBCU
to HBCU

Building

3. HBCU faculty and students visiting National
Research Labs
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Research
Projects -

Faculty
and
Student
Research
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Start-up Research Projects:

1. Reinforcement Learning Autonomous Cyber Security
Agents (UDC, NSU)

2. Exploration of Ways to Disambiguate Traceroute Data for

Improved Understanding of Computer Networks
(WSSU, Howard)

3. The Universal Adversarial Patch Attack
(HamptonU, FAMU, WSSU)

4. (Surveillance) Videos Authenticate in Near Real-time
(FAMU, UDC, Howard)

5. BUILD-SOS - Internet-of-Thing Security
(HamptonU, MVSU)
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Brookhaven National Laboratory

COl |a boratl on Collaboration to help increase HBCU Research Capacity by
EFxam P le providing

Hampton U e summer lecture series: adversarial attacks and forgeries,

Florida A&M U deep neural network, forgery data sets

Winston-Salem State U e initial start-up research project ideas

+ .
e research mentoring support

Brookhaven National Lab

e future proposal collaboration




Adversarial
Patch Attack

Hampton U
Florida A& M U
Winston-Salem State U
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Brookhaven National Lab

Classifier Output
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Figure from Brown et al, 2018:
A real-world attack using a
generated physical patch:
banana vs. toaster

Figure from Thys et al, 2019:

An adversarial patch that is successfully able
to hide persons from a person detector.
(Left): The person without a patch is
successfully detected.

(Right): The person holding the patch is
ignored.

(Below): Sample batches




Current and
Future Work

Hampton U

Florida A&M U

Winston-Salem State U
+

Brookhaven National Lab
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Current Sub-Projects this past year:

e Mitigating the Impact of Object Overlapping
on YOLOvV4 Object Detection

e Impact of Adversarial Patches on Object
Detection with YOLOvV7

e Revolutionizing YouTube Thumbnails:
Homogeneous Decentralization with the
Power of YOLOv4 Object Detection Model

Future Work - upcoming year
e Repeat process with a larger data

different types of images
e Compare YOLO versions: v2, v4, v7
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