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NSA Cyber Exercise 2021 Policy Module
Reading List

How to Compete in Cyberspace: Cyber Command’s New Approach
e Authors: GEN Paul M. Nakasone and Michael Sulmeyer
e Publication: Foreign Affairs
e Link: External Link

The Limits of Cyberoffense: Why America Struggles to Fight Back
e Authors: Eric Rosenbach, Juliette Kayyem, and Lara Mitra
e Publication: Foreign Affairs
e Link: External Link

National Cyber Incident Response Plan
e Author: Department of Homeland Security
e Publication: US Government Product
e Selections:
o Pages 4-5 (Executive Summary)
o Pages 12-21 (Threat Response, Asset Response, Intelligence Support)
e Link: External Link

Executive Order 14028: Improving the Nation’s Cybersecurity
e Author: White House
e Publication: US Government Product
e Link: External Link

A Risk Based Approach to National Cybersecurity
e Author: Bob Kolasky
e Publication: CISA Blog
e Link: External Link

National Security Memorandum 2 — What’s New in Biden’s NSC Structure?
e Author: John B. Bellinger
e Publication: Lawfare
e Link: External Link

Ransomware Is Headed Down a Dire Path
e Author: Lily Hay Newman
e Publication: Wired
e Link: External Link

What is Cyber Command’s Role in Combating Ransomware?
e Author: Erica D. Borghard, Lauren Zabierek
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https://www.foreignaffairs.com/articles/united-states/2020-08-25/cybersecurity
https://www.foreignaffairs.com/articles/united-states/2021-08-11/limits-cyberoffense
file:///C:/Users/rjmcdon/AppData/Local/Temp/Temp1_rjmcdon_ts_14864--samurai-wilsh02.sandyfarm.proj.nsa.ic.gov.zip/•%09https:/us-cert.cisa.gov/sites/default/files/ncirp/National_Cyber_Incident_Response_Plan.pdf
https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity/
https://www.cisa.gov/blog/2021/01/14/risk-based-approach-national-cybersecurity
file:///C:/Users/rjmcdon/AppData/Local/Temp/Temp1_rjmcdon_ts_14864--samurai-wilsh02.sandyfarm.proj.nsa.ic.gov.zip/•%09https:/www.lawfareblog.com/national-security-memorandum-2-whats-new-bidens-nsc-structure
https://www.wired.com/story/ransomware-2020-headed-down-dire-path/
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e Publication: Lawfare
e Link: External Link

Policy Roundtable: Cyber Conflict as an Intelligence Contest
e Author: Multiple
e Publication: Texas National Security Review
e Link: External Link

RECOMMENDED READING:

Taming the Lawless Void: Tracking the Evolution of International Law Rules for Cyberspace
e Author: Michael N. Schmitt
e Publication: Texas National Security Review
e Link: External Link

Intelligence in Cyber — and Cyber in Intelligence
e Author: Michael Warner
e Publication: Understanding Cyber Conflict: Fourteen Analogies
e Link: External Link

Cyberspace Solarium Report
e Author: Cyberspace Solarium Commission
e Publication: U.S. Government Publication
e Selections:
o Strategic Approach: Layered Cyber Deterrence, p.23-30
o Pillars & Key Recommendations, p.54-70 and p.96-122
e Link: External Link

Ten Years In: Implementing Strategic Approaches to Cyberspace
Author: Multiple
Publication: U.S. Naval War College
Selections:
o Chapter 6: Agile Collaborating in Defense of the Nation
o Chapter 8: Joint Operations in Cyberspace
Link: External Link
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https://www.lawfareblog.com/what-cyber-commands-role-combating-ransomware
https://tnsr.org/roundtable/policy-roundtable-cyber-conflict-as-an-intelligence-contest/
https://tnsr.org/2020/07/taming-the-lawless-void-tracking-the-evolution-of-international-law-rules-for-cyberspace/
https://carnegieendowment.org/2017/10/16/intelligence-in-cyber-and-cyber-in-intelligence-pub-73393
https://www.solarium.gov/
https://digital-commons.usnwc.edu/cgi/viewcontent.cgi?article=1044&context=usnwc-newport-papers

