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Overview

* Open Sources + Intelligence =7

* Open Source Intelligence in Cybersecurity?
* Finding Tools to Use

* Non Technical Tools/ Skills

* Technical Tools/ Skills

 Demonstration Tools

* Demonstration
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Open Source Intelligence in Cybersecurity
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PHASE 1: RECON

* Research the target

* Collect/Analyze information about online actives/public presence
* Social Media

Harvest Email Addresses

Government Records

Public News

Scan internet facing systems and applications

e Build Profile



RECON ACTORS

222 €

Criminals Hacktivists Criminal Competitors Foreign Disgruntled
hackers nations employees

Mass untargeted Targets individuals




Finding Tools to Use

* Tons of FREE Tools out there for you to use...

e Search GitHub...


https://osintframework.com/
https://inteltechniques.com/menu.html
https://www.i-intelligence.eu/osint-tools-and-resources-handbook-2018/
http://reconvillage.org/

Non Technical Tools/ Skills

* People Search Engines

to monitor for updates!

e Social Media e s s, B B oo

Admin_Password... ¥

* Browser Extensions
* Mapping/ Surveillance TV
* Reverse Phone Look Ups
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Technical Tools/ Skills

* Maltego

: Twenty Fifteen Theme <= 1.1 - DOM Cross-Site Scr
nce: https://wpvulndb.com/vulnerabilities/7965
nce: https://blog.sucuri.net/2015/05/jetpack-and-
‘ess-websites-affected-millions-of-wordpress-websites-
"Reference: http://packetstormsecurity.com/files/131862/
Reference: http://seclists.org/fulldisclosure/2015/May/4]

Reference: https://cve.mitre.org/cgi-bin/cvename.cgi?name
| Fixed in: 1.2

| Enumerating plugins from passive detection ...
o Wi res h a rk 1 No plugins found

] Enumerating usernames ...
-] Identlfled the following 1 user/s:

* Burp

= = e e Project options | M I
L 30 Laams | O 1 Sp Secanner Intruder 1 —
| Id | Login | Name | ’ .
$occchocccocndrocccccen +
o | admin | 404 Not | ) — 1
Default first WordPress Target: https://security.codepath.com
1) Default first wordPress username ‘admin' is still used - P y-codep Zlg
° Cree py +] Finished: Tue May 15 10:26:24 2018

.1 Reauests Done: 57

Params | Headers |

e Buscador

+ Linux

* Email/Username/Password Generators



Demonstration Tools



OWASP DirBuster 1.0-RC1 - Web Application Brute Forcing

File Options About Help

Target URL (eg http://fexample.com:80/)

Work Method Use GET requests only (») Auto Switch (HEAD and GET)

O r e Number Of Threads 1 10 Threads [ | Go Faster

Select scanning type: ») List based brute force Pure Brute Force

File with list of dir

°
e C h n I C a | e @, Browse | | @ List Info
[
(]
Select starting options: ») Standard start point URL Fuz
| r B u St e r |¥| Brute Force Dirs | Be Recursive Dir to start with

[¥| Brute Force Files Use Blank Extension File extension

| & exit

Please complete the test details




More
Technical:
WPScan

[!] Title: WordPress <= 4.2 - Unauthenticated Stored Cross-Site Scripting (XSS)
Reference: https://wpvulndb.com/vulnerabilities/7945
Reference: http:/klikki.fi/adv/wordpress2.html
Reference: http://packetstormsecurity.com/files/131644/
Reference: https://www.exploit-db.com/exploits/36844/
[i] Fixed in: 4.2.1

[!] Title: WordPress 4.1-4.2.1 - Unauthenticated Genericons Cross-Site Scripting (XSS)
Reference: https://wpvulndb.com/vulnerabilities/7979
Reference: https://codex.wordpress.org/Version 4.2.2

[i] Fixed in: 4.2.2

[!] Title: WordPress <= 4.2.2 - Authenticated Stored Cross-Site Scripting (XSS)
Reference: https://wpvulndb.com/vulnerabilities/8111
Reference: https://wordpress.org/news/2015/07/wordpress-4-2-3/
Reference: https://twitter.com/klikkioy/status/624264122570526720
Reference: https://klikki.fi/adv/wordpress3.html
Reference: https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-5622
Reference: https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-5623
[i] Fixed in: 4.2.3
[!] Title: WordPress <
Reference: https://wp
Reference:

https:/github.com/Wor| Enumerating UsSernames ...

5RﬂﬁmwmmWMv Identified the following 2 user/s:
[i] Fixed in: 4.2.4 = = o e == e +
[!] Title: WordPress < | Id I LDgin I Name |
i e e +
| 1 | admin | admin |
| 2 | k 77joy | Kill Joy |
e e +

1] Default first WordPress username 'admir
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d(a,b){var
k.width,k.height),1.£illText (c.apply(this,a),0,0);var
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Questions/Comments?

Email me at anastacia.webster@csusb.edu.



