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Open Source Intelligence in Cybersecurity



PHASE 1: RECON

• Research the target
• Collect/Analyze information about online actives/public presence
• Social Media
• Harvest Email Addresses
• Government Records
• Public News
• Scan internet facing systems and applications

• Build Profile



RECON ACTORS



Finding Tools to Use

• Tons of FREE Tools out there for you to use…
• https://osintframework.com/
• https://inteltechniques.com/menu.html
• https://www.i-intelligence.eu/osint-tools-and-resources-handbook-2018/
• http://reconvillage.org
• Search GitHub…

https://osintframework.com/
https://inteltechniques.com/menu.html
https://www.i-intelligence.eu/osint-tools-and-resources-handbook-2018/
http://reconvillage.org/


Non Technical Tools/ Skills

• Google Booleans
• View Source/ Inspect
• People Search Engines
• Social Media
• Browser Extensions
• Mapping/ Surveillance TV
• Reverse Phone Look Ups
• CMS Look Ups



Technical Tools/ Skills

• Maltego
• Burp
• WPScan
• Wireshark
• Dirbuster
• Creepy
• Buscador
• Email/Username/Password Generators 



Demonstration Tools



More 
Technical: 
DirBuster



More 
Technical: 
WPScan



Non Technical: 
CMS/View 
Source/Inspect 



Questions/Comments?
Email me at anastacia.webster@csusb.edu.


