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Personal Cryptography
Crowd Value Participation
Time Sequence

1. To build trust from weak or no trust so to lower the cost of conducting
business

2. To have records transparent, provenance, secure and immutable so
fake tranx and false ledger impossible

Immutable . . -
To turn the world into value investors — good citizens to keep the value

Provenance

Transparenc To transform/renovate business process for established business

P . Y * Clearing House, Audit, Risk Management
Decentralization * Financial services
Finalil’y * supply chain finance (centralized, loan distribution, supply and demand,
. contract )
Privacy . .
S it 5. To create new business opportunities
ecurity * Culture Heritage to be Greenish

* Digital IDs and certifications
* Supply Chain Trusted Environment
* Healthcare IT (GDPR; Data Exchange)
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Personal Artifacts

Extended Personal Portfolio
Evidentiary documents (qualitative, quantitative, chronically )

Academic education
Experiences

Medical Records

Personal Unique Identifications

Biometrics

Other multi-factors
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PASS: Personal Archive Service System
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Inquiry

Keypua, subject, type of certificate

Keypus subjectd K€Yps sm)

User Signature: <Signature from Keypyy, sciec™
<Certificate type> CHECK_PASS
 Locking Script: <Keypws, s> CHECKSIG

Script: <Keypi s>

Verify, Subject has this
. kind of PASS or not.
. . Broadcast
Unlocking Script
od -~
<KeYpum sunpar> <Certificate type>
<True/False>
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Ethereum PASS Implementation
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Hyperledger Fabric Implementation
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"Introduction™: ""
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Blockchain Security as a Services

* Smart Contract Risk Assessment Services (Audit, Assessment, Scanning, Compliances)
» Data Security and Privacy Assessment

* Key Management

* Application Threat Modeling and Secure Coding

Business Infrastructure Assessment (FIPS (140-2) and EAL Compliance)
Incidents Response
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Risks and Challenging

* Block Size Limitation

* Blockchain Storage Expansion

* Transaction Numbers per second Increasing

* Key Pair Protection and Security

* More Smart Contract Design, Development and Assessment
* Consensus Optimization

* Anonymity Improvement

* Use Case Scalability from POC to Deployment and Production
* Beyond Technology - Digital Currency, ICO and Tokens
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