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Background

• Hands on labs are a critical component 
of any cybersecurity program and a 
requirement to become an NSA/DHS 
Center of Academic Excellence

• Several ways to deliver lab content
– Develop and deploy labs on internal 

or outsourced infrastructure
– Utilize labs from external lab 

providers
– Utilize free grant resourced labs 
– Use free and open source labs 

• Managing an internal lab environment 
is expensive



Goal

• Build a database that provides 
information on labs and learning 
outcomes, KST, KU’s, and competencies 
associated with those labs.



Challenges of Running an Internal Lab

• Help Desk
– Academic vs Technical issues
– Hours of operation

• Student complete school work in the evening and on 
weekends

– ”Ticket Management”
• Admin access to systems
• Developing lab content
• Cost



Finding 
Outsourced 

Labs 
• “Word of Mouth”
• Textbook Vendors
• Vendor booths
• Google



Challenges of Free Labs

• Downtime
• Support
• Updates
• No single vendor provides everything you need
• Publicly available answers
• Course coverage of lab content
• Faculty preparation
• Vendor lab changes



Free/Freemium Providers

• Not an official endorsement from National University



Providers
(No particular order)

Immersive Labs 
(Free)

NICE Challenge 
(Free)

Over the Wire 
(Free)

PicoCTF (Free) Hack The Box 
(Freemium)

TryHackMe.com
(Freemium)

Blue Team Labs 
(Freemium)



Immersive Labs Digital Cyber Academy

• Available to students, 
Veterans, and 
Neurodivergent 
community

• Question based, virtual 
machine based and 
scenario based labs



Immersive Labs

Badging

Large variety of topics

Novice to “Ninja”

Knowledge +  Hands on

Rankings



Different difficulty Levels







Reporting



Mapping to Mitre Att&ck



Over the Wire

• Community built labs
• Different games and 

levels
• Command line based
• Bandit great for 

learning Linux
• Under the Wire for 

PowerShell



Over the Wire



Bandit Demo



PicoCTF
• Designed by Carnegie Mellon
• Designed for high school students
• Great for anyone new to cybersecurity





Hack the Box

• Freemium model
• Vulnerable hosts

• Active
• Retired

• Challenges
• Scenarios
• ”Hack” into hosts
• Linux and Windows
• Difficulty ratings
• Ranking system
• Active and Retired Machines
• Can share answers for retired machines
• Set of challenges
• Beginner to expert









Videos and 
Tutorials

• Twitch.TV
– https://www.twitch.tv/r00k_infosec/

• YouTube - Ippsec
• https://www.youtube.com/channel/UCa6eh7gCk

pPo5XXUDfygQQA

https://www.twitch.tv/r00k_infosec/




TryHackMe

• Community Built
• Variety of topics
• Room Concept
• East to build your own 

VM and upload
• Clone and customize 

rooms



TryHackMe





Pre Security



Blue Team Labs (Hack the Box for Blue 
Teams)

• Community Built
• Variety of topics
• Room Concept
• Ranks and badges
• Deploys VM’s



Blue Team Labs



Deploy in 
the Cloud

• Use Devops tools to deploy 
labs in the cloud

• Examples
– Detection Lab
– Mordor
– CyberRange



Detection Lab

• “DetectionLab is a repository 
containing a variety of Packer, 
Vagrant, Powershell, Ansible, 
and Terraform scripts that 
allow you to automate the 
process of bringing an 
ActiveDirectory environment 
online complete with logging 
and security tooling using a 
variety of different platforms.

• https://www.detectionlab.net
work/





Project 
Mordor

• The Mordor project provides pre-
recorded security events generated by 
simulated adversarial techniques in the 
form of JavaScript Object Notation 
(JSON) files for easy consumption. 

• The pre-recorded data is categorized by 
platforms, adversary groups, tactics and 
techniques defined by the 
Mitre ATT&CK Framework. 

• The pre-recorded data represents not 
only specific known malicious events 
but additional context/events that occur 
around it. 

• https://mordordatasets.com/introducti
on.html

https://attack.mitre.org/wiki/Main_Page


Project 
Mordor

Template for Azure 
deployment



Cyber Range
• This project provides a bootstrap 
framework for a complete offensive, 
defensive, reverse engineering, & 
security intelligence tooling in a 
private research lab using the AWS 
Cloud.

• This project contains vulnerable 
systems and a toolkit of the most 
powerful open-source / community 
edition tools known to Penetration 
testers, Developers, Malware 
Analysts, Forensic/Reverse 
Engineers, ThreatHunters, & more.



Nice 
Challenge

Excellent set of challenges

Mapped to NICE 
Framework

Free

Reservations required



Mapping 
Labs To 

Objectives

Build a catalog of 
labs mapped to the 

NICE Framework 
and CAE KU’s

Student project 
mapping 

TryHackMe

Using AirTable



Airtable Demo



How do we share?



Obsidian

• Multi platform 
notetaking app with 
wiki like capability

• Based on Markdown



Workflow

Build view in AirTable

1

Export view to CSV

2

Clean up columns

3

Run Python script that 
creates markdown 
files for each row

4

Copy to Obsidian

5





Course Page



Lab Page



Tags



Labs to Tasks

• Links go to tasks



Visualization



Visualization



Cyber 
Competition 
Coach and 
Mentor 
Training



Questions?
Volunteer to help?

Email: csimpson@nu.edu



Links

• https://www.immersivelabs.com/digital-cyber-academies/

• https://overthewire.org/wargames/

• https://underthewire.tech/

• https://www.hackthebox.eu/

• https://www.picoctf.org/

• https://tryhackme.com/

• https://www.youtube.com/channel/UCa6eh7gCkpPo5XXUDfygQQA

• https://www.twitch.tv/r00k_infosec/

• https://www.detectionlab.network/

• https://mordordatasets.com/introduction.html

• https://medium.com/aws-cyber-range

• https://clark.center/home

• https://github.com/carnal0wnage/weirdAAL

• https://github.com/RhinoSecurityLabs/cloudgoat

• https://rhinosecuritylabs.com/aws/assume-worst-aws-assume-role-enumeration/
• https://obsidian.md/

https://rhinosecuritylabs.com/aws/assume-worst-aws-assume-role-enumeration/

