


Agenda

* History of Data Hiding

e Use of Steganography Methods in Computer
Forensics

* Image: LSB Method, Masking and filtering,
Transformations

* Text: Line-Shift Coding, Word-Shift Coding
e Audio: LSB coding, Echo Hiding

* Video steganography

e Use of Steganalysis in Computer Forensics
* Invisible Secrets, S-Tools



History of Data Hiding

* Ancient Chinese wrapped notes in wax and
swallowed them for transport

* In ancient Greece, message written on slave's
shaved head, then hair allowed to grow back

e During World War Il, French Resistance sent
messages written on the backs of couriers using
invisible ink



Steganography
" The art and science of writing hidden messages

" Goal is to hide information so that even if it is

intercepted, it is not clear that information is
hidden there

" Most common method is to hide messages in

pictures using the least significant bit (LSB)
method



Message Message

hidden present
but
obfuscated







LSB Method

" The LSB method depends on the fact that computers
store things in bits and bytes.

» Colored pixels in a computer stored in bits

= Consider 11111111 = 255 in decimal
" Change last digitto O

= 11111110 = 254 in decimal (Minimal deviation as
compared to original value which was 255)

= So, the last bit or least significant bit is used to hide data






Basic colors:
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Custom colors:

Hue: 160 | Red:|0
Sat ;0 Green: :0

Define Custom Colors >> Color|Solid Lum: ’70 Blue: 0

Cancel ‘ I Add to Custom Colors







LSB Method

* E.g. 3 pixels of a 24-bit color image, uses 9 bytes:
(00100111 11101001 11001000)
(00100111 11001000 11101001)
(11001000 00100111 11101001)

 After hiding A (binary 10000001):
(00100111 11101000 11001000)
(00100110 11001000 11101000)
(11001000 00100111 11101001)

* Only three bits were sufficient to hide A






Text Steganography

* Hide information by modifying textual characters,
page layouts and other similar textual content and
formatting items in a text file.

* Line-Shift Coding

 Vertically shifting the location of text lines to hide new
information.

* Word-Shift Coding

» Horizontally shifting the location of words within text
lines to hide new information.



Video e Hiding information in video files
Siscclplodelanhs - o Combination of image and audio




Audio steganography

* LSB coding

* LSB are modified after analog voice signal is converted
to digital voice signal.

* Echo Hiding
* Hide information by adding an echo to the audio signal

* Intensity of echo is kept below the threshold of human
auditory system



Steganalysis

" The process of analyzing a file or files for hidden
content

" Can show a likelihood that a given file has
additional information hidden in it

" Common method for detecting LSB steganography
is to examine close-color pairs (created by LSB
embedding)

= S-Tools, Invisible Secrets



Secure—your files
and=communications.

Step1: Select Action

What do you want to do?
{* Encrypt and/or Hide file(s) in a carrier file

" Extract and/or Decrypt file(s) from a carier file

9 Click here to read about the "Carrier" concept...

Click NEXT to continue...

& password manager 4
& cprine data pracer ?

E =it




Step 2: Select Carrier File

Enter the file name of the carmier in which you want to
encrypt and/or hide:

[ Chck the button from the edit box to browse )

chuckteachingl.... testcomplete.jpg

Fle name: [dnddeadmgl P9

Flesoftype: [JPEG image (" ipg:” ipeg)




Step 3: Select Source Files

Select the files you want to encrypt and/or hide in the carier:

Name I Path l
testdocument. txt C:\stegotest

L | UL

Before encrypt/hide: [V Compress file(s)
After encrypt/hide: | Deletefile(s) [ ‘Wipe file(s)

Fake files... | Remove |

Click NEXT to continue...

A secure data eraser ? < Back Next > | Exit |
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INVISIBLE SECRETS 2002

Step 4: Encryption Settings

Specify the password for encryption or carrier acces:

IXXXK

Confirm the password by typing it a second time:
|XXX1

[ View password

This freeware version allows passwords up to only 5
characters. Uparade to Invisible Secrets 2002 to remove
restrictions.

Select the enciyption algorithm:
| Blowfish / CBC ~|

[ Skip enciyption/hide only Click NEXT to continue...

< Back | Next > Exit |




‘l“) Invisible Secrets 2.1 - free editio

A secure data eraser ?

Step 5: Target File Settings

Specify the name of the resulting file:

II::\stegolest\stegotest.ipg

Carrier description:
JPEG File Interchange Format

Hide method:
Comment insertion.

Data length restriction: none

Click NEXT to start the process...

Next > E it







