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Plucotas’ Cyber Magical University

=

“Qhul:::L___‘ﬂ{i:Y__

Source:pico game




f ~—— Y

-_—

TEARCHING
LOBERSELCURLITS

GAMIFYING THE EDUCATION SYSTEM

Weijia Yan, Carnegie Mellon University
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TALENT SHORTAHGE

Shortage in 2025 3,500,000
Current Workforce 1,100,000
Current job openings 700,000
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STUDENT'S
PERSPELTLIVE




K-12 Students learning security

LIMITED
EXPOSURE

Yes
45%
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UHRAT ARE CTFS?




Question

Mod 26 [1

LEV:EH picocTF 2021 | Cryptography |

AUTHOR: PANDU

Description

Cryptography can be easy, do you know what ROT13 is?

101,655 solves / 104,271 users attempted (97%)
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Google what is ROT13 X | & Q

Q Al [] Images [»] Videos [E News ¢ Shopping : More Tools

About 148,000 results (0.41 seconds)

https://en.wikipedia.org > wiki > ROT13
ROT13 - Wikipedia @

ROT13 is
. ROT13 is a special case of the Caesar ...

Description - Usage - Letter games and net culture - Implementation

._,/=._C_ akale _1_.;\_.
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® ROT13 (A-Z, a-2)

Flag




Jeopardy-Style CTF

Categories >

D' = it Basic Reverse Netwaork Program h o
I ICU ty Cryptography . 7 : z She Forensics
Knowledge engineering security Exploitation

Caesar Cipher
10 pts
Frequency
analysis
20 pts
RSA
Enc ryption
40 pts
RSA Low
v Exponent
100 pts

Credit: David Brumley on How the Best Hackers Learn Their Craft
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LMPLEMENTATLION




CTFS IN
CLASSROOM




CTFS IN
COMPETITIONS




CTF IN COMMUNITIES

Play With clubs, classmates, friends...
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TEXAS AGM

I CYBERSECURITY CLUB







UsSE CASES

Teachers
High School Students
Parents
Clubs
Career Plvot
Everyone Who Wants to get 1nto cyber!




SUOUR EXPERIENLCE
ULTHCTFS




PLAY PICO TOGETHER!




pi1co Game




picoClF.org




LINKS:

picoCTF: https://picoctf.org/

pico Game: https://game-
cdn.picoctf.org/2022/1atest/WebGL/WebGL/index.html

External Resources: https://picoctf.org/resources.html




SHARE JOUR
RESOURLCES




NEXT STEPS




COMMUNITS

332,500 Users
Africa, Japan, Canada, and the US

Largest 1n the World!
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