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essible at anytime

and anywhe

* The “things” include a more generic set of entities such as smart devices,

sensors, human beings, and any other loT objects (aware of their context

/3 and able to communicate with other objects)
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anism (e.g., the cloud)

(f * A user interface that allows end users to interact with the loT

(




® Applications of loT in the medical field, intro to Internet of
Medical Things (IoMT)




sent

re, oxygen

® The patient’s mec zan be collected and sent to

healthcare providers who can review and analyze it remotely, and
then make decisions



ses, efc.

® remote patie

(f ® context awareness



- Th appl nts with chronic conditions

or diseases

* Context awareness gathers information about a patient’s environment
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oring

healthcare

®loM rs by outsourcing

treatment to RPN

r



® Leaninc

business

(f ® |oMT is cost-effective for healthcare providers as well




® Privacy and Security Concerns of loMT



ted

ion that can identify an

individual (age, ht, weight, birth date, etc.)

.
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ve, physical, and

technical safeguards used to secure ePHI
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~ ® Security countermeasures to protect loMT devices



ers stated that they

have major secu erns and felt that safeguards were

(f lacking to protect from attacks







ysicians may







* Closing certain po g demilitarized zones (DMZs) to
/ protect the internal private network of a hospital system
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otect ePHI

: ke and how

to repor etween a hefty HIPAA

(f fine and successfully protecting ePHI



ar wireless

Oro rs data in resource-
constrained envi ing overhead and computational

requirements

® security features include data confidentiality using AES-128, and an IDS

for advanced security



> safe storage

(

® Ex. public acce ~ ickets is automatically blocked by default

®* AWS CloudTrail provides detailed logs of activities







