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CAE-C SouthWest Regional Hub Exercise

Saturday, November 6, 2021 from 1 -5 pm CT
Hosted by San Antonio College and the University of Texas at San Antonio in collaboration with NUARI

This event is a virtual Distributed Tabletop Exercise, planned for 4 hours and will leverage Zoom and
NUARI’s DECIDE® platform. Introductory Exercise play is open to all Undergraduate students of the
SouthWest Regional Hub Institutions. The exercise will provide Cybersecurity, Situational Assessment,
Public Information and Warning, Intelligence and Information Sharing response exposure.

The goals of the exercise are:

e Gain greater understanding of key roles and responsibilities during executive cyber response.
e Gain and increased understanding of the complexities of an executive cyber response.

Participants (Undergraduate students) will be aligned to roles commonly found in a large organization’s
“C-Suite,” as well as important support roles (e.g., legal counsel and public information) and will focus
on the timeframe AFTER a data breach within their organization. Participants will share their own
perspective(s), within their teams and other supporting organizations, to collaborate on the “Board”
response.

In preparation for the Exercise, all participants will be required to attend one of two participant training
sessions. Sessions will be held virtually and will require laptop and audio connectivity. Session links will
be provided once registration has been confirmed. Please indicate which session you will attend during
your registration.

Participant Training Session 1: Tuesday, November 2, 2021 from 1 -2 pm CT
Participant Training Session 2: Thursday, November 4, 2021 from 7 -8 pm CT

Facilitators/Evaluators will be required to attend a Training session on Tuesday, October 26, 2021 from 1
— 2 pm CT. Participation in any of the additional Participant training sessions is optional.

** Notes **

e Fach Role on a team may have two people assigned who will be able to collaborate within DECIDE
for their responses during the exercise. Duplication allows some support for each student and
ensures that all teams are complete if an individual participant should back out of the event.

e All teams will have a facilitator/evaluator assigned to them
o Facilitators: Provide situation updates and moderate discussions. They also provide
additional information or resolve questions as required.

o Evaluators: Are assigned to observe and document certain objectives during the exercise.
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e All Participants will be provided with pre-exercise packets which will contain background
information on the exercise organization, their individual roles, and the
responsibilities/authorities.

e Fquipment/Resources required: Individual access to a laptop/desktop; connection to the internet
(high speed recommended); use of Chrome or Edge browser recommended; ability to connect to
Zoom (both audio and chat functionality)

e More information regarding NUARI and the DECIDE® platform can be found at www.nuari.net

e DECIDE Participant Guide Overview https://360.articulate.com/review/content/f184f6c2-4658-41b6-860d-
2ac61818a1b0/review

Please provide the information below to register (minimum required information):

First name

Last name

Email address

Institution

Department of study/teaching

Category: Faculty or Grad Student; Undergrad student; Other

Role selection (players select 3):
CEO/Executive Cyber Leadership (OV-EXL-001) /Executive Cyber Leadership
ClO/Executive Cyber Leadership (OV-MGT-001)/Cybersecurity Management

CFO and Corporate Counsel/Executive Cyber Leadership (OV-EXL-001) /Executive Cyber
Leadership

DBA/Database Administrator (OV-DTA-001)/Data Administration
PIO/PIO Partner Integration Planner (CO-OPL-003)/Cyber

Customer Support (Patient Advocate)/Product Support Manager (OV-PMA-
003)/Program/Project Management and Acquisition

Facilitator (not an undergraduate student role)

Evaluator (not an undergraduate student role)
As a participant, | will attend this participant training session (select one):
Tuesday, November 2, 2021 from 1 -2 pm CT

Thursday, November 4, 2021 from 7 -8 pm CT
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