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§ Attack-Defend
§ Blue team / Red team (What about purple?)
§ Typically more logistics in setup, technical know how, on-site presence
§ Example: Collegiate Cyber Defense Competition (CCDC)

§ Jeopardy-Style
§ Jeopardy style game board, typically consists of categories and challenges
§ Designed for solo or team effort
§ Generally easier to setup – participants can be remote
§ Example: Flare-On (by Mandiant/FireEye)



§ Attack/Defend: CCDC @ DSU § Jeopardy: 0xEvilC0de.com CTF



Source: https://github.com/apsdehal/awesome-ctf



§ Varying levels of technical know-how to setup the framework
§ Many host their code on Github
§ May provide Docker (or similar) images for easier deployment

§ Need infrastructure to host
§ Ensure students don’t hack the infrastructure, just the challenges

§ Hint/help system
§ What if students get stuck? Is this another opportunity to educate?



§Challenges, challenges, challenges!
§ Need to create challenges of varying categories and difficulties
§ Goal is generally to educate and engage

§Grading options?
§ Integration with LMS/Grading platform? None that I’m aware of but 

probably some export options
§ How do you grade teams? How do you grade based on 

performance?



§ On Github - https://github.com/facebook/fbctf

§ Installation and Setup
§ Development or Production mode
§ Quick Setup Options

§ Direct Installation
§ Multi-Server Direct Installation
§ Standard Docker Startup
§ Multi-Container Docker Startup
§ Standard Vagrant Startup
§ Multi-Container Vagrant Startup





§ Quizzes
§ Question and answer format

§ Flags
§ Interactive and can include attachments and links
§ Bonus options for point values

§ Bases
§ Represent a target system which must be compromised by team to capture points
§ King of the Hill game
§ Must install an agent on the target system(s)

§ All allow for hints w/ optional penalty





§ On Github: https://github.com/CTFd/CTFd
§ CTFd is a “Capture the Flag in a can”

§ Customizable with plugins and themes
§ Jeopardy-style platform

§ Variety of benefits
§ Themes
§ Hint system
§ Admin
§ Export/Import



§ Setting up your own CTFd instance – fairly straight-forward



§ Not as feature-rich as FBCTF
§ No hint system
§ Jeopardy-style only

§ Scoring and statistics

§ Offers a managed solution



§ Presented at 2016 CAE Community Meeting
§ http://cpsid.et.byu.edu/doku.php?id=ctf:containers

§ Goal is to ease the deployment of CTF platforms



§ Increase awareness and interest in cyber security
§ Host annual CTF challenge for CAE community
§ ”Advertise” through social media and NSA Tech Talk community

§ Use CTF platforms in the classroom
§ Engages both online and on-campus students
§ Experiment with teams versus solo effort – both have pros and cons
§ Often first time students have seen/competed in a CTF
§ Increase exposure to techniques, topics, tools, etc

§ Engage undergraduate students in developing the CTF framework
§ Software development experience ++





§ Grading/measurement difficulties
§ Run outside of classroom?
§ Team vs Solo (is collaboration good or bad)

§ Run into configuration issues
§ Wrong flags
§ Wrong binaries/files
§ Platform availability issues

§ Time-based element may not be for everyone



§ https://beta.0xevilc0de.com



§ Continue gamification of the platform
§ Allow for creation of an RPG-style game board 
§ NES Mario 3 graphics + NES Zelda Exploration 
§ Expand into K12



§ Repository of challenges
§ Created by faculty and students – plan to crowd-source
§ Organized by tags – category, difficulty, requirements, etc to be able to search and discover
§ Record statistics – number of uses, number of solves, user feedback/rating

§ Restricted access to org admins

§ Quickly create a robust CTF with minimal overhead

§ Include detail solutions – understand the challenge and optionally create hints



§ To create a CTF you need to have an organization created and be the admin
§ If you want me to create an org for you – send me an email
§ Once you are an org admin, you can create CTFs

§ You can sign-up to your mailing list to receive important updates as well as 
announcements for future events
§ http://eepurl.com/c9RWf5

Joshua.Stroschein@dsu.edu


