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The 1.8 Million Gap
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NIST NICE Cybersecurity Workforce Framework

Categories (7) — A high-level grouping of common cybersecurity functions

Specialty Areas (33) — Distinct areas of cybersecurity work

Work Roles (52) — The most detailed groupings cybersecurity work comprised of
specific knowledge, skills, and abilities required to perform tasks in a work role

KSAs (1180) — Attributes required to perform Tasks, generally demonstrated
through relevant experience or performance-based education and training.

Tasks(1007) — Specific defined pieces of work that, combined with other
identified Tasks, composes the work in a specific specialty area or work role



52 Work Roles

Authorizing Official/Designating Representative
Security Control Assessor

Software Developer

Secure Software Assessor

Enterprise Architect

Security Architect

Research & Development Specialist
Systems Requirements Planner

System Testing and Evaluation Specialist
Information Systems Security Developer
Systems Developer

Database Administrator

Data Analyst

Knowledge Manager

Technical Support Specialist
Network Operations Specialist
System Administrator
Systems Security Analyst

Cyber Legal Advisor

Privacy Officer/Privacy Compliance Manager
Cyber Instructional Curriculum Developer
Cyber Instructor

Information Systems Security Manager
Communications Security (COMSEC) Manager
Cyber Workforce Developer and Manager
Cyber Policy and Strategy Planner
Executive Cyber Leadership

Program Manager

IT Project Manager

Product Support Manager

IT Investment/Portfolio Manager

IT Program Auditor

Cyber Defense Analyst

Cyber Defense Infrastructure Support Specialist
Cyber Defense Incident Responder
Vulnerability Assessment Analyst

Threat/Warning Analyst
Exploitation Analyst

All-Source Analyst

Mission Assessment Specialist
Target Developer

Target Network Analyst
Multi-Disciplined Language Analyst

All Source-Collection Manager

All Source-Collection Requirements Manager
Cyber Intel Planner

Cyber Ops Planner

Partner Integration Planner

Cyber Operator

Cyber Crime Investigator

Law Enforcement /Counterintelligence Forensics
Analyst

Cyber Defense Forensics Analyst



Challenges

1. NIST NICE requires all IT professionals become security professionals

2. Don’t have enough young adults interested in STEM or security
3. US does not produce enough CS/security graduate

4. We need to re-educate experienced professionals into cybersecurity field to
fill the gap



ﬂ Courses ~ Programs v Schools & Partners About ~ Sign In

AR
MicroMasters”

Advance your career.
Accelerate your Master's Degree.
Faster, flexible, free to try.

Enroll Today
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MicroMasters Credentials are a Pathway to Today's Top Jobs

MicroMasters programs are a series of graduate level courses from top universities designed to advance your career. They provide deep |earning in a
specific career field and are recognized by employers for their real job relevance. Students may apply to the university offering credit for the MicroMasters
certificate and, if accepted, can pursue an accelerated and less expensive Master's Degree

Recognized by Industry Leaders

Walmart oo INm oridenty >
MicroMasters Program Success Stories
= "The material | am learning in the

MicroMasters program is useful
every single day and has helped me
become very effective in a leadership
role.”

— Javier, Supply Chain Engineer,
Google | United States

"Everything I'm learning, | can apply
to a future job."
— Maria, Graduate Student | Spain



Cybersecurity
Fundamentals

Learn how to detect
threats, protect
systems and networks,

Computer Forensics
Learn the process,
techniques and tools
for performing a digital
forensics investigation

1004

and anticipate potential to obtain data related
cyber attacks. to computer crimes.
Learn more Learn more

B Network Security
Learn the process of
network security,
including intrusion
detection, network

Cybersecurity Risk
Management

Learn key principles of
risk analysis, risk

=

) auditing, and
assessment and risk contingency planning _
mitigation for against attacks. Cybersecurity Capston
information security. LesrnmBre Demonstrate the

Learn more .
knowledge and skills

acquired in the
Cybersecurity
MicroMasters Program
Learn more



VERIFIED

CERTIFICATE of ACHIEVEMENT

This is to certify that

successfully completed and received a passing grade in

CYBER502x: Computer Forensics

a course of study offered by RITx, an online learning initiative of Rochester
Institute of Technology through edX.
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RITx MicroMasters in Cybersecurity
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>10 Million edX

Learners
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RIT Masters in
Computing
Security

More Leaders
in Cybersecurity

RIT Adyv. Cert.
in Cybersecurity

RITx MicroMaster
in Cybersecurity



A New Pipeline for Cybersecurity

1. RITx MicroMaster in Cybersecurity on edX ( 9 credits equivalent)

CYBER501x — Cybersecurity Fundamentals
CYBER502x — Computer Forensics

CYBER503x — Cybersecurity Risk Management
CYBER504x — Network Security

CYBER525x — Cybersecurity Capstone

2. RIT Advanced Certificate in Cybersecurity ( 12 credits)

CSEC-603 Enterprise Security / CSEC-742 Computer System Security

3. RIT Master of Science in Computing Security ( 30 credits)



Broader Impact

6 course modules completed

3 course modules are running currently
Total learners: 176K

Verified learners: 4K



Learners Ages Distribution

How old are my learners?

Age Metrics

30 35.0% 43.2% 21.9%

Median Learner Age Learners 25 and Under Learners 26 to 40 Learners 41 and Over



Learners Education Levels

What level of education do my learners have?

35.0%

30.0%

25.0%

20.0%

15.0%

10.0%

50%
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Education Metrics

26.5% 45.0% 25.2%

High School Diploma or Less College Degree Advanced Degree



Learners Countries
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Learners Gender Ratio

Male Female

82% 18%



Conclusions

1. Tofill the talent gap, we need a hybrid model in high education to re-educate
experienced professionals for cybersecurity

2. Online learning might be more friendly to female learners in cybersecurity

3. Online learning plus hands-on labs might be a scalable approach



