
 
Capitol is a NSA and DHS National Center of Academic 

Excellence in 
Cyber Defence Education 

Integrating security operations experience 
into a four year undergraduate cyber security 

program 



Concept of Operations 

Capitol will integrate a security operations experience 
into its Bachelor of Science in Cyber and Information 
Security Program. This unique operational experience 
will better prepare our graduates to protect and 
defend networks by integrating the required tools and 
technologies into a CONOPS. Students will be trained 
and mentored by both vendors, faculty and alumni 
knowledgeable of SOC operating tools and 
techniques. Students will receive industry recognized 
certifications where appropriate and focused 
experiences with those tools. 
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Situational Awareness towards Situational 
Understanding 
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SA cannot be taught – it must be built through 
a series of focused experiences 

Boyd’s theory of operating inside an 
adversary’s decision cycle -or OODA loop- 
and its relationship to conflict was a bold new 
conception. His strategic aim was to isolate 
his adversary – physically, mentally, and 
morally – from his external environment by 
destroying his view of the world: his 
orientation (Spinney, 1997). 

Colonel John Boyd- OODA Loop 



Critical issues this initiative 
will address 
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Employers require graduates to 
have: 
• Work experience 
• College Degrees  
• Cyber Security Certifications 
• Analytic Skills 
 

Persons working in this Specialty  
area may have job titles similar to: 
• CND Analyst (Cryptologic) 
• Cyber Security Intelligence Analyst 
• Focused Operations Analyst 
• Incident Analyst 
• Network Defense Technician 
• Network Security Engineer 
• Security Analyst 
• Security Operator 
• Sensor Analyst 

 
Source: NICE Framework 

This initiative delivers: 
• Real world work experiences to students  in an 

operational environment 
• Opportunities to earn certifications  with operational 

experience  specific  to that certification 
• Deep knowledge and experience in the NICE 

protect and defend specialty areas preparing them 
for entry level positions such as Incident Analyst 

Work Force 



Security Operations Centers 
(SOC) 

Security Operations Centers (SOCs) to provide increased security and rapid 
response to events throughout their networks. Building a SOC can be a 
monumental task. Although the finer points of SOC deployment are very much 
network-specific, there are several major components that every organization must 
include: people, process, and technology. The three exist in all elements of security 
and should be considered equally critical components.  
 
McAfee. Part of Intel Security (2013). Creating and Maintaining a SOC: The details 
behind successful security operations centers. Retrieved from 
http://www.mcafee.com/us/resources/white-papers/foundstone/wp-creating-
maintaining-soc.pdf  
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B.S. Cyber and Information 
Security Program 

127 credit program 
 



NIST SP 800-181 

This publication describes the NICE 
Cybersecurity Workforce Framework (NCWF), the 
product 94 of many years of collaboration 
regarding workforce training and education. 
NCWF provides a 95 fundamental reference 
resource for describing and sharing information 
about cybersecurity work 96 roles, the discrete 
tasks performed by staff within those roles, 
and the knowledge, skills, and 97 abilities (KSAs) 
needed to complete the tasks successfully. As a 
common, consistent lexicon that 98 categorizes 
and describes cybersecurity work, the NCWF 
improves communication about how to 99 identify, 
recruit, develop, and retain cybersecurity talent. 
The NCWF is a resource from which 100 
organizations or sectors can develop additional 
publications or tools focused on defining or 101 
providing guidance on aspects of workforce 
development, planning, training, and education.  



NIST SP 800-181 

SOC operations 
specialty areas are 
covered in the 
Protect and Defend 
(PR) category 



Cyber Defense Analyst 
(511) 



Cyber Defense Infrastructure 
Support Specialist  (521) 



Cyber Defense Incident 
Responder (531) 



Vulnerability Assessment 
Analyst (541) 



Tasks 

These tasks can be structured in such as way to 
provide the student a progressive level of 
responsibility and advancing skill set within the 
SOC 
 
 

Beginner 

Intermediate 

Expert 



Tasks 

Beginner 
 
T0042 Coordinate with Cyber Defense Analysts to manage and administer the updating of rules and 
signatures (e.g., intrusion detection/protection systems, anti-virus, and content blacklists) for specialized 
cyber defense applications. 
 
T0043  Coordinate with enterprise-wide cyber defense staff to validate network alerts. 
 
T0155  Document and escalate incidents (including event’s history, status, and potential impact for further 
action) that may cause ongoing and immediate impact to the environment. 
 
T0161  Perform analysis of log files from a variety of sources (e.g., individual host logs, network traffic logs, 
firewall logs, and intrusion detection system [IDS] logs) to identify possible threats to network security. 
 
T0163  Perform cyber defense incident triage, to include determining scope, urgency, and potential impact; 
identifying the specific vulnerability; and making recommendations that enable expeditious remediation. 
 
T0170  Perform initial, forensically sound collection of images and inspect to discern possible 
mitigation/remediation on enterprise systems. 
 



Tasks 

Intermediate 
 
T0020  Develop content for cyber defense tools. 
 
T0023  Characterize and analyze network traffic to identify anomalous activity and potential threats 
to network resources. 
 
T0047   Correlate incident data to identify specific vulnerabilities and make recommendations that 
enable expeditious remediation. 
 
T0138  Maintain deployable cyber defense audit toolkit (e.g., specialized cyber defense software and 
hardware) to support cyber defense audit missions. 
 
T0142  Maintain knowledge of applicable cyber defense policies, regulations, and compliance 
documents specifically related to cyber defense auditing. 
 
T0164  Perform cyber defense trend analysis and reporting. 
 
T0166  original drive) to see the intrusion as the user may have seen it, in a native environment. 
Perform event correlation using information gathered from a variety of sources within the enterprise 
to gain situational awareness and determine the effectiveness of an observed attack. 
 
 
 
 
 



Tasks 

Advanced 
T0010 Analyze organization's cyber defense policies and configurations and evaluate 
compliance with regulations and organizational directives. 
 
T0028  Conduct and/or support authorized penetration testing on enterprise network assets.  
 
T0041  Coordinate and provide expert technical support to enterprise-wide cyber defense 
technicians to resolve cyber defense incidents. 
 
T0088  Ensure cybersecurity-enabled products or other compensating security control 
technologies reduce identified risk to an acceptable level. 
 
 
 
 
 

 
 
 



Integration 

127 credit program 
 

Security 
Operations 

Protect and 
Defend 

Academic 
Program 

Education 
 

Experience 
 

Certifications 

Work Force 
The critical differentiator for 
both student and employer is 
a graduate with 4 years of 
practical experience 
defending cyber lab networks  
in a real time dynamic 
environment 



Way Ahead 

• Discovering Information Technology and Operational 
Technology  

• Map each BSCIS core course to KSA’s associated with 
targeted specialties 

• Complete categorizing the tasks for the (4) specialties 
and bin them properly (B,I,E) 

• Students will choose a specialty to qualify in  
• Develop challenges for students to complete for each 

task in that specialty 
• Map B.S. degree courses to the specialty/tasks 
• Map industry certifications to the specialty/tasks 
• Pilot test students in “externships” performing those 

tasks from the eSOC 



Sponsors 
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Splunk> 

Capitol Alumni Association 
Student Senior Projects 
• NSA 
• Booz Allen & Hamilton 
• DoD Contractor 



Questions 



Backup Slides 
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Student SOC Design 
Initial Operating Capability (IOC) 



Notional SOC Design 



Notional SOC Design 
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