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Proud	NSA/DHS	Center	of	Academic	Excellence	
in	Cyber	Defense	Education	since	2005!
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Critical	Infrastructure
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“While	billions	of	dollars	
are	being	spent	on	new	
technologies	to	secure	the	
U.S.	Government	in	
cyberspace,	it	is	the	people	
with	the	right	knowledge,	
skills,	and	abilities to	
implement	those	
technologies	who	will	
determine	success”	
(U.S.	National	Security	Council,	2011)
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Overview

• Workforce	Challenge	
• The	Grand	Vision
• Cybersecurity	Call	for	Action
• National	Programs
• Collaborations	and	Partnership
• Some	history	of	our	NCSAM	event
• Self-Funded?	
• Program	Content	and	Schedule

3



Director,	Center	for	Information	Protection,	Education,	and	Research	(CIPhER)	- http://InfoSec.nova.edu/
Head,	Levy	CyLab - http://Cylab.nova.edu/

Workforce	Challenge	

Source:	atlantaschoolreviews.com
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The	Grand	Vision

5

Don’t	ask	kids	what	they	want	to	be
when	they	grow	up,	but	what	problems
do	they	want	to	solve.	This	changes	the	
conversation	from	who	do	I	want	to	
work	for,	to	what	do	I	need	to	learn,	
and	what	skills should	I	have,	to	be	
able	to	solve	that	problem!

Adapted	from	Google	Global	Education
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Cybersecurity	Call	for	Action

Source:	http://i.huffpost.com/gen/2115678/images/o-CLIMATE-CHANGE-facebook.jpg
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National	Programs
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Collaborations	and	Partnership

• Miami-Dade	Public	Schools	Systems
• FBI	– Miami	Field	Office	
• FBI/InfraGard – South	Florida	Chapter
• USSS	– Miami	Electronic	Crime	Task	Force	
(MECTF)

• NSA	- via	LifeJourney™	USA
• DHS	and	NIST
• Local	businesses
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History	of	the	Event	

• Started	in	October	2013
– 120	High-school	kids	+	6	teachers
– Four	schools
– Sponsored	by	our	university	and	Discover	Cards

• Yearly	event	in	mid	October
• Our	latest	event	in	October	2017
– 200	High-school	kids	+	12	teachers
– Seven	schools
– Sponsored	by	two	local	vendors
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Self-funded?
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http://www.volico.com/

http://24by7security.com/
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Program	Content	and	Schedule
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October	2017



Director,	Center	for	Information	Protection,	Education,	and	Research	(CIPhER)	- http://InfoSec.nova.edu/
Head,	Levy	CyLab - http://Cylab.nova.edu/

Program	Content	and	Schedule
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C3
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C3	=	Cyber-security
+	Cyber-hygiene	
+	Cyber-ethics
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C3	Defined

• Cyber-Security
“The	protection	of	information	and	computer	
systems,	as	well	as	networks	while	connected	to	the	
Internet”

• Cyber-Hygiene	
“Responsible	rules	and	behaviors	designed	to	keep	
individuals	safe	whenever	connected	to	the	Internet”

• Cyber-Ethics
“Cyber-Ethics	involve	the	informal	code	of	positive	
conduct	used	whenever	someone	is	connected	to	the	
Internet”
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Common	Cyber	Threats	

• Identity	Theft
• Data	Privacy
• Social	Engineering
• Phishing	and	Spear-Phishing
• Business	E-mail	Compromise
• Free/Open	WiFi Networks
• Malware	and	Spyware
• Mobile	Malware
• Social	Media		
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Free/Open	WiFi	Networks
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Free/Open	WiFi Networks	(Cont.)

Anatomy	of	eavesdropping/MITM	and	information	theft
Via	non-secured	“free”	WiFi
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Data	Privacy

Many	people	would	share	personal	
information	with	companies	or	others	as	
long	as	they	get	something	in	return	

(free	app!)
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Phishing	
Example
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Mobile	Malware/Spyware
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Malware	– ‘Ransomware’

Ransomware is	a	type	of	malicious	software	(malware)	
that	infects	a	computer	and	restricts	access	to	it	until	a	
ransom	is	paid	to	unlock	it.
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Malware– ‘Ransomware’	– (Cont.)
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Password	Strength	&	Cyber	Risks
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Password	Strength	&	Cyber	Risks

• Don’t	use	passwords
“John$1953”

Use	passphrases!

“JohnL!kes2Lattes4$4”
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Future	Workforce	
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Yair	Levy,	Ph.D.	(levyy@nova.edu)	
Professor	of	Information	Systems	and	Cybersecurity
NSU	– College	of	Engineering	and	Computing	(CEC)
Site:	http://cec.nova.edu/~levyy/

Questions?


