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teppind- .
Stepping *In order to reduce the chance of being detected,
Stone intruders often launch attacks through
Intrusion ﬁpromised hosts (called stepping-stones)
(SSI) truder remotely login these
stepp| ({ﬁd uses a chain of hosts as
relay machln @;hg e attack
?"‘.'-" | E‘ﬁ -. S 033
LE: % I%_l/J EQS U 7 ?
Attacker’s host ™ 6y Victim's host

stepping-stones




Intruders’
Benefits of
Using SSI
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*The intruder is hidden behind a long interactive

session

A@ re of TCP: Each TCP session between a

clie m rver is independent of other

sessions em@nﬁ the sessions may be
relayed J/ S
a s A

Victim's host

stepping-stones




Intruders’
Benefits of
Using SSI
(cont.)
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* The victim host can only see packets from the last

connection of the chain (S4 = V)

SI, it is extremely difficult for the victim to
?57 ormation about the origin of the
attack

J/ S ?

stepping-stones

Victim's host
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- SSID can be performed at any of the stepping-

tion sensor — the one has a detection

iy

}ﬁled such as Wireshark, tcpdump, etc.

SSID is to det a ether the sensor host is

used for malicious i

Attacker's host

®J/ ’77,0
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SteppIng-

Stone . at number of detection methods have been

- P for Stepping-stone Intrusion since 1995
Intru5|?n 1. % proaches
Detection !5

2. Network- déppr ches
Ym
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*One type of approach for SSID is to compare all

| the incoming connections with all the outgoing
Host-based ections of the sensor to see if there exists a

SSID ’27"
- Called ed methods as only a single

host (sensor) is U @yt@detectlon

. e | J
Attacker's host N Victim's host

stepping-stones
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Mainy Host-

based SSID é Content-thumbprint (1995)
Methods thumbprmt (2000)

detection (2001, 2011)
PrOPOSEd 4 Packet counzi/d(l

5. Random-walk detecSﬂK}”ﬁ
Uy,



Presenter Notes
Presentation Notes
(# of request packets) – (# of response packets) can be modelled as a random-walk process
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Issues with - Stepping-stone hosts can be legally used by some
Host-based apps to access a remote server. E.g.,

SSID Browse ; LApp Server mm)( Web Services EEEEE) | Remote DB Server

Methods a widely used G %ﬁure in today’s IT industry

- A stepping-stone is used legally
methods output SSI present

*May produce high false- POSJ/V@EQ&/
S




Network-
based SSID
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* Network-based SSID - estimate the number of
connections from the attacker host to the victim

¢ngth of the connection chain

osts involved in a session to access a

remote %
* Accessing a

generates lots of u
and makes it very meffectl

yYyyyy
| w

slower the data communication
Iy via 3 or more hosts

53

Mtacker s host

stepping- EtGﬂE‘E

Victim's host

network traffic,
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- Unless there are something hidden, otherwise, it
doesn’t make sense to access a remote sever via 3 or

Network- t stepping-stones
based SSID T r “3” is used because most legal apps
(cont.) barely ds /3)9r ore steppmg -stones to access a
remote server (?
* If a remote server thru 3 or more
stepping-stones, it is hlgh s that it is
an SSI

Y999 yw

ﬂttacker s host J
|$tepp|ng stones |

Victim's host




Several
Known
Network-
based

SSID
Methods
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~ éng s approach (Yung 2002)

on approach (Yang et al. 2004)
3. CIusterm V?J/g data mining approach

(Yang et al. 200
4. K-means Clustering (Wan
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Presenter Notes
Presentation Notes
a random-walk process can be used to model the differences between the number of requests (send packets) and the number of responses (echo packets).


eXcELLE,
s D
O v
¥ ©,
Y o
& 5 Y
le ¢, Jr w
| & JeAaE/ e
|z w4 5
Z) % E
&) (4
* &%

(W & NCYBERSECURITY
COMMUNITY

* Most existing network-based SSID only worked for
network traffic without intruders’ session

EXiSting C‘pu|at|on

Network- * Thés SSID algonthms are
based elther W t intruders’ chaff attacks,

SSID Methods *or having very |l blllty in resisting
attacker’s session manlp ‘of?r)

*or requiring a large number of ?@Q@ %

be captured and analyzed, and thus the
not efficient for detection

Issues with



Presenter Notes
Presentation Notes
a random-walk process can be used to model the differences between the number of requests (send packets) and the number of responses (echo packets).


Definitions of
Send packets

and
Echo packets
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A Send packet is defined as a TCP data packet sent

from the attacker host to victim host, with the flag

bq CP.Flag.PSH set
* An et is defined as a TCP data packet sent

from the vi t }?cker host, with the flag bit

TCP.Flag.PSH set J/
1 S2 SJ{mps

t::‘- & TR s S/é/
wifed | .4 et | A4 s | A wrntr | A il | A e | A
o

Attacker's host v Victim's host

stepping-stones
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Host | Host 2 Host 3 Host 4
51
occurs in which a Client I — Server
new Send packet C Cross over |
meets an Echo o W) 2 PSS =T
packet of a previous sy Un;
Send along the +__f% .......... e ‘ s =-=="" 2
chain between a PR PR, S Ve T
client and a server Cross over ﬂOS/kj
v v n
Time

» Request D Reply
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Our SSID
method design

C the packet crossover ratio of an incoming
n of a sensor and one of its

is based on outgo @Qcﬁmns are almost equal, then

an | it is highly lik se two connections
Observation are a relayed pair

2. Otherwise, they are not a,rgzgﬂ)@i
Um




Algorithm to
Compute
Packet

Crossover
Ratio
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Algorithm 1 (Compute Packet Crossover Ratio)

Input: a TXT file containing packet timestamp, packet type (Send or Echo), and
mdex of Send or Echo

Rutput=Packet Crossover Ratio

send @ 0 , crossoverCount =0
while more packe pture file:

if currentPat.mt& gement:
discard pac ’7 /
break y S
else if currentPacket 1s Echo: yln
if echolndex less than sendIndex: @
crossoverCount+=(sendIndex—echolnd

echoIndex += 1 OS/ U /77

else if (currentPacket is Send):
sendIndex += 1

PacketCrossoverRatio = crossoverCount / (2 * echolndex)
Print PacketCrossoverRatio



Proposed
SSID

Algorithm

Algorithm Zl: S55ID Algorithm using Packet Crossover

Input: None
Qutput: 551 detected or not
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1. Set up a connection chain A=251=252-2532V of length four, where the hosts
51, 52 and 53 are the stepping-stones (51 serves as the sensor), host A the at-
tacker, and host V the victim. The length of the downstream sub-chain from 51
to V is three.

2.  5ome standard Linux commands (such as Is, dir, mkdir, etc.) are entered into a
rminal in the attacker host A for a couple of minutes, and at the same time all

the p are captured at the sensor 51 from the connection 51252 in the

v, 10 datasets will be captured. Then we use the Packet Crossover
rithm 1 of [17]) to calculate the packet crossover ratio for

each datase aptured packets.
3. Calculate the intrusion h over ratio which is the average packet
crossover ratio among the 10 captr t t Step 2.
4. To pertorm 55ID, at the same time, we also e
serve one of its outgoing links. We then determinewhether this i i
from the sensor 51 is used by an intruder for a mali®lous 55
datasets at the sensor 51 from this outgoing connection and calculate thé aver-
age packet crossover ratio over all the 10 captured datasets using the Packe
Crossover Ratio algorithm (Algorithm 1 of [17]). O S |
5. If the average packet crossover ratio obtained at Step 4 is greater than or equal /
to the intrusion threshold crossover ratio obtained at Step 3, it is most likely

that this out-going link is used by a hacker for malicious S5L.

6. Repeat Step 4 for every outgoing link from the sensor host 51 (except for the
connection S1-252 in the chain created in Step 2) to see whether it is used by a
hacker for malicious 551

End




Summary
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* Our proposed network-based SSID approach

sing packet crossover is resistant to intruders’
P(afsﬁanipulation

*Since p over can be easily calculated,

our proposed {'Ipo |S easy to implement
as well as efficient

* According to our experlmenfl/m;@%
proposed SSID algorithm performs pert ﬂ
resisting intruders’ chaff-perturbation up to 5
chaff rate
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