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ANECDOTAL 
HISTORY

 15 Years ago – Certs
 7 Years ago – Degrees
 2024 – need to do
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My 
undergraduates 

are asked to 
demonstrate 
knowledge at 

interviews

Certs seem to be following the trend
 DoDD 8140

 Demonstration of Knowledge

 CompTIA
 Adding performance-based questions

 (ISC)2

 Multiple Choice
 Hands-on experience

2025 CAE Community Symposium



Investigate
three 

mechanisms
to change 
teaching

Leverage 
Students

Active 
Learning

Specifications 
Grading
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Mechanism 1

Leverage 
Students

Job Fairs
 Internships/Jobs
New Thinking
Energy
Open to Learning
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Mechanism 1

Students write 
the textbook
and update it  

annually
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Mechanism 1

Textbook

Student led
What they wish they had learned
50 Chapters of hands-on labs

Build Enterprise Networks
Attack
Defend

All FREE
Doable on a modest laptop
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Chapter 
Structure

 Learning Objectives
 Prereqs
 Resources
 Content
 2 Homeworks:

 Easy
 Challenging
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Example

Build a DHCP 
server and 
observe its 

functions on a 
sample 
network

Reinforces lecture, 
readings, and 
assessments
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“My 20-minute 
interview turned into 
an hour because they 
wanted to speak about 
my work on the 
textbook. When they 
made the job offer, it 
was not for the entry-
level position I applied 
for.” - Jake

After 7 months…

ERAU – University of Minnesota – Pima Comm College – NSA’s CLARK
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Mechanism 2

Prioritize 
Active Learning

Lecture vs Hands-on
Typical 80/20
Changed to 20/80

1 day lecture – 2 days labs
Monkey see, monkey do
Homework and exploration

Students want to complete readings 
because it makes the labs much easier
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Student 
Quotes From 

Fall 2024

Really loved the hands-on work, especially 
since we'll be doing more of this in 
industry.

Professor Mathew Heath Van Horn 
prioritizes hands-on learning, which I 
believe is one of the best ways to teach 
students and keep them engaged.

This class was very informational and had 
key ideas that will 100% help me in my 
career.
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Hands-on 
learning

Data collection 
underway

Longitudinal study of biology hands-on learners 
after 2 years:
 Improved work quality and knowledge retention
 High favorability of hands-on learning

Using Ji et al.’s attitude instrument, do 
cybersecurity students have favorable 

views of hands-on learning?

 Ji, Q., Zhang, R., Duan, X., Tripp, J. N., Liu, X., & Cheng, C. (2024). Using hands-on learning video assignments in 
online and in-person contexts: A longitudinal study. Eurasia Journal of Mathematics, Science and Technology 
Education, 20(7), em2466. https://doi.org/10.29333/ejmste/14706
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Mechanism 3

Specifications 
Grading

AKA Mastery Grading
(competency-based assessments)

Students meet standards or not

Clear expectations for grades on Day 1
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Specs Grading 
is like Climbing 
a Mountain D C B A

A Students - Create, Evaluate

B Students - Analyze, Apply

D Students – Remember

C Students – Apply, Understand
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Specs Grading

Data collection 
underway

Longitudinal study of 900+ chemistry students
 Student learning improved
 Students didn’t believe their learning improved

Using Yik et al.’s instrument, do 
cybersecurity students appreciate 

specifications grading?

 Yik, B. J., Machost, H., Streifer, A. C., Palmer, M. S., Morkowchuk, L., and Stains, M., “Students' Perceptions of 
Specifications Grading: Development and Evaluation of the Perceptions of Grading Schemes (PGS) Instrument”, 
<i>Journal of Chemical Education</i>, vol. 101, no. 9, pp. 3723–3738, 2024. doi:10.1021/acs.jchemed.4c00698.
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Data is 
Collected

Analysis is 
Underway

Motivation Use Feedback Expectations2025 CAE Community Symposium



Motivation

2025 CAE Community Symposium



Feedback
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Expectations
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Quotes

Dr. HVH gave us immediate feedback on our briefs and essays, which 
was very helpful.

I like the structure of his course; however, it’s very disheartening 
working so hard over the semester and, if you fail a part of the final 
exam, your grade drops so much.

The specs grading system can use some improvement, but it is 
definitely an improvement from the old systems.
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Conclusion

 Having students develop coursework seems to 
benefit the students

 Hands-on learning  is very well received

 Specifications grading needs some tweaks, but 
seems to enhance student learning 
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Way Ahead

 Pass textbook responsibilities to students

 Hands-on learning is ready to expand 
population

 Remeasure specifications grading after changes 
are implemented 
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Questions

Mathew Heath Van Horn, PH.D,
Assistant Professor of Cyber Security
Cyber Security

3700 Willow Creek Road
Prescott, AZ 86301
928.777.6736
mathew.heathvanhorn@erau.edu

Embry-Riddle Aeronautical University

Florida | Arizona | Worldwide
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