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\YY,
undergraduates
are asked to

demonstrate
knowledge at
Interviews

Certs seem to be following the trend
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- Adding per

- Multiple Choice
* Hands-on experience
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Investigate
three

mechanisms
to change
teaching

Active
Learning

Specifications
Grading
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Mechanism 1

Students write

the textbook
and update it
annually

Master |ng

Step-by-step labs to

erprise Networks

atack, and defend enterrise netvors




Mechanism 1

Textbook

) in CveERsECURI
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- Student led
- What they wish they had learned
'@Chapters of hands-on labs

erprise Networks
- Attack

Unis
* Defend J/ S ymDO

* All FREE /
*Doable on a modest laptop U/h
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LEARNING OBJECTIVES

* Create aworking GNS3 Learning Environment on a PC or laptop

PREREQUISITES

* Learning Objectives e sl

DELIVERABLES
° re q S * None - This is for student needs

RESOURCES

C h a pte r @ e ¢ GNS3 Documentation
CONTRIBUTORS AND TESTERS
!
Stru Ctu re ‘ Content Un/ Testers:
. Heath Van Horn, 7th Grade
{ . Mathematics Student, SUNY Brockport

° 2 H O m eWO r kS : i Honeywell Software Engineer, ERAU-Prescott Alumni

RAU-Prescott

* Easy e
- Challenging @/U

This lab has been tested on various Intel CPUs running Windows 10 or Windows 11

Phase | - Install GNS3 Environment

GNS3 comes in two parts: the GNS3 working environment and the GNS3 Virtual
Machine (VM). This section covers the installation of the GNS3 environment.




Example

Build a DHCP
server and
observe its

functions on a
sample
network

Reinforces lecture,
readings, and
assessments

PURPLE LAN
200.200.200.0/ 24 PC2

DHCP-SERVER SWITCH
21
->
pa 4
.254 PC1
.20

Q
« Monitor any of the PCs with Wireshark and capture ARP. DHCP. and ICMP packets for all three PC's as
ices back on
+ RECOMMENDED GRADING CRITERIA
e of GNS3 environment with everything labeled
° t -router ARP
ree f

GNS3
VM

%
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5 screenshots are needed to receive credit for this exercise:
+ Wireshark - DHCP Packets for PC2
* Wireshark - DHCP Packets for PC3
+ Wireshark - ARP Packets for router
» GNS3 Workspace with 3 PCs, switch, router, and DHCP server - all devices labeled with their IP
addresses
« Configuration settings of Windows Server DHCP

Assignment 1 - Combined network traffic watching
» Turn off all devices
» Replace the switch with a hub and reconnect all devices

o Scree t of

Assignment 2 - Reconfigure the DHCP.

]
Figure out the number of devices t al il
Generate a random IP address and choose a sub atall i: f all the switch connections

with as few wasted IP addresses as possible
Reconfigure the network to use these new network addresses
Reconfigure the DHCP settings to issue IPv4 address in this new space
RECOMMENDED GRADING CRITERIA

o Screenshot of the DHCP configuration

o Screenshot of the GNS3 workspace
o Screenshot of server-router ARP
o
-]

-

Screenshot of DHCP of one PC
Screenshot of ICMP of one PC
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After 7 months...

”l\/ly 20-minute B January 21, 2025 — February 18, 2025 Switch to standalone view Seftings
interview turned into
an hour because they
wanted to speak about
my work on the
textbook. When they
made the job offer, it
was not for the entry-
level position | applied
for” - Jake . [

lllll-.lllll-llll--.-l S‘m

Total visitors Total pageviews Realtime pageviews

3 1?7 9,699 129

2 more than pre s period 4,969 more than previous perios pageviews in the last hour

ERAU — University of Minnesota — Pima Comm College — NSA’s CLARK




Mechanism 2

Prioritize
Active Learning

* Lecture vs Hands-on

) I
COMMUNITY

* Typical 80/20
* Changed to 20/80

Cday lecture — 2 days labs
ngr e, monkey do

‘Home proratlon

- Students want to %@by eadings

because it makes the la |er



Student

Quotes From
Fall 2024

) I
COMMUNITY

Really loved the hands-on work, especially
since we'll be doing more of this in

in(djjstry
Profgsgz? eW Heath Van Horn

pr/or/t/zes ;arnmg, which |

believe is one of s to teach
students and keep t Jgf;)-?b

This class was very informational an§ l(M
key ideas that will 100% help me in my
career.
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Longitudinal study of biology hands-on learners
after 2 years:

Hands-on ngved work quality and knowledge retention

learning ability of hands-on learning

Data collection Using Ji etg{ mstrument do
underway cybersecurlty st m avorable
on le

views of hands %
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- AKA Mastery Grading

_ competency based assessments)
Mechanism 3

o °Stu9m17173 standards or not
Specifications

Grading

*Clear expectatlons'g/ Qymbgaél




Specifications Grading (Cl 311)

A Students - Create, Evaluate A Students (create, evaluate, analyze)
1

Complete Requirements for B, C, and D students PLUS:

¥ Create a Defensive Lab

¥ Evaluate 2 defensive labs using the weekly lab report format
v Self-Assessment Report (Weeks 8-14)

v Must pass all three exams (Mid-term, Final, Hands-on Final)

B Students - Analyze, Apply

B Students (analyze/apply)

Complete Requirements for C and D students PLUS:

v Complete all but one Homework Assignments* (e.g. N-1)
¥" Must pass two exams (Mid-term, Final, Hands-on Final)

S p e C S G ra d i n g 4 ¥ Complete the Group Project (SEED LAB)
. . . o A A C Students (apply/understand)
I S I I ke C I I m b I n g C Un .f Complete Requirements for D students PLUS:

¥ Complete 9 Homework Assignments
¥ _Complete the Secure Your Data Fortress
Si ssessment Report (Weeks 1-7)
U ss one exam (Mid-term, Final, Hands-on Final)

a Mountain

C Students — Apply, Understand

=2

3 Tokens: Can be used to retake the mid-term exam and/or resubmit a report, project, or homework
No retakes are allowed on the final exams. The deadline to use tokens is prior to the start of Week 13.

D Students — Remember

*Max total can sometimes change
1 Demonstrates mastery of learning objectives without exam stress
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Longitudinal study of 900+ chemistry students
* Student learning improved
Specs Grading °@6nts didn’t believe their learning improved

m
Data collection Using /&/?Jf;?trument' do
u

underway cybersecurity

j)z;-ff reciate
specifications grad

S/'(_, m



Preliminary Data N=29

Motivation Use Feedback Expectations

|T%ii|;s:

More Tradtional =~ Somewhat Traditional ® Equal = Somehwat Specs ® More Specs Grading

Data is
Collected

Analysis is
Underway
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Preliminary Data N=29

C

| am motivated to learn | am motivated to I arﬁ deo

as much course  thoroughly understand mybesto
material as possible. the course material. assign ment

More Tradtional =~ Somewhat Traditional ® Equal = Somehwat Specs ®m More Specs Grading

Un
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Preliminary Data N=29

C
Feedback '77(/ n

| pay attention to the The written feedbac'ﬁly | @ '& e wgitten
written feedback | receive receive on my assignments feedback Ne l\ Y,
on my assignments. is helpful to my learning. assignments toimp
future work.

More Tradtional =~ Somewhat Traditional ® Equal = Somehwat Specs ®m More Specs Grading



Expectations
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Preliminary Data N=29

H B
. Unl)//);

[ ]
| understand what is | understand the 4undegw
required to achieve a expectations of each  expectations for su m

particular final letter grade. course assignment. the course.

C

More Tradtional Somewhat Traditional  m Equal Somehwat Specs  ® More Specs Grading
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Dr. HVH gave us immediate feedback on our briefs and essays, which
was very helpful.

working so ha emester and, if you fail a part of the final

exam, your grade d o IT.J/

The specs grading system can use some lrJ/ but it is

definitely an improvement from the old systems. S /'L/

I like tQ fijh/s course; however, it’s very disheartening
opye
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* Having students develop coursework seems to
benefit the students

C
: Har%!—ll@ﬁ;} is very well received
lz‘y §
* Specifications grading nee s..l/o@ey eaks, but
seems to enhance student learnin 68/'(//77




* Pass textbook responsibilities to students

°g?wds—on learning is ready to expand

Way Ahead @myhu nj

* Remeasure specificaé%s@%‘;fter changes
are implemented :O
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Mathew Heath Van Horn, PH.D,

Assistant Professor of Cyber Security
Cyber Security

3700 Willew Creek Road
Prescott,/AZ 86304
028.777.6736

Megpy.edl

Embry-Riddle Aeronautical University
Florida | Arizona | Worldwide






