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Research on the ‘Human Factor’ in 
Cybersecurity 
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• Types of research on ‘Human Factor’ in Cybersecurity
o Theoretical research 
o Applied research (developmental research & experimental 

research) 
• Challenges in conducting research on Human Factor in 

Cybersecurity
o Actual measures 
o Actual data 

• Research validity 
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Direct vs. Indirect Measures in
‘Human Factor’ of Cybersecurity 
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Thermometer Pyrometer

VS.
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Research on the Human Factor in 
Cybersecurity (Cont.)
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• ***AVOID *** "Intention to X" studies!
• "Behavioral compliance intentions with ISP” or “Intention to 

comply with X” or “Computer misuse intentions”
1. "I would follow the advice in the corporate message to 

reduce my risk of private information theft
2. I would pay closer attention to similar instructions to 

prevent information theft
3. I would take the steps necessary to protect myself to avoid 

private data theft” (Zhang & Borden, 2019)

Zhang, X. A., & Borden, J. (2019). How to communicate cyber-risk? An examination of 
behavioral recommendations in cybersecurity crises. Journal of Risk Research, 22(1), 1–17.

Publisher: Routledge Taylor & Francis
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Research on the Human Factor in 
Cybersecurity (Cont.)
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Item Original Construct Items DL Adjusted Items by Levy

1. “I would follow the advice in 
the corporate message to 
reduce my risk of private 
information theft”

“I would follow the advice in the 
DMV handbook to reduce my risk 
of car accidents”

2. “I would pay closer attention to 
similar instructions to prevent 
information theft”

“I would pay closer attention to 
similar instructions to prevent car 
accidents”

3. “I would take the steps 
necessary to protect myself to 
avoid private data theft”

“I would take the steps necessary 
to protect myself to avoid car 
accidents”
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Levy CyLAB

https://infosec.nova.edu/cylab/

The research in our 
laboratory focuses on the 
human-centric lens of all 
three cybersecurity pillars 
with increased emphasis on 
addressing the following key 
research areas and their 
interconnections:
• Cybersecurity threat 

mitigation
• Social-Engineering/Human 

Factor in Cybersecurity 
• User-authentication
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Human-Centric “lens” of Cybersecurity? 
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Some Theoretical Foundation:
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Dr. Daniel Kahneman
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An Israeli-American psychologist notable for 
his work on the psychology of judgment and 
decision-making, as well as behavioral 
economics, for which he was awarded the 
2002 Nobel Prize in Economic Sciences 
(shared with Vernon L. Smith). His empirical 
findings challenge the assumption of human 
rationality prevailing in modern economic 
theory. With Amos Tversky and others, 
Kahneman established a cognitive basis for 
common human errors that arise from 
heuristics and biases. 

1934-2024
Princeton University
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Quick – Solve One of These!
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System 1 vs. System 2 Thinking 
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System 1 vs. System 2 Thinking 
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Measuring Cybersecurity Skills
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Detecting Business E-mail Compromise 
(BEC)
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http://becd.app/ 
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Cyber Situational vs. Curiosity as 
Measure of Risk 
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Types of Human Error in Large Data 
Breaches 
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Price Waterhouse
Coopers database
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Audio, Visual, and Haptics Alerts and 
Warnings
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Pause for a Cybersecurity Cause
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Judgment Errors: Environment & Device 
Type
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Comparing social engineering 
prevention methods
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Remote Workers’ Cyberslacking and 
Computer Security Posture
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Senior Citizen’s Susceptibility to 
SMiShing 
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LegitimateSMiShing 
(Social Proof)2025 CAE Community Symposium
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Cybersecurity Competencies Through 
Human-Guided Generative Artificial 
Intelligence (GenAI)

24

2025 CAE Community Symposium



ã 2025 -Dr. Yair Levy , College of Computing and Engineering (CCE)  – https://sites.nova.edu/levyy/ 25

• Questions?
• Discussion

CYBERSECURITY
Everyone's job!
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