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e Hackathons as Experiential Learnin

e Utilized in cybersecurity education through capture-the-flag (CTF)
competitions and challenge-based activities.

e Serve as platforms to bridge educational requirements with industry
needs.

° I‘stit’!tional Constraints
@(/?Trse contact hours.
e |nsufficie for organizing and supporting events.
e Challenges in facugh project development.

e Impact on students’ ability to

d workforce requirements.

e Cybersecurity Workforce Alignment

e CAE-CD mandates integration of competencies allgrQ\@@/
DCWF frameworks.

e Frameworks outline tasks, knowledge, and skills but often lack practical ] ]
program alignment.




About Project
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e Experiential Learning as a Solution

e Hackathons, CTF competitions, and national challenges address competency gaps.

e These activities provide hands-on experience but face logistical and institutional
barriers.

Proposed Hackathon Framework

Oased on the Essential Elements (ABCDE) model (Nestler & Fowler, 2023).

4 @m in a community college setting.
e Three-da fha'? tering collaboration between academia and industry.
e Industry Collaboration &tz’lii"f
Mof@

e Active participation from indus Is

n
e Work-based learning opportunities, includiy%operative work

experiences, and service learning. O

! ]
e Integration of Adversarial Thinking S/Um

e Enhances the educational impact of hackathons.

e Addresses dynamic cybersecurity education needs.



e Borderplex Region: Serves 2.5M people, the
largest bilingual & binational workforce.

e HSI: 85%+ Hispanic students (EPCC 2020).

e Location: Near Fort Bliss, White Sands, 5oo
miles from Dallas & Houston.

e Education: 18 Dual Credit, 18 ECHS, 19 P-TECH

programs.

e STEM: 2+2 MOU, including Computer Science.

e Cybersecurity: NCAE-CD (2024—2029), DHS &
NSA recognized.

e Strategy: Cyber Strategy (2018), adversarial
thinking curriculum.

e NSF Grant: NSF DUE-2300378, expanding
cybersecurity through Adversarial Thinking in
El Paso, Cd. Juarez, & Las Cruces.
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DEFINITION AND 5 ESSENTIAL
/4 ELEMENTS
to t .

cy is the ability of the individual
ski the context of a work role.”

e |
Who What How 0 Professional
Il
Description of References a task Describes how Defines ifies
student, and from the DCWF  this task is parameters of professi
required or NICE enacted through  competency in (soft) s
knowledge and framework. aclassroomor  terms of time, necessary to do

]
skills extra-curricular  accuracy,and/or  this taskina OS
activity completion. work role. U m
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Work-role: Cyber Defense Forensics Analyst. Competency Statement: As a graduate with an AAS in
Cybersecurity, demonstrate the ability to use data from various cyber defense tools to analyze events and
mitigate threats. This role includes leveraging scripts to operationalize data, supporting SCADA system
onents in contested environments, and analyzing threat information from multiple sources.
analyze digital evidence and investigate computer security incidents to derive useful
system and network vulnerability mitigation.

. : nalyst
Work-roles in  Eieert l??
This role includes supp
El Paso TX information from multiple so c

Work-role: Cyber Defense Analyst tement: As a graduate with an AAS in
Cybersecurity from a two-year college, demo ity to use data collected from various cyber
defense tools (e.g., IDS alerts, firewalls, network traffi ny events within their environment to
mitigate threats. This role includes analyzing and reporti r anlzatlonal security posture
trends, and isolating and removing malware in a contested environme

Work-role: Cyber Defense Infrastructure Support. Competenc Statement S{ij ith an AAS
in Cybersecurity, demonstrate the ability to assess and respond to risks, cyber threats, and

security design principles affecting information systems. This includes testing, |mplement|ng, ploying,
maintaining, reviewing, and administering infrastructure hardware and software for network defense.
Additionally, possess the skills to monitor networks and actively remediate unauthorized activities to ensure
continuous protection of information systems.

Competency Statement:
data from various cyber defense tools to analyze events and mitigate threats.
%stem components in contested environments and analyzing threat

s and understand implications.




Name of Competency

Type of Activity

Category

Associated work role as listed in DCWF or NICE

Actor

Context

‘Type of Student

Necessary knowledge and/or skills

Task
he t will demonstrate cybersecurity
nd digital forensics skills by executing the
ollowi

WCO/h

‘Technology

Documentation

Limitations

Details

Capture-the-Flag (CTF) Cybersecurity and Digital Forensics
Capture the Flag (CTF)

| Digital Forensics

| An El Paso Community College student with foundational knowledge of

Linux, cryptography, and forensic analysis participating in a Capture the Flag
(CTF) competition

| T1548: Determine adequacy of access controls

' decoding hidd

T0167: Perform file signature analysis

T0179: Perform static media analysis

T1121: Decrypt seized data

T1191: Determine relevance of recovered data

T1322: Capture network traffic associated with malicious activities
T1323: Analyze network traffic associated with malicious activities
T1607: Recover information from forensic data sources

nts working teams on provided Linux machines to solve CTF challenges
n Linux system navigation, hashing, cryptography, steganography,
foren alysis. Qiallenges involve real-world scenarios such as

vering deleted files, and cracking password
hashes. Tools rminal commands (e.g., find, grep, awk,
utilit

e
strings, cat, tar), cryptograp (openss!, ), forensic tools
(binwalk, foremost, steghide), pa s captur ., Wireshark), and hash

| cracking tools (john, hashcat). Students do enttheir h, tools

used, and methodology for solving challenges.

Degree

Employability

% Complete (if stated)

% Correct (if stated)

Amount of Time (if stated)

(use Montreat 360)

Successfully solve CTF challenges in different categories (Linux navi
hashing, cryptography, steganography, forensics) and submit a detail

| report documenting the techniques used, commands executed, and

solutions achieved, 4 hours

| Teamwork. Contribute to a Common Goal: Ability to take individual

responsibility for assigned tasks and working together to achieve a common

| purpose.

Critical Thinking, Think Creatively: Identify or derive alternative
interpretations of data or observations, recognize new information that

| might support or contradict a hypothesis, explain how new information can

change their understanding and ability to address a problem. Learn and
Problem Solve: Ability to separate relevant and irrelevant information,

integrate multiple sources of information to solve problems, and learn and
annlv new infarmatinn tn enlva real-warld iccliac
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Category

Name of Competency \

Type of Activity \
Associated work role as listed in DCWF or NICE {

Type of Student
2 Skcessary knowledge and/or skills

Behavior

(4

The student will de ons@ security
and digital forensics skills by e ing

following tasks

Details

Capture-the-Flag (CTF) Cybersecurity and Digital Forensics H
&) IN CYBERSECURITY

Capture the Flag (CTF) COMMUNITY

Digital Forensics

An El Paso Community College student with foundational knowledge of
Linux, cryptography, and forensic analysis participating in a Capture the Flag
(CTF) competition

T1548: Determine adequacy of access controls

TO167: Perform file signature analysis

T0179: Perform static media analysis

T1121: Decrypt seized data

T1191: Determine relevance of recovered data

; Capture network traffic associated with malicious activities

!29 work traffic associated with malicious activities
oyeri mati

Seamenan
= ot (binwalk, foremost, steghide
cracking tools (john, hashcat).
Limitations
% Complete (if stated)
Degree % Correct (if stated)
solutions achieved, 4 hours

Amount of Time (if stated)

' Teamwork. Contribute to a Common Goal: Ability to take individual

| purpose.

Employability (use Montreat 360)

Successfully solve CTF challenges in different categories (Linux navi V]
hashing, cryptography, steganography, forensics) and submit a detail S/

pa

on_from forensic data sources
s captur ., Wireshark), and hash
dents do enttheir h, tools

used, and methodology for solving challenges.

report documenting the techniques used, commands executed, and U

responsibility for assigned tasks and working together to achieve a common

Critical Thinking, Think Creatively: Identify or derive alternative
interpretations of data or observations, recognize new information that
might support or contradict a hypothesis, explain how new information can
change their understanding and ability to address a problem. Learn and
Problem Solve: Ability to separate relevant and irrelevant information,

integrate multiple sources of information to solve problems, and learn and
annlv new infarmatinn tn ealva realawanrld icciiac




Category

Name of Competency
Type of Activity
Associated work role as listed in DCWF or NICE

Type of Student
Actor
Necessary knowledge and/or skills

5 Task
he t will demonstrate cybersecurity
igital forensics skills by executing the

wi

0 asks

‘Capture-the-Flag (CTF) Cybersecurity and Digital Forensics
Capture the Flag (CTF)

Details
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== 5
| Digital Forensics

An El Paso Community College student with foundational knowledge of
Linux, cryptography, and forensic analysis participating in a Capture the Flag
(CTF) competition

T1548: Determine adequacy of access controls

T0167: Perform file signature analysis

T0179: Perform static media analysis

T1121: Decrypt seized data

T1191: Determine relevance of recovered data

T1322: Capture network traffic assocuated W|th malncnous actlvmes
-FECEE —-= :

Students working teams on provided Linux machines to solve CTF challenges

,Z?s d on Linux system navigation, hashing, cryptography, steganography,

ﬁj analysis. Challenges involve real-world scenarios such as
decoding hi { ge covering deleted files, and cracking password
hashes. Tools us termmal commands (e.g., find, grep, awk,
penssl, gpg), forensic tools
ereshark) and hash
pproach, tools

strings, cat, tar), cryptog
(binwalk, foremost, steghide)
cracking tools (john, hashcat). Students
used, and methodology for solving challenges.

Scenario
Technology
Context

Documentation

Limitations
T
purpose.

Employability (use Montreat 360)

responsibility for assigned tasks and working together to achieve a common

Critical Thinking, Think Creatively: Identify or derive alternative
interpretations of data or observations, recognize new information that
might support or contradict a hypothesis, explain how new information can
change their understanding and ability to address a problem. Learn and
Problem Solve: Ability to separate relevant and irrelevant information,

integrate multiple sources of information to solve problems, and learn and
annlv naw infarmatinn tn cenlva realowanrld icciiac




Category Details

Name of Competency | Capture-the-Flag (CTF) Cybersecurity and Digital Forensics H
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Type of Activity i Capture the Flag (CTF)

|
Associated work role as listed in DCWF or NICE 1 Digital Forensics

‘Type of Student | An El Paso Community College student with foundational knowledge of
Actor Linux, cryptography, and forensic analysis participating in a Capture the Flag

2 Necessary knowledge and/or skills (CTF) competition
5 ' |T1548: Determine adequacy of access controls

T0167: Perform file signature analysis
Task T0179: Perform static media analysis
vi 4he t will demonstrate cybersecurity T1121: Decrypt seized data
nd digital forensics skills by executing the T1191: Determine relevance of recovered data

ollowing*tasks T1322: Capture network traffic associated with malicious activities
T1323: Analyze network traffic associated with malicious activities

_ < : O | T1607: Recover information from forensic data sources
Scenario nts working teams on provided Linux machines to solve CTF challenges
n Linux system navigation, hashing, cryptography, steganography,
foren alysis. g'lallenges involve real-world scenarios such as

‘Technology ' decoding hidd e vering deleted files, and cracking password
Context hashes. Tools i é}: rminal commands (e.g., find, grep, awk,
strings, cat, tar), cryptograp ieS (openss|, gpg), forensic tools

Documentation

Nireshark), and hash

ale

(binwalk, foremost, steghide), pac

. : ‘,
% Complete (if stated) 'Successfully solve CTF challe a ories (Linux navigation,
Degree % Correct (if stated) hashing, cryptogr.aphy, steganggraphy, : it a detailed
| report documenting the techniques used, comma é] d
Amount of Time (if stated) ‘ solutions achieved, 4 hours

| purpose.
Critical Thinking, Think Creatively: Identify or derive alternative
interpretations of data or observations, recognize new information that
might support or contradict a hypothesis, explain how new information can
change their understanding and ability to address a problem. Learn and
Problem Solve: Ability to separate relevant and irrelevant information,

integrate multiple sources of information to solve problems, and learn and
annlv naw infarmatinn tn enlva real.warld iccliac

Employability (use Montreat 360)




Category

Name of Competency

Type of Activity

Associated work role as listed in DCWF or NICE

Type of Student

Necessary knowledge and/or skills

ollowing*tasks

Task
vi he t will demonstrate cybersecurity
nd digital forensics skills by executing the

Details

‘Capture-the-Flag (CTF) Cybersecurity and Digital Forensics

.- IN CYBERSECURITY

Capture the Flag (CTF) COMMUNITY

== 5
| Digital Forensics

An El Paso Community College student with foundational knowledge of
Linux, cryptography, and forensic analysis participating in a Capture the Flag
(CTF) competition

T1548: Determine adequacy of access controls

T0167: Perform file signature analysis

T0179: Perform static media analysis

T1121: Decrypt seized data

T1191: Determine relevance of recovered data

T1322: Capture network traffic associated with malicious activities
T1323: Analyze network traffic associated with malicious activities
T1607: Recover information from forensic data sources

nts working teams on provided Linux machines to solve CTF challenges
n Linux system navigation, hashing, cryptography, steganography,
en alysis. g'lallenges involve real-world scenarios such as

vering deleted files, and cracking password
i rminal commands (e.g., find, grep, awk,
u

), forensic tools
ireshark), and hash

Scenario
Technology decoding hidd e
Context hashes. Tools i c}’
: strings, cat, tar), cryptograp (ope

Ho-umentakien (binwalk, foremost, steghide), pa s captur
Teamwork. Contribute to
responsibility for assigned ta
purpose.

Employability (use Montreat 360)

: Ability to take individual

a (o) ﬁher to.achleve a common

Critical Thinking, Think Creatively: Identify or deriv
interpretations of data or observations, recognize new info
might support or contradict a hypothesis, explain how new information can
change their understanding and ability to address a problem. Learn and
Problem Solve: Ability to separate relevant and irrelevant information,
integrate multiple sources of information to solve problems, and learn and
apply new information to solve real-world issues.

e ma s ey P T



Name of Competency

Type of Activity

Category

Associated work role as listed in DCWF or NICE

Actor

Context

‘Type of Student

Necessary knowledge and/or skills

Task
he t will demonstrate cybersecurity
nd digital forensics skills by executing the
ollowi

WCO/h

‘Technology

Documentation

Limitations

Details

Capture-the-Flag (CTF) Cybersecurity and Digital Forensics
Capture the Flag (CTF)

| Digital Forensics

| An El Paso Community College student with foundational knowledge of

Linux, cryptography, and forensic analysis participating in a Capture the Flag
(CTF) competition

| T1548: Determine adequacy of access controls

' decoding hidd

T0167: Perform file signature analysis

T0179: Perform static media analysis

T1121: Decrypt seized data

T1191: Determine relevance of recovered data

T1322: Capture network traffic associated with malicious activities
T1323: Analyze network traffic associated with malicious activities
T1607: Recover information from forensic data sources

nts working teams on provided Linux machines to solve CTF challenges
n Linux system navigation, hashing, cryptography, steganography,
foren alysis. Qiallenges involve real-world scenarios such as

vering deleted files, and cracking password
hashes. Tools rminal commands (e.g., find, grep, awk,
utilit

e
strings, cat, tar), cryptograp (openss!, ), forensic tools
(binwalk, foremost, steghide), pa s captur ., Wireshark), and hash

| cracking tools (john, hashcat). Students do enttheir h, tools

used, and methodology for solving challenges.

Degree

Employability

% Complete (if stated)

% Correct (if stated)

Amount of Time (if stated)

(use Montreat 360)

Successfully solve CTF challenges in different categories (Linux navi
hashing, cryptography, steganography, forensics) and submit a detail

| report documenting the techniques used, commands executed, and

solutions achieved, 4 hours

| Teamwork. Contribute to a Common Goal: Ability to take individual

responsibility for assigned tasks and working together to achieve a common

| purpose.

Critical Thinking, Think Creatively: Identify or derive alternative
interpretations of data or observations, recognize new information that

| might support or contradict a hypothesis, explain how new information can

change their understanding and ability to address a problem. Learn and
Problem Solve: Ability to separate relevant and irrelevant information,

integrate multiple sources of information to solve problems, and learn and
annlv new infarmatinn tn enlva real-warld iccliac
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Hack the Border Video
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Total Participants:

Y e sou ; 107 (Friday, 22nd)
PHISHING Teams Presenting Artifacts:
17 teams (60

" g -1
E " participants) (Saturday,

23rd)
- mme-® O Attendees by Institution:
@ . , EPCC: 73

cnﬁgkz AﬁﬁRSARIAL c . UTEP 6
FLAG SELNAIHE . - . THE BORDER’ ngh Schools: 28

Total

HACK o wox

@ UTEF

THE oo

@ CHARIN

CITY "

hacktheborder.or
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