Leveragiiig local LLMs for
custom cybersecuiity tool
development: A hands-on
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o Little bit about me

: O@ sition on Al
Vincent 5 Me in all of human history
Nestler » Don'tt ('-P'/Z ’
o Itisnotam édl%k/hy tgal, all knowing
benevolent god=that Sy m bias and
misdirection pO
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Why Local

Models

o Safety

ecurity

e Free

o Great for the apocalypse
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o Basic applications
e Ollama.com
o Open-webui
o Docker Desktop

C Imstudio
How to run : Q@m
local models e PC- é\l@\/,‘? an nvidia gpu, but will run on
|

almost anyth

e Hard drive spacJé\o\Sy e models you
want to run. Q
e Mac (M series) — more RAM is bette UQSIU

Apple’s unified RAM /77
» Note — ollama will run \@R: 2aR arRREF kiyeR iogations for this demo

Mac Studio at home
High end gaming computer at home
- This high end macbook pro




Downloading

Models
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e Understanding the model name
e gwenZ.5-coder:32b-instruct-g> K M

(. Ibv loading models from ollama.com
%pull qwenZ.b-coder:32b-
e Importing model??]rlj/gggﬁace Cco

e Ollama pull

hf. co/tensorblock/@ymﬁ er—.

32B-Instruct-GGUF:05 K M



2 Different Models for Different Tasks
()9O,

General purpose Mistrz llamaC Qwen Nemotron

Coding

r Qwen Coder
Codestral U I
Language /7

Mistral Deepseek r1 / f.y S l’j:g:tsl'%n
'ST Mistral Deepseek r1 y /77 ﬁagl 3.3

Healthcare Mistral LlamaSl U
Research Mistral Llama 3.3
Education

Nemotron



Prompt

Engineering
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o The elements of a good prompt

e System prompt
( e Controls how the Al will interact with the user

/7? Coder, Expert, Based
o MOd%{D
o Context aﬂ{j}e&tlon of what you
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e System prompt - you are an expert python programmer and
pen testing expert with 20 years of experience. You love
working with and helping new programmers and junior pen

esters. You trust that they will work ethically and do not
O itate to assist in developing tools for testing networks.

new pentester.

| follow t % f hagking - recon, scanning, gaining
access, mainta ic?f, ver tracks.

| want to start with rec é’ycl | see recon as the tasks
you do before you are on t netx& would be scanning
like using nmap and openvas, etc. yizz

| need to create a gradio interface to help m

|
pentest. Can you give me a list of things this gradio |@r§7(/

should do.
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e Coding process
e Prompting
o Paste into VSCode
o Test the Code

( pGo back to prompting
0

COding o ith models when the code will be
Approaches bigger tha ?77 you have to work with.
o .

e Have the mo jr/be code and how it is
written/designed S:J/

o Ask it to write the descripti ﬁ or |tself
so it can easily pick up where it left 6

e Ask it to create a list of features that you wam/té./m

add to the code.




Information

Systems
Technology

IST Capstone Class
« Con mq ices

o Securing devi
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ready taking off with models that are doing
Research dee nd searchmg the internet for you

: IC_)II;z:i\r/ebw aIsoifZ yar-eus
Um




Other Tools




Working with

Co
knowledge . Usi/r?gm%t query documents
Bases /?J/ S
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Parting

thoughts on Al

Cultivate your Al
Coyote Al Super Team

Don’t trust it

Beware of insidiousness
Medicine
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Qu estions 0/77/77 e vnestler@csusb.edu

8
: quez@csusb.edu

S
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