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* Program Director, Computer Networking & Cybersecurity

Professor
security Research Center Director

- t| C : CCIE Enterprise, CCNP, CISM, AWS, VMware, CEH,
Introduction Linux

* Teaching Focugﬁ ity, Networking, Capstone courses
 Research Interests: Clou CUT| yTrust Workforce

Development in Cybersecurity
O,g /
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How familiar are you with Al Applications in Cybersecurity?

Ie@@ re your response'

A. Ver
B. Somewhat Qﬂ@y S

C. Not Familiar At All
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Complex Threat Landscape

Data Volume: Massive data
s challenge real-time analysis.

-Att Q% Rapid execution
leaves mini Uf?} time.

Complex Patterns: d(ol
threats bypass traditional J/

detection methods.
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Our Goal: Use a dataset (RT-
T 2022) to train a machine
odel to
automat %ect malicious
network trafflc | yeﬁ’;zygm loT

environments. S/(/m




Dataset Description
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x  The RT-10T2022 Dataset is a collection of real-
world network traffic data from loT

wronments
.. 123,117 network traffic samples
5 network traffic characteristics

Types: Q?r al and attack traffic patterns

Source: Real m tructure data
Attack types: DDoS, f in

malware
%  Key Features Include:

Protocol types y ] ]p
Service types OS/U
Flow duration /77

Packet statistics
Network behavior patterns
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Evaluate the
Model
Makes

predictions on

st data, show
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Random Forest Classifier

*Works by creating multiple
d@ieion trees (forest).

-Eachothfrﬁ .
prediction (vo e@/lj/ S

*The final prediction is the
majority vote from all tree
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