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* Thanksgiving Break looms
Prof Joel is inspired to try an Al-focused

iﬁuse in class.
sed exeruse help students
Iear

The Setup

*Will an Al- orlented nvmce
students to turn up, rath
on the last class before break? /(/,77
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* Prof. Joel asks ChatGPT for inspiration: How is Al being used in the
practice of cybersecurity?

'@WBI’ Instutions are using Generative Al to run incident response
Si

HOW tO AI N . Aftera ittle m , Prof. Joel finds several examples of real-
zatto

C ber world organi en ratlve Al for IR table-top exercises
y (mWISE Conference, f 2024

- Good news! Incident Respons ding up to break in
the Security+ course!

* Prof. Joel replicates this exercise in a classroom set@OS/ !
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Let s play an incident response
The Prompt latzon game. You will be the

(based on sto and tell us what the
Mardock’s mczdent am sees. I will be

work) the mczdent resp and tell
you our responses and %7”

S/U m
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* Because the prompt was open-ended, ChatGPT would come up
with a different scenario each time. If you want a repeatable

ario, you need to specify it in the prompt.
% ts break into teams of 4-6 and each work on their
own

en
m d allow more individuals to participate in the
Recommendations discussions. U n I'

* |t would be interesting to 4r ﬁ G platforms and slightly
different prompts.

* Thoughts for grading: have students writeyp r incident
response template based on OS/'

Observations &




How Did It Go?
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* For a one-off test, this seemed pretty successful.

* Students, based on informal discussion, felt this was a valuable

exercise.

* The students applied the principles they learned in the CompTIA

Cey

Security+ curriculum to the exercise.

There was discussion about how to interpret what ChatGPT told
m and what actions to take or what research to conduct.

he narrative going and the students really had to
thlnk thefre p were not obvious.

* We (students n Iearned a bit about how GenAl
responds in these 5|t mk
* |t wasn’t clear that ChatG ouI

al resolve the incident, or if
it would just keep adding “more” at €dch em
* ChatGPT would provide a great deal of details i @0

response.

* 16 out of 22 students turned up for class! /Um

* This was not a graded assignment (points for participation).
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