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% etro State University

. Aﬂ @ Center of - A Beyond the Yellow Ribbon
Academic e N C ber Defense  University, serving the most
Education ( veterans and active-duty military

/77 members in the Minnesota State
METRO STATE yStem
UNIVERSITY #22 in the nation and #1
for promotmg the
SOCIa c moblllty of its
graduates C 22)
» Cybersecurity Bach
NSA—deS|gnated CAE-CD Institution ranked #2 Most Affordable ﬂ

#7 Best Overall (Cybersecurity
Guide’'s 2024 rankings)
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5 Cyber

o A state ﬁglc private partnership for cybersecurity
education, r c@and training

* The main goalisto p mnesota as a national leader
IN cybersecurity and its rel % orce through
education, legislative and com gement and
INNnovative public-private partnershl J/m

* Advisory Board members include

» CISOs from major twin-cities organizations, including MN.IT /U
» National Guards

» State Legislators M N CY B

Train. Test. Detect. Protect.
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? t is a Cybersecurity Clinic?

« A stude 9%\ ed program that offers a range of

cybersecurit serwces to various organizations and
communities

 An INnNnovative approach t es the dual challenges
of educating future cybersecur! j nals and
fortifying cybersecurity resilience | m ﬁ)
communities.

experiential learning opportunities to students (and a possible pathway for employment)

« The aim is to improve the client’s cybersecurity awareness, readiness, and reS|I|en ew SVIH

« More Information: Clinic Consortium Website
« https://cvbersecuritvclinics.ora/
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UNIVERSITY

w{lersecurity Clinic Goals

. BroadQ}(PéExperience broader aspects of
cybersecur CO

* Deepening: Gain a nunderstanding of the
digital safety needs and ﬁ}/@/es for under-
resourced civil society S

* Hands-on: Gain hands-on experienceym}@g' g

practical solutions to those cybersecurity ch

* Impact: Create positive change in the real world byi /

protecting civil society
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<;o’s Cybersecurity Clinic

* NSA
third year

 Pilot Phase: Bein&cﬂ’é@z as a Semester long
Capstone/Internship Ex éuélr)f

* Involved both Undergraduate aJ(JI &Wte Students

-S two years project with an optional

» Students come with diverse backgrounds and academic expertise

» A collaborative effort: Academia and Sta@ Q&l\l”j%

* Exploring the unigue synergy between academia and state IT

* Providing an environment for students where theoretical knowledge meets practical
application
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* Provide E@ersecu rity risk assessments to
underprivile ctors, including K12 institutions,
underserved mun WZ on- proﬂts and small businesses

Nt ZZ?

» Clients’ Risk Assessme elther IN-person or
virtual (if the client is far avvay $Qn CIS IG1 controls

e https://wWww.cisecurity.org/controls/implementation-groups/igl

* Faculty Member and MNL.IT staff attend sekmg bservers
gauge student team’s performance, and provid

» Students must attend a Pre-Assessment meeting for everm
client

e e e e dl


https://www.cisecurity.org/controls/implementation-groups/ig1

UNIVERSITY

J@gtjo’s Cybersecurity Clinic

« Studen @E@t the client responses into an Excel
Sheet and n@ Ile the data Iinto a
comprehensive re%

* The report Is vetted by @Qﬂ{ﬁzﬁ)’séaculty and
clten

MN.IT before it iIs handover to

» Students make a final presentation aﬂ‘V @i the
final report to fulfill their academic requirem tum
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2‘(5 ices Included

o Levﬂle ehenswe Risk Assessment

* May also mclude ne/Awareness Training, Security Controls
recommendation, and %opment

 Level 2: Vulnerabll ent Penetration
Testing, IR Plans, CMMC C }Ss

» Level 3: Day-to-day security mc:lde
the Security Operations Triage Center

* Provides low-cost subscription-based services S/L/n?

* Provides Cyber Residency for students

* Levels 2 and 3 are planned for next iteration
LTI LTI T L DL T 7T T T T T 7T T2 T T LT T T L7277
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ticipation Requirements

« Stu h@b at least at a Junior Level in the Cybersecurity major with a 3.0

CGPA
* Must be US Citizen @Qent Residents
« Must work in a Team led by a udent
 Must have completed the followmg ~

* Pass the CompTIA Security+ Certification
* MIT's Cybersecurity for Critical Urban Infrastructure online course

 Must have attended Mock Training Sessions Symﬁ

e Must be familiar with CIS IG1 controls

 Must have read and signed various Agreements

« Participants can continue beyond one semester after fulfilling additional ]
requirements
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nt Recruitment

o MN sible for Public K12 Schools,
Countles/C s (ahd Non-Profits

* 500+ requests have alread lved for providing assessment services

* This includes various public K12 s ties and Cities, and small utility
companies (Critical Infrastructure Secto
* Metro State is responsible for S S

* Leveraging SBA and various Chamber of Commerce to reymg
» A few requests have been received to provide a free assessment 6§/

* During the pilot phase, we are mainly focusing on clients other than SM Un»)
* Next iteration will include risk assessments for SMBs
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urces Developed

lek SS F Scoring Excel Sheet based on CIS Controls
Gl group

* Risk Assessment Re late
« A Workbook to help guide st N how to use the
Scoring sheet fﬁ/

* Rubrics to gauge student performance an |pation
* Procedure to guide the supervisory group to re |@\Q@]Ui

» Supervisory group comprises Metro's Faculty and MNLIT staff
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NIST CSF Safeguard i Rigl: Tre~tment
= c'smm 7 | -
Establish and maintain an accurate, detailed, and upAo-date inventory of all erprise a
potential to store or process data, to include: end-user devices (including pg
devices, non-computing/loT devices, and servers. Ensure the inventorylrgbords the nef
Establish and Maintain static), hardware address, machine name, Enterprise asset owner, department for eaghyasset’
" 3 ) . whether the asset has been approved to connect to the network. FeEmobile end-user davices,
1.1 Detailed Enterprise Identify Devices I hi h 5 This i include:
Asset Inventory ?oo s can support t_ is pm{:‘ess, where appropriate. This _m\fentory in u_ 5 assets Don_n_ g
infrastructure physically, virtually, remotely, and those within cloud environments. Additionally, it includ
assets that are regularly connected to the Enterprise’s network infrastructure, even if they are not un
control of the Enterprise. Review and update the i tory of all Enterprise assets bi-annually, or
frequently.
Address Unauthorized Ensure that a process exists to address unauthorized assets on a weekly basis. The Enterprise may .
12 Assets Respond Devices choose to remove the asset from the network, deny the asset from connecting remotely to the network, or
quarantine the asset.
Establish and maintain a detailed inventory of all licensed soft installed on Enterprise assets. The
Establish and Maintain software inventory must document the title, publisher, initial install/luse date, and business purpose for
21 2 Software Invento Identify Applications 1 each entry; where appropriate, include the Uniform Resource Locator (URL), app store(s), version(s),
i deployment mechanism, and decommission date. Review and update the software inventory bi-annually,
or more frequently.
Ensure that only currently supported soft is desig d as authorized in the soft i y for
Ensure Authorized Enterprise assets. If software is unsupported, yet necessary for the fulfilment of the Enterprise’s mission,
2.2 Software is Currently Identify Applications document an exception detailing mitiaating controls and residual risk acceptance. For anv unsupported

= I;i:klhgi:hr Bar Chart
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Color Key

Register (Legends)

Operational Objectives [
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Financial Objectives [

The high dollar limit for each impact

Optional

Required

Mo harm would come to o

For optional user input. Risk assessors may add vi
them.

While the worksheet is in protected mode, these values cannot be changed.

Meaning

The unique CIS Safeguard identifier, as published in the CIS Controls

The title of the CIS Safeguard, as published in the CIS Controls.

mission_

1. Acceptable We would achigve our mission. We would mest our objectives.
We would have to reinvest or We would have to reinvest or
2. Unacceptable correct the situation to achieve our  |correct the situation to achieve our

objectives.

The harm that would com
would be corectabla.

Optional

We would not be able to achieve our
mission.

We would not be able to meet our

objectives.

The harm that would com
would not be correctable.

Mapping between the NIST CSF Security Functions and CIS Safeguards, as published in
the CIS Controls.

The asset class, as published in the CIS Controls.

A score of 1" through '5" designating the reliability of a Safeguard's effectiveness against
threats.

An automatically calculated value to represent how common the related threatis as a
cause for reported cybersecurity incidents.

An automatically calculated value to represent how commonly the related threat would be
the cause of a cybersecurity incident, given your current Safeguard.

The magnitude of harm that a successful threat would cause to your Mission.

The magnitude of harm that a successful threat would cause to your Operational
Objectives.

The magnitude of harm that a successful threat would cause to your Obligations.

The product of the Expectancy and the highest of the three Impacts.

An evaluation of the risk as acceptable, unacceptable, or catastrophic.

A statement about whether the enterprise will accept or reduce the risk.

The unique CIS Safeguard identifier, as published in the CIS Controls.

The title of the CIS Safeguard, as published in the CIS Controls.

The description of the CIS Safeguard, as published in the CIS Coentrols.

Inherent Risk Criteria

P
Yellow indicates that the risk is
“unacceptably high, but not urgent.”

Green indicates that the risk
evaluates as “acceptable.”
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aturity SDC ~Safeguard Maturity Score” and "Risk Treatment Safequard Maturity Score” |
[~]
i is inconsistently implemented.
some assets or partially on all assets.
Expectancy Criteria
— !
1 The risk is not expected in this environment.
2 This risk should be expacted to cause a security incident at some time.
3 We should expect this to happen soon, if it has not already occurred. "
Risk Acceptance Criteria |Used to evaluate risk acceptance |
<6 All scores lower than "6" may be automatically accepted. All other risks must be reduced. a o
VCDB Index [Used to populate "VCDB Index” | / U
Incident Count 8893 l.-'?r-'— 7/29/2021 N
- ] B ]
Enterprise 4458 50% 3
Applications 1253 14% 2
Data 4458 50% 3
Devices 798 9% 1
Matwnrk R? 1% 1
4
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‘ A\ ¢ Avg Safeguard Ctrl
CO ’ Average Function Score
[ | ] j]

IDENTIFY PROTECT

Asset Class  Awvg Safeguard Ctrl

Applications 5 Average Asset Class Score

Data E]

Devices 3.2

Entarprise 1.6

Network 2.2 _- _
Users 4.5
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sons Learned

* ES edibility With Clients
. Collaboratlon T hekged
* Challenges about g at scale
* Most of the cybersecurity clinic d all number of organizations per semester

» 15+ organizations are being served thls S t h/
* Think about Liability issues l(

 Metro State and MNLIT are both state entities, so this was no% our clinic

 Dealing with Client/Student Schedule
* Varying students’ preparation and engagement Ieve1sl(//)7

* Non-traditional students with jobs and other responsibilities pose challenges
 Had to reorganize the student teams at the last moment

* A phased approach to launch the teams, work
f’/////K/////////X/X///////X/// LT L LT 77T T
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rsecurity Clinic

— S0 G
Science Education Center
Al Metropoltan Y
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SOC @ 809 7th Street E
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SOC @ 809 7th Street E
202 -

------------

Sehnuubbhiny

e e e e dl



N COMMUNTY METRO STATE
a n o u UNIVERSITY

METRO STATE
Tl universiTy

MN CYBER

NSA-designated CAE-CD Institution Train. Test. Detect. Protect.
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