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* Present Positions

* Assistant Professor of Cybersecurity at Indiana State University School of

Criminology and Security Studies Cybercrime Program

* Director and Chief Digital Forensics Investigator for Vigo County

- CA

Prosecutor’s Office High Tech Crime Unit (HTCU)
Director of Intelligence, Cybercrime, and Criminology Center (IC3) at

tate Unlver5|ty

‘ ilana State University
!?2@/\/ for ISU Office of Admissions
A

* Education

* D.Sc. In Informatlon Syst atlon Cybersecurity
Concentration from Robert M Un 17)
Tl

* M.S from Purdue University in Informa Security (2019)
* MBA from Robert Morris University (2005) b

B.A. from Allegheny College (1998)

OSiyp,

* 15 years with Department of Defense
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* Four Investigative Internships
ngh Tech Crime Unit (HTCU)

telllgence Unit (JIVU)
CCU
* Human Traffic eﬂUnlt (HTIU) Sponsored by Operation
Underground a y
JIOOS '
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* IN 2021, Indiana Lawmakers passed House Enrolled Act 1082 (HEA)

* HEA 1082 added section 33-39-8-7 to the Indiana Code. This
provision allows “[t]he [IPAC to] . . . establish high tech crimes units
to assist prosecuting attorneys in investigating, collecting evidence,

@d secuting high tech crimes.”

* The In afa in Attorneys Council (IPAC) released a
proposal to Ind ting attorneys to consider the

establishment of a high®t HTCU) in accordance with
House Enrolled Act 1082 (20
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* In anticipation of the law, Indiana State University’s School of

‘V’E(] ® (.:C U nty/ Criminology and Security Studies and Vigo County Prosecutor’s
- Office joined forces in January 2021 to form a partnership.
| N d laNa S'la'['e * Followed suit where University of Notre Dame’s Computing & Digital
. . Technologies in St. Joe County, Indiana piloted a few years prior
U Nivers |ty C where students interned for the St. Joseph County Cyber Crimes

H |g h TeCh : jcz? ry 2021 with three students who were sworn
investigatorg' f @V County Prosecutor’s Office.

Crime Unit
° 0 f 20 ties that t | t tablish a HTCU
(HTCU) neo counties at s K&;SOS&\ O estaplisn a

* November 2021, IPAC awarde jversity and Vigo
County Prosecutor’s office 1 of 10 High T ri
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‘\/’EU @) (:C u I’Tty/ - With $300,000 a year funding for 2022 and another $300,00Q for
i 2023, we formally expanded our current service area from Vigo
| ﬂd laNad S'late County to include seven additional counties in West Central

. . iana (all 92 were divided up and serviced by 1 of the 10 HTCUs)
University

: : @e r 2024 and 2025
H Ig h TeCh * Our promm where the students are not considered to be
Cri me U N |t interns, they ar Zrlni:?investigators (paid), allowing the
ry

students to work on ev sfigatiop=in Which the Cyber Crimes
(HTCU) Unit is involved. S

* This includes but is not limited to ho y r ffenses, fraud,
domestic violence cases, online child expfoitatian ﬁO N
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Why did
|ﬂd ia Na @use of digital media, digital devices and social media has
establish

’Jj e past decade.
* 17 years ag %&jhave imagined quite how pervasive digital
ould

HTCUS? technology w 7fr lives.

‘?J{hcn

ANNOUNCED: Jan. 9,200
RELEASED: June 29, 200

KEY FEATURES:
3.5-inch diagonal screen;
{ 320 x 480 pixels at 163 ppi;
/ 2-megapixel camera

PRICE: 4GB model, $499;
8GB version, $599 (with
a two-year contract)
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Why did
Indiana
establish

volutionized the way we do most of our activities.
* Asa Sl?? deV|ce is now a huge repository that holds
sensitive an rmation about its owner.
* This has, in turn, led to th lstyv édewce forensics

C doubt that mobile devices have become part of our lives and
hav

HTCUs?
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* Police agencies and prosecuting attorney offices throughout the
Wh d |d country are struggling to handle the influx of digital evidence in
y criminal investigations

| ﬂd ia Na . @@hnology has also produced new crimes such as
establish r

extortion and virtual theft, the most transformative
change t0 arighijnaligvestigations is something the majority of

HTCUS’) people carry with't ﬂcr?a day, seven days a week —a

mobile device.

* Due to the prevalence of mobilegichV *i now a technology

nexus in nearly every crime.

* In fact, it is estimated that 85% of police investigati m a
sort of digital evidence. S}U
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° Given the pervasiveness and capabilities of technology, one would

think that digital evidence is being used in every investigation and
prosecution
* Yet it is not, primarily for two reasons

* Firstreason is police administrators have been slow to respond to
@ e and the benefits it can bring to investigations

The d n} money in their budget to fund a digital examiner,
equment a d

 they don’t have the é ogooli
dedicate personnel to con

unit that does so.

he streets, so they cannot
inations or be part of a

* for those agencies that do have funded a

t m ammers
they often lose those individuals to the private sect @S
salaries. /Um
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. @if a case does merit a digital examination, the backlog of cases
e

t those results likely won’t be available for six to eight

mon
* By itself, law emﬂhﬂyﬁitically short of the skills and
.

resources needed to f Vwit technology in criminal

investigations and prosecution y
| 7:003 /.U
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* In addition to the benefits to local law enforcement, this program
also benefits the students and the community.

students graduate, they typically have multiple years of real-

Beneﬂts Of or | al forensics experience along with industry

certl

HTCUS * Coupled with tm@ﬁw re highly coveted in the job

market.

* Recruiters will visit the Cyber Cr L@ et with our
students and try to persuade them to ap i??a anlzatlons

for jobs

high level of expertise at minimal cost to taxpayers

* For the community, student investigators provide manpower‘S/(‘//77
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* The Director, although employed by Indiana State University as
Professors, is the ideal individual to run the program.

. * idiana State University is not a research school but rather a
Ope ration O'I: ﬁ)})l so there is not a required amount of time required
HTCU forre [

* The Director puttin ‘i) %f a week in the partnership

* Since students are limite Lt irector is also on call 24/7
for investigative analysis.

* The HTCU Director has full responsibility qu(/;\%? ’ unit.

* This includes, but is not limited to, investigative ana v@,

on and

g.
teaching, running training courses, personnel selecti /
scheduling, and all day- to-day operations /77
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student investigators can comprise a wide variety of majors
ntly student investigators are all Cybercriminology and

O peratlon Of S s _Cybercrime majors within Indiana State
HTCU Universit &mlnology and Security Studies.

* We feel that this part with the CSS curriculum,
provides an ideal model for }éw@tnershlp between law

enforcement and academia ,)7
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* One requirement for acceptance into the program, all potential
ﬁnt investigators must take Computer Forensics and Mobile
ore

. Sic
O pe ration Of . ThesQ provide them the initial training they need to be
HTCU successful i They must also maintain a 3.5 GPA

* These courses prowd jion for the work that
students will engage in as mve ors yber Crimes Unit.

 Students learn digital foren5|cs softw elr coursework
including Magnet Forensics Axiom and C Analyzer

S/'U m




Operation of
HTCU

- All space is sec

* As part of this, Indiana State UnwersﬁxS.Vmsecure
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* The HTCU is currently housed on the campus of Indiana State

| of Criminology and Security Studies is located.

@ for a close working relationship with both law
enfofc monnel and academic faculty.
ured t

ronic locks, is alarmed, and is

péf)rsity in Holmstedt Hall, which is the same building where the
ch

under video surveillance.

Network for use only by the HTCU



CAE

JeaE/ H
i\ %7 /4 INCYBERSECURITY
COMMUNITY

S UCCESS |eads . @ﬁf HTCU led to three new investigative internships
to New '

e e Unit (JIV)
 Cold Cas it( )

O p pO rtu N |t| es * Human Traffickingu@y.{i (HTIU) (sponsored by Operation
RUYY

Underground Railroad Sy
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1

Ja . - Jail ce Unit (JIV)

| Nnte | | | g ence . %ork with Detectives in local law enforcement to
e st

listen to jdilfc ideo caIIs to gain intel on cases they are

U N |t working. Th

significant flndlngs

ort back to the Detectives on

S
J/’hp o S/U/h
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Cold Case Q ccu

Unit o T
law enforce
unsolved crime. Th

the Prosecutor's Offlce

rs are worklng on an actual cold case from a local
stlgate and assist in solving an

r swQrn-in investigators through

J/’hp o S/U/h
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Human CQ

TrafﬂCIQ ng * Hum mmd Intel Unit (HTIU) sponsored by O.U.R.
. * The HTIU afe jhvestigating and searching for intel for potential
aﬂd |nte| Unlt human trafficking% T
0

/ ictims in coordination with local law
enforcement and Operat g.ry(gro Railroad (O.U.R.), who

specialize in human traffickin y
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* HTCU serves over 25 law enforcement agencies and 8 counties.

* 2022 — 124 cases — 167 evidence — Average Close Rate — 82 Days
+ 2023 — 281 Cases — 480 evidence — Average Close Rate — 64 Days
C2024 (through March 11) — 64 cases — 110 Evidence — Average Close

ﬁ 24 Days — 8.7 TB extracted
* HTC ted mvestlgators currently employs 5, graduated

6 (including 1'gr and increasing to 9 new in Fall 2024

including 1 Grad Assi /f
* JIU started with 4 and now emp,]ks li STWS
* CCU started with 2 and now employs 4

] ‘ ) ! J
* HTIU started Spring 2024 and employs 9 OS
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Jason.james@indstate.edu

Questions?





