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https://www.news.uscg.mil/Press-Releases/Article/3439888/us-coast-guard-academy-starts-swab-summer
https://www.news.uscg.mil/Press-Releases/Article/3489810/coast-guard-barque-eagle-returns-to-new-london-after-4-month-deployment/
https://www.news.uscg.mil/Press-Releases/Article/3480870/coast-guard-cutter-bertholf-returns-home-after-120-day-bering-sea-patrol/



Why Cyber

Defense
Training?

CYBER STRATEGIC OUTLOOK

STATISTICS

Threats from cybersecurity continue to evolve rapidly. Since the 2015 strategy, evolving
technology has empowered users with sophisticated tools to increase productivity;

meanwhile, cyber attacks on the same technology have continued to evolve in tandem. As
the backbone of the United States’ economy, the Marine Transportation System (MTS) isa
prime target for malicious cyber actors who seek to disrupt our supply chain.

CYBER ENVIRONMENT CHANGES SINCE 2015 STRATEGY

$3.86 million 36 billion

the average cost of

records were exposed by data
breaches in the first half of 2020.

207 days 280 days

is the average time it took fo was the average
identify a breach in 2020, lifecycle of a breach.

to hit annually by

THE MARINE TRANSPORTATION SYSTEM

25,000 miles of coastal and inland waterways, serving 361 ports, 124 shipyards, over
3,500 maritime facilities, 20,000 bridges, 50,000 Federal aids to navigation, and
95,000 miles of shoreline that interconnect with critical highways, railways, airports, and
pipelines, and undersea cables carrying 99% of U.S. communications abroad.
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$5.4 trillion 90% 500+
Approximately $5.4 trillion flows of U.S. imports enter major operational technology
through the MTS, constituting and exports exit by ship. cyber-attacks occurred
about 25% of the United States’ in the marine industry in 2020.

gross domestic product.
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Cadets will receive cyber security
training and participate in hands-on
exercises to reinforce material.

Interactive Training to expose

Cadets to Coast Guard Cyber
Security Strategy.
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Acts like a keyboard
when plugged into a
computer

USB RUPRED Diiowy
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Extremely powerful and
virtually impossible to tell
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Injections happen from

Security g

Control via Wifi, key
logger functionality, store
hundreds of attacks.
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malicious device. DEMONSEED EOU
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Relatively inexpensive 2 —

Extremely small

Has some limitations
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TIME IT TAKES
= A HACKER TO
WEIREEEE BRUTE FORCE
YOUR
PASSWORD

Home Notifyme Domainsearch  Who's been pwned Passwords APl About

'---have i been pwned?

Check if your email address is in a data breach

email address
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Wireless

Security

https://shop.flipperzero.one/
https://www.the-parallax.com/hacker-ford-key-fob-vulnerability/



[EXTERNAL] Microsoft Missed Messages
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is displayed, dlick here to view it in a web browser. illi i
Very important notice o Hello Williams, Richard J. LT (EDU)

upmc.edu fi .de>
To @ Williams, Richard J. LT (EDU)

]

Dear user:

Dear watson| ¢ i 5 X _ .
] You have 3 quarantined messages in your quarantine portal Kindy review these messages and increase your storage memory by

clicking below to deliver these messages to your inbox.
Your mailbox is almost full. as of Monday.

You can review these here and choose what happens to them.
495MB.

To avoid account from being shutdown kindly _

Kindly upgrade mailbox storage to avoid any g . ;egard
o0

Thanks,

upmc.edu. Fri 5/24/2019 10:35 AR

e : : FAKE EMAIL ADDRESS
office-365@security.onmicrosoft.com
‘ Re: Your Office 365 acount is about to be deleted

&) invoice.pdf CONTAINS VIRUS

Phishing | B Wicrosof
Campaign

URGENCY

http://66.160.154.156
/invoice
Click or tap to follow link.

To customize , set

Edit release pr

Choose the release track for your organization. Use these settings to join First Release if you haven't already.

Microsoft respects your privacy. To learn more, please read our Privacy Stateme

BAD LINKS

Microsoft Corporation
One Microsoft Way
Redmond, WA, USA 98052

Unsubscribe



Successes and

Future Goals
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Questions?
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