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Your Metadata (Bits & Pieces) about
You for the World to Put Together.

Paul Campbell
Guilford Technical Community College
Jamestown, North Carolina
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Data: Refersto individualfacts, statistics, or
pieces of information. It can take variousforms
s Numeric, Textual, Multimedia,

@Wﬁr Unstructured

Metadata: Often r éPas datathat
describesotherdata, met uctured

referencedatathat helps toso fy)
attributes of theinformationit descrlbes
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Open-Source
Intelligence
(OSINT)?

£
=5

—t L
=

Yy =2

CAE

IN CYBERSECURITY
COMMUNITY

Open-Source Intelligence (OSINT) is defined as
intelligence produced by collecting, evaluating

: nalyzing publicly available information with
tf:g;?@ f answering a specific intelligence
question.
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It's important to note that information does not equal intelligence.
@opnltsloTal O ST I \Without giving meaning to the data we collect, open-source

Techniques?

indings are considered raw data. It is only once this information is
ooﬁat from a critical thinking mindset and analyzed that it
be
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Search Engines Social Media Public Rec@OSj/(s/Sources

Data Analysis Tools

Web Scraping
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Using OSINT to  elSINNs techniques are constantly evolving as new

put the pleces technologies and sources of information become
together. Qv ble
OS 4 Z%@}z dvanced technology to discover and
analyze massiv Zc‘ﬁ? ofdata It involves scanning
public networks, extrac 8 m social media, and

delving into the deep web. Imp am INT doesn’t

“ involve hacking or illegal activities; it r s@gl&
publicly available data. m
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* Security and Intelligence

How is Open * Business and Market Research
Source » Investigative Journalism
Intelligence ademic Research
Used? . Q@ eedlngs
OSINT is an excep @ft for gathermg
information on a wideran and can be
used by a variety of orgamzatlonsg?S

vals
to inform decision-making and strategy. 6,77
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