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Overview

• Focus
Role of generative AI in pentesting for security vulnerability assessment

• Significance
• Pentesting is key to vulnerability knowledge discovery for risk prevention and mitigation

• Large amount of data to be processed in pentesting (recon, scanning, analysis, etc.)

• Fast growing gen AI with LLMs enhances interactivity, automation, and efficiency

• Goal
Explore and demonstrate capabilities of gen AI and LLMs (ChatGPT4) to assist 
human pentesters in vulnerability discovery and analysis in a virtual network
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Research Background
❑ Benefits of GPT (gen pre-trained) AI & LLMs to Pentesting

✓Early threat detection and response

✓Help humans with better implementation of zero-trust policy

✓Automation, efficiency and accuracy in vulnerability and risk analysis

✓Help human pentesters to predict profiles and make recommendations

❑ Double-edged Sword – Risks & Limitations
➢Malicious misuse for more powerful & automated attacks

➢Potential disclosures of private and sensitive information 

➢Hallucinations with misleading misinformation 

➢Potential copyright violation in training data
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AI-Assisted Pentesting Model

• Assisting pentesters in vulnerability discovery & assessment

• Not for full scale automation in pentesting

• Improve efficiency/accuracy in pentesting steps

• Interactive communication with ChatGPT prompts for 
answers and advice
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Simulation Methodology
• ChatGPT-4 

o Latest and much improved content, communication, and reduced biases
o Limited training up to 2022 with no explicit memory or direct knowledge retrieval

• VMWare virtual network with 3 VMs for acquiring training data

• VM #1: Vulnerable Target: Bee-Box VM at 10.0.0.54
o bWAPP or intentional "buggy web application" as target for ethical hacking
o Apache web server modules and vulnerable configurations
o Wireshark for traffic capture saved in text format

• VM #2: Attacker: at 10.0.0.190 
o Nmap scripting engine for automated bash script attacks (e.g.)

o nmap -p- --script ssl-heartbleed -sV 10.0.0.54
o nmap -p- -sV --script=http-sql-injection 10.0.0.54

• VM #3: ChatGPT-4 AI tool at 192.168.204.140
o Trained with data from VM #2
o Chatbot integrated with LLM to execute prompts for pentesting queries 
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Virtual Network Diagram
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Sample Findings: Attack Entry Points
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Sample Findings: Heartbleed 
Vulnerability
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Sample Findings: MITM Vulnerability
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Sample Findings: Apache Exploitation 
for Pentesters
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Sample Findings: Apache Exploitation 
for Hackers
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Conclusions

• Recap: 
o To explore the value of AI tools in security pentesting
o Double-edged sword with benefits and risks

• Contribution: 
o Incorporate AI in pentesting 
o Empirical test data with security vulnerabilities

• Limitations & further research
o More training data with more vulnerabilities
o How to use AI to defend against malicious use of AI

• Credits
Research by Wang & D’Cruze (2024) being published by Springer

• Questions?
• Thank you!
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