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- Coordinates research activities in the field of cybersecurity and assured
systems engineering across the university academic departments.

P
Ae rODpQ = ‘ * Contributes to the research and product development while
Cybe rsecuri Ly gllaborating with industry as well as the scientific community.
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Aerospace
Cybersecurity

- New'Spéc msions outside of Low Earth Orbit.
N

* Rocket Ia é?a almost common.
U N ive rS|ty * Need for cyber pro e[;c:/%]yes.
Offerings - State-of-the-art instruction in cket@ejz&}echnologies,
iSs

advanced life support, autonomous syst pace exploration.

Status * Formal instruction in cybersecurity for space m ﬁ@g}’

* ERAU response:
- Research agenda in space cybersecurity technology and analysis.

* Proposed Space Systems Cybersecurity course.
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Communication:

Assured by GEO satellites (approx. 580 in orbit) with civil and military
operations.

Navigation:
GPS satellites (32 satellite in orbit) provide PNT services.

Remotalsensiniss
Environmeng, weathleg.agriculture, military.

https://www.researchgate.net/figure/3-Telecommunications- https://commons.wikimedia.org/w/index.php?curid=47209685
satellites-in-the-geostationary-orbit-source-CNES_fig2_231016319 k
CyBASE
CYBERSECURITY
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* Aviation: FMS, ADS-B.

* Space: launch vehicle tracking, surveillance accuracy.

Aerospa’te * Survey and mapping: GIS.
Cybersecurity

* Energy: power grid management, resource exploration.
@ltlme guidance and control, fleet tracking, waterway

Weapo si't mu nce, target location, cruise missiles.
* Special operation él reC|se timing.

POSItlonlng * Search and rescue: combat r, e ency locator.
NaV|gat|0n - Agriculture: fleet maintenance, Ilvest

T|m|ng * Land transportation: ITS, just-in-time mventory, reg

- Recreation: hiking, boating, trip planning.

* Public health ad safety: firefighting, emergency vehicle tracking,
accident location, stolen vehicle location.
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Threat Domain
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Cyber and Electronic d." y
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- Conservative, slow-changing, security, many times, an after-thought.

@ﬁystems: are they protected because not too many access them?

/ér]-nain, proprietary systems, large cost.
- Generic att cmy .
 Space-based ext a/z‘a?fme satellites.

* Ground-based external attackisfogue d station.
* Industrial control systems attack: on u S.
* Insider threat: ground station and WAN hetwork.

|
* External cyber attack: towards users. OS/U
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Pl - Data: encryption, confidentiality, integrity.
Aerospace

- Software: secure coding, threat modeling, crypto signatures.

Cybersecun Ly deare segregation of critical and non-critical systems.

ﬁ7?d nomalydetectlon
* Crypto: aut p.tlon

* Data links: comm proto y Ss uplink.
Threat * Ground: perimeter, network effdpoin

- . - Prevention: requirements, governance, rlskm |
Mitigation ; : §p¥

chain, threat modeling.
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Dissertations (with cybersecurity research topic).

/MVFe spaceflight and cyber defense analysis, in progress.
* Machine fear rtlﬂual Intelligence Methods for
Cybersecurity

viation Ecosystem, 2022.
- Hardware Security for W| |cat|ons Systems using

Antenna-based Radio Frequ cy ineering, 2022.

Research

Agenda IOO S /'
Um
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* Overview of space systems architecture and operations.

Ae rOSpd’Je - Stakeholder identification and potential cybersecurity impact.
Cybe rsecu ri Ly - Difference between IT cybersecurity and space OT cybersecurity.
Spagystems threat actors and their motivations.

* Spa k surface and attack vectors.
* Attacks o m signals, ground stations,

Space Systems + Space-bases an {jf
d

* Industrial control systems

Cybe r'secu I‘Ity * Insider threats on space systems asse
COU rse TOp|CS * Space systems supply chains and related threa pO

|
- Space systems cyber events risk likelihood and consequenc§/(‘//77

* Current space systems policy guidance and standards.
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 Current environment and issues:
* Cybersecurity as a discipline grows faster and more complex every day.
* Availability of SDR, open-source software for radio tech, COTS components.

C Availability of live traffic data and large datasets.
@ ication attacks such as jamming, spoofing, and message injection
mmon once they start to be profitable from an economic
perspective ( ! N
* Some cases of ja @ Ve closed-down airports for several minutes.

- Way forward:
- Bring awareness of aerospace cybersecur

* Invest/increase aerospace cybersecurity educatioz v
* Update course offerings with latest state-of-the-art knowle /Um
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