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Presenter
Presentation Notes
The major network instruction detection dataset were reviewed: KDDCUP99, NSL-KDD, UNSW-NB15, UGR16, CIC-IDS 2017, CSE-CIC-IDA 2018, and ToN-IoT.  The uniqueness of this work was that this was the first network dataset collected using Zeek and labelled using the MITRE ATT&CK framework. In addition to identifying attack traffic, the MITRE ATT&CK framework allows for the detection of adversary behavior leading to an attack. It can also be used to develop user profiles of groups intending to perform attacks. This presentation will show how both the UWF Cyber Range and UWF Big Data Platform were used to create the UWF-ZeekData22 network instruction detection dataset. The data was collected using Security Onion in two formats: Zeek and PCAPs. Mission logs, which contained the MITRE ATT&CK data, were used to label the network attack data. The data was transferred daily from the Security Onion virtual machine running on a UWF Cyber Range to the UWF Big Data Platform, Hadoop’s distributed file system. University of West Florida’s (UWF) Cyber Analytics Research Group (CAR) is an interdisciplinary research group of computer scientists, cybersecurity, and statistics students and faculty collaborating with the aim toward trusted, explainable, Machine Learning (ML), and Artificial Intelligence (AI) cyber analytics.
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Presenter
Presentation Notes
The UWF Datasets is a publically available web site. The Zeek and MITRE ATT&CK labeled cyberattack and intrusion datasets are available in Comma-Separated Values and Parquet formats. Raw network traffic is available in PCAP format. The Labeled PCAPs are in a custom binary format, not traditional PCAP format. This is because security onion uses Stenographer and Stenographer uses AF-PACKET for its packet acquisition. You will need to view them using stenoread or use a Query Language.
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Presenter
Presentation Notes
The UWF Cyber Range consists of three servers running VMware vCenter, which allows for central authentication and web browser access for students. VMware PowerCLI is used to automate the creation of 200 plus Virtual Machine air gaped networks for 40 students classes. Students have web browser console access to only their Kali desktop, but also have access to their Security Onion and Pfsense. Each student subnet also includes three victims: Metasploitable 3 Windows and Ubuntu and WebGoat. Data is collected by an instructor Security Onion from UWF’s Ethical Hacking and Penetration Testing and Cyber War Gaming National Security Agency (NSA) and the Department of Homeland Security (DHS) jointly sponsored National Center of Academic Excellence in Cyber Defense (CAE-CD) Cybersecurity program courses. The student crowd sourced mission logs, Zeek, and PCAP data are transfer to our Hadoop Distributed File System cluster. Kali Linux is an open-source penetration-testing, security-research, computer-forensics, and reverse-engineering distribution based on Debian Linux. Security Onion is a free and open-source threat-hunting, network-security-monitoring, and log-management platform including best-of-breed open-source tools (e.g., Zeek, Wazuh, and Elastic Stack). 
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Presenter
Presentation Notes
The National Security Agency (NSA) and the Department of Homeland Security (DHS) jointly sponsored National Center of Academic Excellence in Cyber Defense (CAE-CD) Cybersecurity program includes Ethical hacking and Penetration Testing. This course provides a understanding of how to effectively protect computer networks. Students will learn the tools and penetration testing methodologies used by ethical hackers. The tools and methodology will focus on gathering information and identifying flaws and vulnerabilities in documentation, software and computer systems, and exploiting those flaws. In addition, the course provides a thorough discussion of what and who an ethical hacker is and how important they are in protecting corporate and government data from cyber attacks. Students will be provided with an overview of computer crime laws. Each student web consoled access to their own Kali virtual machine using the tools and penetration testing methodologies again a Windows Metasploitable 3, Ubuntu Metasploitable 3, and Ubuntu running WebGoat. A target-rich and diverse environment was provided by both Windows and Linux variants of Metasploitable. Metasploitable is a virtual machine with numerous built-in security vulnerabilities (e.g., security vulnerabilities found in GlassFish, Apache Structs, Tomcat Jenkins, IIS FTP, IIS HTTP, psexec, SSH, WinRM, Chinese caidao, ManageEngine, ElasticSearch, Apache Axis2, WebDAV, SNMP, MySQL, JMX, Wordpress, SMB, Remote Desktop, PHP MyAdmin), which are intended to be exploited using Metasploit, such as the Metasploit Framework found in Kali Linux     
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Presenter
Presentation Notes
The National Security Agency (NSA) and the Department of Homeland Security (DHS) jointly sponsored National Center of Academic Excellence in Cyber Defense (CAE-CD) Cybersecurity program includes Cyber War Gaming. Every organization, whether part of the government or the private sector, needs "battle-tested" IT personnel in order to defend its networks against attack. The most effective way to provide this experience is to recreate the exact scenarios, no matter how nefarious, they will see in the real world. This course provides exercises that use different specialties (network, security, visualization, software, etc.) into color-coded red and blue teams that perform specific roles in attacking and defending IT infrastructures. Student pair up to capture the flag sharing a Kali VM. Likewise, each pair of students have access to a Security Onion 2 VM to monitor their subnet to catch the other students red handed hacking their pfsense, Windows Metasploitable, Ubuntu Metasploitable, and WebGoat. Network principles were practiced with the aid of pfsense, which acted as a router with a built-in firewall. Offensive cyber operations (OCO) (e.g., red team or penetration testing) were practiced in the safety of the closed virtualized networks provided by the UWF cyber range using Kali Linux, implementing the full Lockheed Martin kill chain (e.g., the use of EternalBlue). Defensive cyber operations (DCO) and network operations (NetOps) (e.g., blue team, hunt, network monitoring) were conducted using Security Onion with both built-in and custom IDS rules via Snort and Suricata, and analytics using Elastic Stack dashboards and visualization were used to detect events. 
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Presenter
Presentation Notes
The UWF Big Data Platform consists of eight servers running Red Hat Enterprise Linux 8, which allows for central authentication and remote access for students. Jupyter Notebooks provides a web interface to the language of their choice, shareable notebooks, interactive output, and access to big data integration. Each student has access to their own Jupyter Notebook via a Bourne Again SHell automation script leveraging Podman. Apache HDFS is a distributed file system that provides high-throughput access to application data. Apache Spark is a multi-language engine for executing data engineering, data science, and machine learning on single-node machines or clusters. JupyterLab is the latest web-based interactive development environment for notebooks, code, and data. Its flexible interface allows users to configure and arrange workflows in data science, scientific computing, computational journalism, and machine learning. A modular design allows extensions to expand and enrich functionality. Students submit jobs to the shared Spark and Hadoop Distributed File System clusters for Introduction to Big Data Analytics and Advanced Big Data Analytics Accreditation Board for Engineering and Technology (ABET) Computing Accredited Computer Science program courses. Members of UWF’s Cyber Analytics Research Group process the student crowd sourced mission logs, Zeek, and PCAP data transferred to the Hadoop Distributed File System cluster using the Spark cluster to create Zeek and MITRE ATT&CK labeled cyberattack and intrusion datasets.
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Presenter
Presentation Notes
This course introduces students to the handling of Big Data on Hadoop's MapReduce environment. Students also learn Spark architecture and programming with the aim of doing big data analytics with machine learning algorithms in Spark. 
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Presenter
Presentation Notes
The cyber war-gaming stages of the cyber operation topics (i.e., reconnaissance, gaining access, hiding presence, establishing persistence, execution, and assessment) were assessed through labs conducted within UWF’s cyber range (e.g., conduct a reconnaissance offense cyber operation on your target(s)). The attacks were recorded using the Security Onion VM, producing Zeek logs and PCAP files. Mission logs that contained the MITRE ATT&CK data were collected and used to label the network attack data. The data was transferred daily from the Security Onion virtual machine running on the cyber range to the big-data platform, HDFS.
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Presenter
Presentation Notes
MITRE ATT&CK is a globally-accessible knowledge base of adversary tactics and techniques based on real-world observations. The ATT&CK knowledge base is used as a foundation for the development of specific threat models and methodologies in the private sector, in government, and in the cybersecurity product and service community. ATT&CK provides a common taxonomy for both offense and defense, and has become a useful conceptual tool across many cyber security disciplines to convey threat intelligence, perform testing through red teaming or adversary emulation, and improve network and system defenses against intrusions. The process MITRE used to create ATT&CK, and the philosophy that has developed for curating new content, are critical aspects of the work and are useful for other efforts that strive to create similar adversary models and information repositories. ATT&CK is a behavioral model consisting of tactics, techniques, and sub-techniques. It documents known adversary behavior. The first ATT&CK model, created in September 2013, was refined and released in May 2015 with ninety-six techniques organized under nine tactics. Since then, the ATT&CK model has experienced tremendous growth based on contributions from the cybersecurity community and has had several updated versions. The April 2021 version, used for the creation of UWF-ZeekData22, has 14 tactics as well as 191 techniques and 358 sub-techniques, for a grand total of 576 techniques. In order to keep the techniques at a manageable level as well as address some of the new abstractions of the techniques, sub-techniques were added to the knowledge base in 2020.
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Presenter
Presentation Notes
Zeek is a passive, open-source network traffic analyzer. Many operators use Zeek as a network security monitor (NSM) to support investigations of suspicious or malicious activity. Zeek also supports a wide range of traffic analysis tasks beyond the security domain, including performance measurement and troubleshooting. The first benefit a new user derives from Zeek is the extensive set of logs describing network activity. These logs include not only a comprehensive record of every connection seen on the wire, but also application-layer transcripts. These include all HTTP sessions with their requested URIs, key headers, MIME types, and server responses; DNS requests with replies; SSL certificates; key content of SMTP sessions; and much more. By default, Zeek writes all this information into well-structured tab-separated or JSON log files suitable for post-processing with external software. Users can also choose to have external databases or SIEM products consume, store, process, and present the data for querying. 

The mission log is collected via a Google Form, which includes Mitre ATT&CK Technique, Source IP, Source Port, Destination IP, Destination Port, Start time of attack, and End time of attack.

The mission logs are preprocessed by converting the time stamps to unix epoch time, creating arrays for port, IP, and attack feature. 
The Zeek Connection logs are preprocessed by converting the time stamps to unix epoch time and rename attributes with periods to avoid Spark syntax issues.
The preprocessed mission logs and preprocessed Zeek Connection logs are joined on start datetime, stop datetime, source IP, source port, destination IP, and destination port.
The Zeek connection logs labeled data is enriched with STIX data representing MITRE ATT&CK. Structured Threat Information eXpression (STIX) is a collaborative, community-driven effort to define and develop a structured language to represent cyber threat information. The STIX Language.
Mix non-malicious data. The non-malicious traffic was collected at a time where there was no possibility of an attack.
The Zeek connection logs labeled data and Zeek DNS logs are joined on Zeek Connection Log UID and Zeek DNS Log UID 
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>>> df_conn.printSchema()
root

sp_pkts: integer (nullable = true)
mitre_attack: string (nullable = true)

-- service: string (nullable = true)
UWF— orig_ip_bytes: integer (nullable = true)
local_resp: boolean (nullable = true)
missed_bytes: integer (nullable = true)

/eekData22 " Guvation: douple. Crallable = sue Zeek Connection Log

conn_state: string (nullable = true)

D S h dest_ip zeek: string (nullable = true)

r r ‘ orig pkts: integer (nullable = true) 1
ata C e a community id: string (nullable = true) MITRE ATT&CK TaCtIC
integer (nullable = true)
d ort <: integer (nullable = true)
orig bytes: integer (nullable = true)
local_orig: boolean (nullable = true)
datetime: timestamp (nullable = true)
history: string (nullable = true)
resp_bytes: integer (nullable = true)
id: string (nullable = true)

src_port_zeek: integer (nullable = true)
ts: double (nullable = true)
src_1ip_zeek: string (nullable = true)
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Presenter
Presentation Notes
UWF-ZeekData22 can be considered a modern NIDS benchmark dataset and will be useful to the NIDS research community. Since it is based on the MITRE ATT&CK framework, in addition to the network traffic analysis that is usually carried out using machine learning, other aspects of adversarial behavior can also be studied using this dataset, which is available at datasets.uwf.edu 
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Data available at: https://datasets.uwf.edu
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