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Where we
started
(First joined
the team)
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E ftp.sh [ 408B

IP="41"
FILE=TPS_Report.txt
USER=peter

PASS

wget 3 1 $USER $PASS ftp://$IP/$FILE
rc=5%2

[¥ s20B

B setup_grub_timer.sh

'SFILE" ]|; then
rm "$FILE"
exit 8

${EVID} B 11; then

function configureMySQL :ho o 35 el
if apt list | grep mysql-server; then t -
echo "MySQL not installed!"
exit 1

timer="${1:-15}
fpath="${2:-/etc/default/grubl}"

if s{ConF} ; then
echo "Could not find the file ${CONF}"
exit 1

sed " /GRUB_TIMEOUT=/c\GRUB_TIMEOUT=%{timer}" "${fpath}
sed " /"GRUB_TIMEOUT_STYLE=/c\#GRUB_TIMECUT_STYLE=hidden" "${fpath}"
update-grub

if ! grep "\[mysqld\]" "${CONF}"; then
echo "[mysgldl” "${CONF}"
echo "skip-grant-tables" "${CONF}"
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[default_event]

i at: pl

[default_event] provisioner
Valu

event] provisioner )> []

Where we
initially
expanded

¥€d provisioner ©
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Building out
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v [7] bind_setup/tasks/main.yml [} 0 - 100644

- name: Including 0§ Specific Variables

include_vars:

file: "{{ ansible_os_family }}.ymL"

@ Merge branch '249-rocky8' into 'master’

- name: Include Bind Template Variables Pin Straw authored 1 month ago

include_va
file: "Bind.ymlL"

Jan 10, 2024

Adding Rocky 8 support: closes #249
Pin Straw authored 2 months ago

name: Install Bind Packages

{ bind_packages }i"
tate: present
loop: "{{ __bind_packages }}"
loop_control:
bind_packages

Nov 22, 2023

loop_var:

—u Merge branch 'issue-195" into 'master’
Bryer Esengard authored 3 months ago

name: Ensure Zone Directory is Create
file:

path: "{{ zone_dir }}"

tate: directory
root

Nov 08, 2023

Merge branch into 'master’
Pin Straw authored 4 months ag

regex
Pin Straw authored 4 months age

oWwner:

group: root
"B755"

mode :

name: Create Bind Conf File

template:
src: templates/named.conf
dest: "{{ bind_conf }}"

ner: root

"{{ bind_group }}"

"B&EL"
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initial rocky9 template

\ 62dalfe8
Pin Straw authored 1 month ago

Name Last commit Last update

B kali-template

Jrocky9

gitignore

LICENSE

\YA\Y/
Automation

README.md

P AY RECAP khkkhkkhkhkkhkhkhkkhkhkkhkhkkhkhkhkhkkkkt khkkrkkrkkrkhkkrthkhkhkhkkhkkhkhkkhkhkkhkhkhkhkkhkhkkhkkkkk*k

172.18.255 changed=8 unrsachable=( Failed=0 rescused=0 ignored=1
172.18.2 changed=280 unrezachable=0 failed=0 rescused=0 ignored=1
172.18.2 unr=zachable=0 failed=0 rescused=0 ignored=0
172.18.2 unreachable=0 failed=0 rescused=0 ignored=1
172.18.2 unreachable=0 failed=( rescused=0 ignored=0
172.18.2 changed= unreachable=0 failed=0 rescused=0 ignored=0
172.18.2 changed= unreachable=0 failed=0 rescused=0 ignored=0
172 -] changed=75 unreachable=0 failed=0 rescusd=0 ignored=0

changed to: successful
Ansible task is complete
Runner successful
[default_event] provisioner )> |
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Further Insight
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S router reateam

554 router root mancious Key

S5H rowter defoult oot

SSH shell redteam

SSH shell mal users

SSH sl ansible

‘SSH snell roat_malicious_key

S5H snell setaut_raat

55H sheu noboay

S5 uww recttenm

S wrarw mal users

SSH e vower-data

SEH wron cosible

SH v roo. maliclous._key

‘SSH v dicfou

554 e nanoy

‘SSH B reateam

S55H an mat_uzers

SSH om ansibie

S5H b raot. malciows Key

55H dib defaull_roat

‘S5H b nobody

S5H dns redtzam

S5H dns mal users

S84 dns ansible.

FETpep—_——

S5H dins emui_raot

‘S5H ans noboay

Redis RCE Snell

Reas RCEDNS

Redis RCE W

Redis RCE MySQL.

Wiebrmin DN

# & & & & 4 4 F F & F F &£ 9 9 9 F F & F & F & F 49 & & F F I

Webmin MySQL

Teamo

Teama Teams Teams Teams Teamz Teama Teams. Tesmi0 Teamax Tenm1z
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Importance?
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ILLINOIS INSTITUTE — .
OF TECHNOLOGY® ’§ = -r, ]| 1 2 3 4

172.19.0.1/challengel/big X

O a2 O0U7E|ac

19.0.1/challengel/

« C @ O A& 17219.01

HACKER TROLL HOUSE
teter t ptable accounts that should be left intact.
mostly system accounts and sandbox)

ot

sandbox@kali-rre: ~

600 scoring checks began at: Thu Ap

File Actions Edit View Help
Your goal is: 60 successful checks

st 14:x:996:996:stunnel service system account:/var/run/stun :/usr/sbin

Cyber
Format: 2 students from O - e
G a m es each team selected for our . [

in-person Invitational event.

var/lib/inet
Light Display Manag
/var/lib/geoclue

Complete a series of fun
challenges in a cyber
gameshow style experience.

1000:

sandbox:x: 1000:,,,:/home/

» $(getent passwd




Questions?
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