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Figure 11.1 Profiles of Behavior of Intruders and Authorized Users
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] Threat information is needed to be exchanged among the
organization’s IDS so that more malicious activities can
be stopped by coordinating efforts of participating IDS.

& , a zero-day attack (attack without known signature)
nced in an organization’'s IDS located say in New

York |fferent from that experienced in another
organlzatlo fed say in London, or another
company Iocated int |on

1 Cooperative intrusion dete was adopted
because it enhances detectlon rate b‘%}

1 However, data security such as fake data injection, data
manipulation or deletion and data consistency are
some of the major problems facing this approach
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Cyber-attackers exploit
vulnerabilities of data storage and
distribution stages of the existing
cooperative intrusion detection

system to gain unauthorized ATTACK DETECTION
cc to data. l
Mos eX|st|ng solutions SaNATURE FEATURE

uses centr &c EXTRACTION
This exposes data to mﬁ l
middle or network to single- y

of-failure attacks .

SIGNATURE/FEATURE
STORAGE

Others that use decentralized S/ &

appro_ach cannot g_uaran’Eee the ‘ S'G’;‘:‘,_T;‘;EJET,UN
consistency and integrity of ‘

shared data.
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Architecture’s Framework

The architecture is built on Ethereum

tmkcham platform EXTRACTION
the characteristics of both 1

publlc %blockcham
DISTRIBUTIVE
» Ethereum feature LEGDER STGRAGE

»Smart contract is an ax
the members of consortium hic

P STRIBUTION
stored on the chain and run by
participants
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BLOCKCHAIN:
Introduction

**Network of Computers
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Cooperative IDS

CONY GATEWAY PC

g ary

KYUTECH Blockchaln ' S
Netwark : . “ccm Blockchain | |1 (mm—
. : Network :
e Hl':
g -“-,1 1 ATTACKER

=

—t

"N

i : /@n number
11,729,186; ‘ia/ be, T.
Saadawi; “BIockchoﬁrOﬁ/U

Architecture for Computer
Security Applications,” Approved
8/15/2023

Company 3
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Architecture
Building Blocks

§ CE@ OCKS OF ARCHITECTURE

!

SIGNATURE SIGNATU SIGNATURE
EXTRACTION STORAGE DISTRIBUTION




Connection Features

5T Source Port

Destination Port

stinati
urce Bytes

Destina

Source Packets

Connection

: Duration
Packets/second

Source Host count
Destination Host

Count
Throughput

al

'/~ Service Count
Same service count
Different Host rate
17 Same service rate

Same Host rate

|_SIN_| _FeatureName __

Definition

Port from which attack is launched.

Target port in target network.

IP address of attack node.

Target IP address in target network

Total number of bytes sent from attack
during attack period.

ber of bytes sent from target
to a nodes during attack

Total number of packets™sent from attack
nodes during a ¢ @
Total number of conneetions ini

ted'w,
target network by attack node.
Total time elapsed during attack.

Number of packets sent by attack node
within 1 second.

Total number of attack nodes connecting to
target network.

Total number of target nodes in target
network.

Rate at which attack nodes sends bytes to
target node.(measured in kbps).

Total number of ports connected to by
attack nodes during attack period.
Total number of connections to the same
port number during attack period.

Percentage of attack nodes attacking
different target nodes.

Percentage of attack nodes attacking same
port during attack period.

Percentage of attack nodes attacking the
same target node during attack period.

Packet Features

N

Land

Type of service

Protocol

Urgent (urg)
Time to Live

Checksum

Wrong
Fragment

CAE

) IN CYBERSECURITY
COMMUNITY

‘1’ if source and destination IP
and ports are the same;
otherwise ‘0.

Class of traffic assigned to
attack packet

Higher layer protocol used in
data portion of attack packet
How packet should be routed
or processed by higher layer
Defines type of packet sent by

k node
Iﬁ}?s jority of handling
packe p
ft f

Q8
Time | 0 @7 e
discarded Q
Error checking in packet
header

1’ if checksum is ‘incorrect’;
otherwise ‘o’
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Location of cloud Nodes
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Perforimance Total Latency Average Latency
Metrics

Blockchain RespmG@m Average Response Time of Each Node

Mnjg o
qnr “\ “l il “l ill. -

=y

time {secands}
(W]

Transaction number
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B authorized node1 M authorized node 2 W unauthorized node ® authorized noded Nodes

g 5 B authorized nodel

2 2 B authorized node 2
||I g 265 ,7) unauthorlzed node

III = 2.6 O uthorlzed noded

255 ,77
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Experimentation

»We experimented with three signature-based IDS: Snort, Bro and
Suricata. These are installed on the blockchain nodes

< >m o detect DoS was set on the snort rule file of one of the
ri des

» DoS attack i§ | tathe node.

»This attack is detected tl :lj?%d andard format and
distributed as explained. A Sy

»The experiment was repeated 20 mo irm

|
»\We obtain the transaction deployment time an@g@ ’Ze/

for each transaction from each node. /77
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»We install tcodump v. 4.9.2., libpcap v. 1.9.0, tcptrace
v.6.6.0, wireshark v. 3.0.1. and scapy v.2.4.0 on all

authorized nodes.
( >: veloped and run connection and packet analyzing
horized node 2 in addition to Dendritic Cell

i ng run
»DoS attack was |
»This attacked is detected f S;Vracted and

arranged in agreed format.

» We further performed Land and port scannmg@@slu

authorized node 2

»The experiment is repeated 20 times more in each case ] ]

»We recorded the transaction deployment time and
execution time of each transaction from each node
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Attack rule

alert tcp ! § any any ->
SHOME NET 80 (flags: S; Standard Format
méfTHPOSSlble DoS", count

onds 1 0 Standard Format Signature Values
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Ml Protocol  [&W
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) Average Response Time for the Iab experiment
b experiment

Blockehain Response Time
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Response Time (New Result)
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Averadge Response Time for Lab experiment and Cloud deplovment nodes
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Scalability (New result)
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Scalability (new result)
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Response Time of Nodes with

increasing Number of Miners

S.Carolina
L. Angeles
lowa
N.Virginia
Salt-Lake
Oregon
Sao Paulo

Ao4dron

A
) v I
2.0 ° v ¢ *
w * ‘ ¢
1.5 .
- = 1_
10 1 ' I ! I ' I ! I 4 1 ' I '
2 3 4 5 6 7 8 >

Increasing Number of Miners

USA Experiment



side

0
=5
=
=
S
o

192.203.115.148
Gilobal IP(JGN)

134.74.16.197
Global IP
(TrasPAC/Internet 2) _-

rﬁ\' L’) it
GRE Tunnel )‘rL/-‘l 1,-55

/

AR X

Taggec g
(1091, 1092, 194]1) &_.

Untagged (1091)

CCNY Subnet

Data Plane-1

=0

Gl
[Access]

(1091, 1092, 1941)

10.20.67.0/24

I |“ l\,lll'-li'j ;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;
A

(1931) Ctrl&Mgmt Plane

192.168.100.0/24

Data Plane-2
10,20.65.0/24

CAE

* IN CYBERSECURITY
COMMUNITY

—
i =il 7
]
1 B -
] i
= O -
g [ =y
=
o =
= -
HGEZ2

VLAN Controller

[Acecess]

------------------

CCNY
Data Center

Cloud-

Enhanced Open

Software-
Defined Mobile
Wireless
Testbed for

Profs. Tarek Saadawi and Myung Lee




CAE

* /' IN CYBERSECURITY
COMMUNITY

» Private-public blockchain-based architecture.

» It enhances the security of data shared in
cooperative intrusion detection system

»flM\is robust to public nodes leaving and

network
?;illuated using response

» Perform n@?.q
time and secufi lfyal fake attack
injection n!/

» The architecture shows promis g@l@cs .

O. Ajayi, O. Igbe and T. Saadawi, “Consortium Blockchain-Based Architec!uZ?
for Cyber-attack Signatures and Features Distribution” 2019 |IEEE 10th Annual
Ubiquitous Computing, Electronics and Mobile Communication Conference
(UEMCON 20149), Oct 120th —12th 2019, Columbia University, New York, USA
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1) Blockchain Co-IDS

U.S. Patent number 11,729,186; O. Ajayi, O. Igbe, T. Saadawi; “Blockchain
Architecture for Computer Security Applications,” Approved 8/15/2023

ger Detection

. lication number 17,723,937; H. Huseynov, K. Kurai, T. Saadawi, O.
Igbe; “Ahomaly Bas eylogger Detection Through Virtual Machine Introspection,”
Filed: 04/19
3) Al-based IDS Mn

¥
U.S. Patent application number 15,633,056; O. Igbe, [ Darwisk "frw |

“Digital Inmune System for Intrusion Detection in Data Processing Syste
Networks,” Filed: 06/26/2017
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