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1. University & Pl Backgrounds II
@0 mverS|ty of Pennsylvania
* Par 0

ystem of Higher Education (PASSHE) and one of the first schools to be designated

by the NSA s a Natio 4 er of Academic Excellence.
 IUP Institute for Cybers is the entity responsible for coordinating all cybersecurity

education and research act1v1t1e ﬁzﬁabhshment in 2005, the ICS has been awarded over $11M in

federal funding for over 25 programs and ini since 2012, with an additional $7M expected through
AY 2027-28.

Dr. Waleed Farag ,7/ Ij/ S

* Professor of Computer Science at IUP and director of the ICS since
2012, securing over $11M in federal funds to support research and

the work of the ICS.

* Founder and current PI of several major initiatives that contribute
to the enhancement of cybersecurity research and education
across the region.




2. IlUP GenCyber Cybersecurity Summer Program

I yber Program Overview

. IU st NSF/NSA-sponsored GenCyber Program in PA in 2016 and has
held a progra ele and high school students and teachers each year since then.
s of a

* Each program consist @ mer camp focused on teaching important
cybersecurity topics through in (1?(? d hands-on activities.

IUP GenCyber Program Goals U/)/ {J/ §
ura

* Increase awareness of cybersecurity content and en
students to consider entering the cybersecurity workforce.

* Increase student diversity in cybersecurity at the K-12 level. ﬁ @ A=

* Facilitate teacher readiness to learn, develop, and deliver
cybersecurity content.
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2. 1IUP GenCyber Cybersecurity Summer Program

r Program Advantages
C f 1l . . IUP GenCyber Summer Program
- C A participants. Statistics (2016-Present)

* Participation aw @d

* Previous student awards i
4 Kits, Arduino Starter Kits, Sp
Robots, Parrot Cargo Drones, and Droid
Inventor Kits.

550+ students and teachers
trained over 10 summer programs.

730 - total applications recieved,
with 26% from female applicants.

Applicants represent 180+ school

districts across 20 different states.




3. Professional Development Workshop Series II

’e})
qt\ O .[k
Proudly sponsored by the‘ﬁn IUP and C3

DoD CySP Capacity Building Project

In c @? the 2019 Cyber Scholarship
Program P rec mg from the DoD to host
cybersecurity ski l w@gshops at local

community colleges

* 12 workshops were offered between mm with 120
participants from six local community and t @h}eies

Workshop Curriculum

Each day-long workshop was offered on a Saturday and
provided hands-on activities covering:

* Agile and Scrum methodology.

» Addressing cybersecurity threats, vulnerabilities, and attacks.

* Defense strategies against dark hat hackers.
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CYBERECURITY

Planned Activities

troduction to the CySP Program

H ds-0n actvities using the
pberry,

4 Hands-on activities on Network
Traffic Analysis

REGISTRATION INFORMATION

k Email sherrimack@bc3.edu ‘

# Guest speaker presentation Held Virtually via Zoom
security experts

& Hands-on session on Soci Iﬁse visit
Engineering & Steganography dschola rship

, + Student participants receive a Raspberry Pi 4
Starter Kit with Fan Cooled Case

+ Faculty participants rece

Workshop Details

9:00 a.m. to 3:00 p.m
each Saturday

0
r nf
is limited, plea
Dp tIIt tdtdt faculty.

PARTICIPATION ADVANTAGES

ive a $500 stipend ‘



3. Professional Development Workshop Series

@@ép Details
/'Co al Colleges included:
* Butler Co ﬁ@ College

* Laurel Business and Tet }7? itutes
* Northampton Community Colleg U
* Penn Highlands Community College /7/ l(

* Westmoreland County Community College

» Workshop presentations provided by representatives
from The College of New Jersey, CyberSN, and Uber.

* Originally planned for in-person, 8 of the workshops
were offered on Zoom due to the pandemic.



4. IUP DoD Cyber Scholarship (CySP) Program

622 Overview
* Fun the CySP provides scholarships to

D
high- ach1ev1n pq ﬁiuate and graduate cybersecurity
students enrolled a @1 itutions.

« While enrolled, students Comp internship at a .n S ———
DoD agency, and are hired as employees éjnﬁtlon .i%ii,iféf;ﬁﬁifé&’éii‘f:io, 34,000
-

(graduate) stipend for room and board.
IUP CySP Benefits

 *The cost of all required books.
d FUH tUitiOIl, bOOl(S, aIld fees fOI' up tO tWO yeaI‘S. ’| ’y =V aim" m .umu ativ- ~PA of 3.2 (undergraduate) or

* *One-time laptop/computer purchase.
3.5 (grad 1te)

. . . =Must be :ntering, nior srs nic. y¢ ar nr a graduate
Fall 202
* $20,000 stipend to cover living expenses. el l2t2
/ Y -Agree to work for the DoD as a civiliai. 7o' on- 'yes y
for each year of scholarship received.

* One-time laptop/computer purchase.

INFORMATION MEETING: November 20, 2023 at 11:15 am (zoom)

* Research opportunities with Department faculty. A o o D




4. IUP DoD Cyber Scholarship (CySP) Program

Awartlee Mentorship Program

* Each'CGySBrecipient is mentored by IUP
Computer Science“faculty and stafft
throughout the académic ygar.

* Monthly meetings are held withall
recipients to discuss academic progress
and challenges, current and upcoming
research opportunities, and provide
support to ensure degree completion.

* Meeting documents for each CySP award
year can be found on the program website
at www.iup.edu/DoDScholarship.

IUP CySP Application Statistics

21 21
50% 67% 43% 53% 85% 93%

accepted
2018

accepted
2019

accepted

2020

accepted
2021

accepted
2022

accepted appllcants

2023

KEY: Total Applicants I Accepted Students



http://www.iup.edu/DoDScholarship
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5. PA Comm. College Consortium Coop. Agreement (PC4A II

I@Q?gram Overview

In A 24, Iﬁ\w awarded almost $5 million to establish a cybersecurity
consortium wit 4 nity colleges across PA to strengthen the cybersecurity
workforce in our coun Tl—% Project will continue through August 2025, with a
possible extension to August mﬁ%ditional $6 million in funding.

Increase Transfers to '&? Increase Interest in
Four-Year Institutions 74 DoD/DIB Employment

’ engthen

PC4A Program Objectives

Increase Certification
Attainment Rates

HOW: Host certification preparation =~ HOW: Establish program-to-

workshops, award free exam program transfer agreements relationships with B /entities,
vouchers, offer hands-on labs, and between community college partners  provide paid internship
promote career benefits of industry and local four-year institutions. opportunities, train faculty on

related certifications. contemporary topics, and promote
employment opportunities.
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5. PC4A’s Nested Ecosystem Model II

4A smaller cybersecurity eco-systems
ed across the state of Pennsylvania as

partners t re /cqpro ect objectives. PCA4A
C
bli

PA COmmun ty COIIege

Eco-System Esta tives

 Launch of new internship PlfoglfalQ¥?77x?7 ment

dgencies and prlvate companies

 Design and offering of cybersecurity communlty
events geared toward K-12 students and the pubhc.

* Enhanced collaboration between partners and IUP
through scholarship programs, partner conferences,
and faculty development workshops.

» Sponsorship and support of STEM focused events.
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5. PC4A Accomplishments II

{@ e 1ﬁcat10n prep 17 4 tuition and book vouchers for free lab and
scholarships awarded textbook access provided

12 8 student partici paid internships offered at 25 internship hours
in cert-prep workshops ,7$fferent companies/agencies completed
6 5 free certification exam 5 STEM courses added or
vouchers awarded tutorln ZIV updated in degree programs
19 DoD approved certs 1 faculty training events ! rained in
earned by students hosted or attended cybers

i

5 0 events hosted or 6 3 connections made with government, 3 bi-weekly meetings held

attended by partners academic, and private entities with partners
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6. Additional Eco-System Supporting Initiatives

24§=>hD Scholarship Program
eceived fundmg from NCAE to support a PhD candidate seeking a

doctoral degre The scholarship recipient received full tuition and fees,
a $35,000 annual st1pe f books up to $1,000 for two academic years.
Annual Cybersecurity Days /77

Since 2008, IUP has hosted a public event for
students, faculty, and members of the
community to learn cybersecurity topics from
experts in the field.

Guest speakers represent:

1,600+ 19 private companies

12 government agencies

Est. Participants : o
6 colleges/universities




-Centered Events
. IUP S larly participate in competitions

against other 1ntu1t10ns including the
NCAE-CE Regional d Bloomsburg
University of Pennsylvanla a %

K-12 Outreach

» [TUP Computer Science faculty
regularly collaborate with local
K-12 institutions through
classroom visits, career fairs, and
participation in advisory boards.




6. Additional Eco-System Supporting Initiatives

Government Collaborations

» [TUP’has edllaberated with representatives from
many government dgencies including NAVSUP,
the US Dept. of State/and the,White House
Office of National Cybet Director to address
important cybersecurity workforce ¢challenges,
initiatives, and best-practices.

\ l\._u .\\ ;;
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7. Lessons Learned II
.2verage Relationships am

: : : Programs like [UP GenCyber allow for additional
Relationships establi th ug brevious : . . .
collaboration with K-12 faculty and help provide a
projects and activities have a h o ) )
expansion of [UP’s eco-s stem pipeline of students into other programs like the
P y U . DoD CySP and PC4A. |

e Strategically Communicate a Maintain a 'Webh Presence

The IUP ICS established many -. S

Through years of outreach, events, and activities
. ’ ’ ages within the IUP website which are 1nv
the TUP ICS has established a vast network of P f*(g) r advertising programs, sharing resources,
collaborators. Mailing lists are maintained to 5 P1O5 5
communicate opportunities for collaboration providing contact information for those out51de of
/ our already established network. /
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8. Conclusion II

ch events collaborations, and
ed programs have all Cyper
t stabhshment of a “oays
cybersecu in western PA Cotlogs -
and bey()nd Partnerships ) @

* Programs like IUP Gen er @AOand *
the [UP DoD CySP allow for
engagement with students in mlddle
through graduate school.

Community

Student
Initiatives for
4Y| & Beyond

©

Establishing
an Effective

Questions?

Classroom ‘ g (®) o,' Sch:I':r)ship
Visits * .’ ‘ Pam
Dr. Waleed Farag I
farag@iup.edu @ cfﬁ.ﬁus /

K2 Visits Industry &
www.iup.edu/cybersecurity outreach
GenCyber

Government
WWW.pC4a.01rg

Partnerships

Initiatives



mailto:farag@iup.edu
http://www.iup.edu/cybersecurity
http://www.pc4a.org/
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