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Winning Big: History
of Ransomware on
the Gaming Industry
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£J IN CYBERSECURITY
COMMUNITY

* Session Overview:

‘ABrief introduction to the topic
Introduction ‘ of cybersecurity in the casino
industr ?j

* Overview of t,hzlgyo bjectives and key
focus areas /‘hp
Osiy,
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 Background
The Rise of C The digital transformation of the casino Sk

Cyberattacks
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, ) )i berattacks targeting thls
1N the CaSIﬂO Sector th

lndUStry * High Profile inudentsy SymD




€XCELLg,,
<e,
&
&
s,
%
)
E}
H 5
e
2

£J IN CYBERSECURITY
COMMUNITY

* Types of Threats
é verview of ransomware and other

t cyber threats
the Threat 777 .
- Methodolog eé”}]t! kers
¥

Understanding

Landscape
* How attackers ex

vulnerabilities I®j}r}f;;;gs/,(/m
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* Qverview of Attacks

etails of the ransomware attacks on MGM
ars

* Impact Anal 5(5//7(

* Financial, opera

iZ reputationa
repercussions M’ J/;r;[t) l .

Case Studies:
MGM and

Caesars
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* Unique Challenges

ICT and |OT C ICT (Information and Communications
Challenges in

Oa ology) and IOT (Internet of Things)

the Casino
Industry

* Security Impllca
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ICT and |IOT
Challenges in

the Casino
Industry

Integration
of
ICT & loT
in
Casinos

~

o
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Integration of ICT & IoT in Casinos

Smart Gaming Tables

“Enhanced player interaction and data -
collection™ ~

Weak Authentication Methods

"Vulnerable to unauthorized
access” \

\

\
\

Lack of Encryption

\
Data interception risks gt
/
{

/

\
- \

"Efficiency in service delivery"

Surveillance Systems _-7y <4
"Enhanced security and monitoring” - — — — / ed systems susceptible to attacks
7/
’
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Automated Services L.~ O

Patching and Updating / !

Challenges
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Challenges in Network Security

« Securing wired and wireless
connections

« Mitigating risks in a highly
interconnected environment

1
1
1
1

Y

Need for Comprehensive
Security Strategies
Implementing advanced., forward-thinking

curity r@sures to safeguard against cyber
threats
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* Technological Innovations
Adoption of advanced security technologies

Industry tive Measures
ReSpOﬂSGS to %72? tion of proactive defense
Cyber strategi

Threats - Educational Inltlatlve

Foc?u_s on cybersecurity av‘lk!?é}ﬁBS/.
Um

training




Industry
Responses to

Cyber
Threats

The focus
on

Al-Driven Security Systems
“Real-time threat
detection and response”

integrating
state-of-the-art
security measures > 7|

Blockchain for Secure Transactions
"Immutable transaction records for
enhanced trust".

Industry Responses to Cyberthreats
- Staff Training Programs
A > . i~
Preemptive Vulnerable to unauthorized access

Security Measures

- _ | Educational

'Continuous risk assessment™

Iniciatives

s Regular system updates & patches®,
“Intrugign detection systems”

D/fy

I Awareness Campaigns 5

> Mpo

"Educating patrons on secure
online gambling practices"
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\

' Response Mechanisms

j +"Rapid identification and neutralization of threats*
/| *"Reduced risk of data breaches",
7 *"Informed and vigilant casino community".

/ |
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Cybersecure
Casino Environment

Emphasizing the achievement of a secure
and resilient casino environment through
advanced technologies, proactive
measures, and education.

S/U m




Future of
Cybersecurity

in the Casino
Industry
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* Emerging Threats

* Insights into the evolving cyber threat

landscape
Q ical Advancements

- PreVi g.enerat|on cybersecurity
tech nologl

* Regulatory and Comprl/ncsy%

* Importance of adherence to ind

standards OS/L/’)?





