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= Land Grant gshA ity of Nevada
- NSF EPSCoR State Z ? C
= Emerging HSI (23%) Om R ‘ , o

= Serving Rural Northern Nevada

= Nevada Indigenous Students Tuition-Free

= 21,000 Student Population

= Expanding Cybersecurity Programs and Facilities
= Center of Academic Excellence in Cyber Defense (CAE-CD) / U

= Interdisciplinary Cybersecurity Center: Research, Education and Outreach

https://www.unr.edu/cybersecurity Cybersecurity Center - University of Nevada, Reno twitter: @unrcyber
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CYBERSECURITY CENTER - FACULTY

AFFILISTEDSEACULTY Multi-Disciplinary RESEARCH AREAS

Cybersecurity Center .
= Vulnerability Assessments

= Malware Analysis

= Network Security Management
= Cyber-Physical System Security
= Al-Cybersecurity

41 Data and User Privacy

= 30 Members
= 9 Disciplines

= Computer Science & Engineering’
= Electrical & Biomedical Engineering

= Information Systems

= School of Journalism +/'Data Mining and Analytics Privacy
= Political Science = Biometrics
i INStice = Surveillance and Rriyvacy Balance

= Sociopolitical Contexts of .Disaster

= Behavioral System Analysis < l{l
= Organizational Behavior and Decision Makin

= Cybersecurity Literacy

= Combating Misinformation and Disinformation

= Psychology
= History
= Public Health

https://www.unr.edu/cybersecurity Cybersecurity Center - University of Nevada, Reno twitter: @unrcyber
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CYBERSECURITY CENTER - RESEARCH

NSF/FUNDED RESEARCH
= Schelarship.for Servi€e (SES)

Research Experienw ineering and Computer Science (RET)
.« 2015-2018
.« 2019-2022 ‘ :

2023-2026
= Campus Cyberinfrastructure (CC*)
= CyberCorps® Capacity 2015-2017

= CyberCorps® Capacity 2017-2019 .
13 NSF funded projects

> $8M in funding

= Cybersecurity Innovation for Cyberinfrastructure (CICI)
= Faculty Early Development Career Program (CAREER)

= Innovations in Graduate Education (IGE)

= Improving Undergraduate STEM Education (IUSE)

= Research Experience for Undergraduates (REU)

= Secure and Trustworthy Cyberspace (SaTC)

https://www.unr.edu/cybersecurity Cybersecurity Center - University of Nevada, Reno twitter: @unrcyber
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CYBERSECURITY CENTER - EDUCATION

UNDERGRADUATE CYBERSECURITY PROGRAMS GRADUATE CYBERSECURITY PROGRAMS
= Minor Th Cyberse€urity = Graduate Certificate in Cybersecurity
|__ Hands-on, in-depth, technical expertise in l__ Current graduate students plus working

cyber defense professionals

= Minor in Interdisciplinary Cybersecurity = Online M.S. in Cybersecurity

|_ Well-rounded curriculum from a range of
disciplinary perspectives

e Flexible program entirely online

- Personalized Advising v 4 |

https://www.unr.edu/cybersecurity Cybersecurity Center - University of Nevada, Reno twitter: @unrcyber
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CYBERSECURITY CENTER - OUTREACH

INVITED TALKS

=¥ REJ/Site? Research Experience in Cybersecurity for - Department of Homeland Security, Janet Napolitano
Nevada=leachers ARECNT)
= U.S. Army Research Laboratory
= Annual Cybersecurity gonference = U.S. Army Cyber Command

= National Security Agency

. R
Nevada Cyber Range = FBI, Cyber & Counterintelligence

= Nevada Cyber Club = National Research Labs

= IBM<Research Center

= “Symantec; Global Security Intelligence Operations
= State oftNeyada, CISO

= Nevada Office of\Cyber Defense Coordination

- National Cyber LeagUCd‘nfiji ra
Nevada Cyber Range (NCR) - Bay Area Cyber League, Regio § o
. Cybersecurity Sandbox = National and Local Security Corporations /U
« Operational Environment for = University Faculty and Researchers m
Research, Training, Education
« Physical and Remote Access

= Cybersecurity Seminar Series

https://www.unr.edu/cybersecurity Cybersecurity Center - University of Nevada, Reno twitter: @unrcyber
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CYBERSECURITY CENTER - COMMUNITY COLLABORATORS

= Nevada Army Nagional Guard
= Nevada Air NationaliGuard

= Army Research Lab

= Nevada National Security Test Site NV Energy
. . : Sierra Nevada Corporation
= Electronic Frontier Foundation (EFF) CISCO Systems

Hewlett Packard Enterprise

= Nevada School Districts & Community S Mo s

Colleges

= Local, Regional and National Corporations

https://www.unr.edu/cybersecurity Cybersecurity Center - University of Nevada, Reno twitter: @unrcyber
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Problems

20 P,
{ @ cess to websites because of firewalls
 Customiza vironments
Ease of access f where
Administrative contro
Instructor access to student
Reproducible instances
Realistic experience for students




Limited Access from campus

. Scfg 'st@
firewall rul 14
make access to
resources a
problem!

* Tools needed to
ensure student
safety on the
Internet




System access via vpn tunnel and remote firewal

() OPENVPN

Internet

Student

VPN provides tunnel access to remote network

Users are authenticated via OpenVPN

Student machine becomes part of the remote network
Traffic can traverse the local firewall




Customizable environments

.l
N
_?

L!J containers

Machine




Accessible from anywhere

Remoteé system available via a

browser

Can be accessed fromrany©S
Accessible through mobile ‘deviCes
Accessible via command line




Full administrative control

20240

» Student h/afslgoctsministrative privileges on their own

machine /77/82
» Able to make changes to U/)/lt

» Can install/uninstall/update softwke .fl/
» Can destroy the environment without af e&men
S/U

users
* Instances can easily be restored (with some loss of worl{?7




Instructor Access

20@41%% be added to all machines to provide

suppor
* Access to machl ﬁ?gto monitor activity

* Environment can be p 0 s,upport instruction




Recoverable instances

20‘&4 ckups are made of each instance

. Stud replaced if destroyed
* Minimal loss of




Realistic user experience

20 %
* S lﬂel@/? adjustable levels of control
C

« Changes e@bde
» Realistic user exp

mfh U’?fl‘ %

system administrator




Scalable hosting capability

pve - Proxmox Virtual Envii X ar
- C O G hitps://134.197.113.82:8006 node%2Fpve b ® 5 =

X PROXMOX v Ervormeni .14 S O = o © comecr

Sarver View ¥ Node "pve’ ¥y Reboot (B Shuidown »_ Shell | « ¢ Bulk Actions ~
&8 Datacen
B pve Q
w# 101 (monitor) & Summary Description Disk usage... ~Memoryus... CPU usage Uptime HostCPU ...  HostMem...  Tags|
L 102 (linuxADTest) @ Notes

L 103 (honeypot) @ Shell
) 105 (kali - 8002 (debTemplateDHCP) - 647 debian12

L 107 (test2) @ S 509 (OWASP) I 0.3%of 4 ... 30 days 11:2.. 0.0% of 96... 3 m
S 108 (shamikDemo) @ Networl 510 (OWASP2) _ [bill |
G 108 (test-guacvm) @ Certificates 1000 (BilOwaspDocker) 0% 02%0f2.. 30daysi12.. 0.0%of9%.. 02% o
L 110 (test-kali-connection-add) @ DNS 8000 (debian-cloud) . debiani2
Lk 111 (yoinkIVM) @
1 112 (festert) @ 8005 (debCloudTemplate) - debiani2 (niote)| (service) [EIEEDY
G 113 (tester2) @ Options 108 (shamikDemo) 0.1% of 4 ... 30days 11:2...  0.0% of 96...
L} 114 (okkoVM) @ Time 111 (yoinkIVM) 0° 0.3%o0f8.. Bdays0216... 0.0%of 96...
G 115 (worldhVM) @ i= Syslog 112 (tester!) ) 3.19 00%0f8.. 8days02:15... 0.0%ol9...
113 (tester2) .0 % 0.0%:of 8 .. 8 days 02:15 0.0% of 96...

Search Search:

2030 (NeschVM}) I 60.5 % 0.2%of 2 ... 30 days 11:1.. 0.0% of 96... . 647

=3
LIgK B

Hosts

L 116 (gemu-guest-agent) @
Ll 197 (BillDemo) @

) 198 (shamikDemo?2) @
Ll 199 (jayBeta) @ P Firewall
2 201 (vm1) @ o Disks
S} 202 vm2) @
L 203 (vm3) @
G 204 (vm4) @
b 205 (vm5) @ i Directory
i 206 (vmé) @ == 7FS

G 207 wm?) @
) 208 (vm8) @
S 209 (vm9) @
2 210 (vm10) @ Task History
L 211 (NancyWindows) @ @ Subscription

2 Updates

2] Repositories 114 (okkoVM) % 0.0%of & ... 7 days 21:58... 0% of 96...
115 (worldh VM) 04% of & ... 7 days 22:43.. 0.0% of 96...
116 (gemu-guest-agent) 0.4 0f 8 ... 2days 22:48...  0.0% of 36...
[ A 197 (BillDemo) 0.1% of 4 ... 30 days 11:2.. .0% of 96...
198 (shamikDemo2) 0.1%of 4 ... 30 days 11:2... 0.0% of 96...

199 (jayBeta) 0.1%of 2 ... 23 days 21:3.. 0.0% of 96...

0O LVM-Thin

Jdagog94a4a4q

211 (NancyWindows) -

@ Ceph 100 (kali-rdp)

071

103 (honeypot)

9000 (grkmail) -

7998 (pfsense) 05%of 24 ... 30days 11:1... 0.1% of 96...
S 230 (guacamole) 8003 (WindowsAD) 0.7%of 4 ... 30 days 11:1.. 0.0% of 96...
i 508 (OWASP) @ 7990 (DebianDocker) % 0.4%of 2 ... 30days 11:1...  0.0% of 96...
L 510 (OWASP2) @ 7997 (debTempBackup) -

2 1000 (BillOwaspDocker) @

53 2000 (BowlingVM)
2 2001 (CamajVM) 104 (debTemp)

+3 Replication

040 4

L

7999 (backup)

e IS N@RE A R ZPM O




IDS capability (snort/suricata)

B pve - Proxmex Virtual Envi X @ Problem loading page pfSense.home.arpa - Servi X 97

« - C QO G hitps://192.168.1.1/5

Alert Log View Settings

Instance to View

Choose which instance alerts you want to inspect.

Save or Remove Logs &, Download W Clear
All alert log files for selected interface will be downloaded Clear the currently active Alerts log file
Save Settings B save W Refresh 250

Number of alerts to display. Default is

Save auto-refresh and view settings Default is ON ot

Alert Log View Filter

Last 250 Alert Entries. (Most recent entries are listed first)

Date Action Pri Proto slass Ic Dst GID:SID Description

03/06/2024 £\ 3 TCP Misc activity 96.16.55.14 92.168.2.102 ET INFO Packed Executable Download
16:18:39 Q& Q=

03/01/2024
17:23:52

Not Suspicious 192.168.1.27 192.168.2.102 ET POLICY Windows Update P2P Activity

Traffic Q Q&

Not Suspicious 192.168.1.27 192.168.2.102 =T POLICY Windows Update P2P Activity
Traffic Q o}

Not Suspicious 192.168.1.27 192.168.2.102 ET POLICY Windows Update P2P Activity
Traffic o] o}

Not Suspicious 192.168.1.27 192.168.2.102
Traffic Q Q

Not Suspicious 192.168.1.27 192.168.2.102

Traffic Q@ Q

Not Suspicious 192.168.1.27 192.168.2.102
Traffic Q o}

Not Suspicious 192.168.1.27 192.168.2.102
Traffic Q o}

Not Suspicious 192.168.1.27 192.168.2.102

Traffic Q Q

03/01/2024 Not Suspicious 192.168.1.27 192.168.2.102
17:18:28 Traffic Q Q

03/01/2024
17:231M

03/01/2024
17:22:31

B

03/01/2024
17:21:50

ET POLICY Windows Update P2P Activit

(&3]

03/01/2024
17:21:10

ET POLICY Windows Update P2P Activity

®

03/01/2024
17:20:30

ET POLICY Windows Update P2P Activity

03/01/2024
17:19:49

ET POLICY Windows Update P2P Activity

(&3]

03/01/2024
17:19:09

ET POLICY Windows Update P2P Activity

- T
®

ET POLICY Windows Update P2P Activity

®= ®=
O 05 O 0 0 O ©

@ E e %W e 12200M




System monitoring

>< pve - Proxmox Virtual Envi: X pfsense.home.arpa - Statt X 43 Proxmox - Dashboards - ¢ %

> C O A 192.168.1.8

ome > Dashboards > Proxm hx S i+ Add v~ B @ Last3hours v @

Total Memory Total Swap Server CPU
/55 iB 208 cis

Last Update

12:23:14 2024-03-0812:23:12 { 9.93% J 982 | 189.56 GiB

g VMs Running LXCs

Load Average 1/O Wait Used Memory

Host Uptime unn
VM Uptime

647Clas 1 month, 0 weeks

1 m Onth ! O Wee ks alangutanm 1':1 '::.Gweeks

arabianvm weeks

AshrafVM 1 month, 0 weeks

+~ Memory And CPU Usage - pve
Host CPU Usage Host Memory Usage

100% 100%

):0 10:4 1:0 n:45 00
09:30 09:45 10:00 10115 10:30 10:45 11:00 1115 11:30 M 2 12:15 . 0830 10:00 10:45 100 » 20 .
Name 8 * Ma

= pve CPU Usage Last* 101% == pve |/O Wait Last*: 0.00532% == pve Load Average (1 Min) Last *: 9.90%
251% 25.4%

- pve

VM CPU Usage VMs Memory Usage
Name

100% Name Last * 100%
_————
. = D = 647Class (pve)

== {A47Class (pve)

== AshrafVM (pve)

== AshrafVM (pve)

W E e % L . 1Z23PM

'-'.r'_q*_s'\ ®




Automated management via Ansible

3] »< pve - Proxmox Virtual Envii X pfSense.home.arpa - Statu X {3 Proxmox - Dashboards - G X +
= = @ Q A httpsi//134.197.113.82 v e 7 s w @ 0 f = =

'XjDRDXMUXVinua\ Environment 8.1.4 Searct ) Creale VM @ Creale CT

Server View # | Virtual Machine 7996 (ansible) on node pe’ service & B start () Shutdown |+ | > Console | | | More v

L) 3040 (schmidivm) @

S 3041 (smithvm) @

23 3042 (spielmarvm) @

! 3043 (wagnervm) @

:‘ 3044 (waiksnorisvm) @

S 3045 (warrenvm) @

:‘ 3046 (waymanvm) @

2 3047 (westenburgvm) @

L) 3048 (yanvm) @

2 3049 (ShamikVM) @

L) 3050 (test445) @@

3 7890 (elk)

S 7990 (DebianDocker)

[ 7991 (WindowsTest3) & @@

S 7992 (Filezilla) @ @

S 7993 (windowsTest2) & @@

2 7995 (LocalMail)

57 7996 (ansible)

[ 7997 (debTempBackup)

) 7998 (pfsense) @

[ 7999 (backup)

3 8003 (WindowsAD) @ & @

[ 9000 (grkmail) @

[£0100 (kali-rdp) @

[T104 (debTemp)

[£21106 (ShamikEnv) @@

[T 7994 (WindowsTemplate) @ @@

[£218000 (debian-cloud) & @@ ®

[Ta8001 (debTemplate)

[EI 8002 (debTemplateDHCP) ®

[T8004 (ShamikTemplate)

[b 8005 (debCloudTemplate) [ ]

118006 (ubuntu-cloud)

[18007 (ubuntu-cloud-2)
localnetwork (pve)

£ [{ Backup1 (pve)

& Summary
»_ Console
Hardware
Cloud-Init
Options

Task History yt@ansible: etcsansible/playbookst ansible-playbook ping.yanl

@ me® 0

Monitor PLAY [p stl

i}

Backup TASK LGALREI TG FACES T M0t0eembese st mea 06 0bb R0 MR MR BB R D R D AR D B R R B R D B R M0 MR R R R MR HNREN MR RN

Replication

(S

Snapshots

Firewall

L a

Permissions

mH 95 & BEeEw s Ea BN O




VPN or browser-based access

20

.-ilril

S

l|cmr¢¢“¢c|¢&

| Dl T
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Openvpn - ssh connection to VM
Guacamole - access via smart device or computer

OpenVPN Connect

Profiles

CONNECTED

134.197113.84 [pfSense-
UDP4-1194-grksec-config]

CONNECTION STATS

5.9KB/s

Y

0B/s

672 B/S

| 00:00:10 0 sec ago

You

| jthom




Future Plans...

Expanded Prc4$it = G

Palo To FW Cisco Firepower Cisco Switch DMZ Proxmox

Clustered servers fo

DMZ within the UNR DMZ O
Multiple firewalls /77
Multiple IDS/IPS

Honeypots

ELK stack SIEM

Large visual monitor to view attacks

Cisco subnet with routing (CCNA) ;’—m. ‘%

Netgate




CYBERSECURITY CENTER

Aré Jlou-interested to use Nevada Cyber Range for
your class oxlab? Reach out to Dr. Shamik Sengupta,
Executive Directon JUNR Cybersecurity Center at
ssengupta@unredu

https://www.unr.edu/cybersecurity

https://www.unr.edu/cybersecurity Cybersecurity Center - University of Nevada, Reno twitter: @unrcyber
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